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I-Fi based Localization over the years

State of the art
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Location as a Service is now a commonplace
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Your Device Location is no longer safe

FEDERAL TRADE COMMISSION

PROTECTING AMERICA'S CONSUMERS Enforcement v Policy v Advice and Guidance v News and Events v Aboutthe FTC v Q

Home / News and Events / News /[ Press Releases

For Release

Retail Tracking Firm Settles FTC Charges it Misled Consumers
About Opt Out Choices

Company Falsely Promised an In-Store Opt Out, Agency Alleges

April 23, 2015 o o @

Tags: Consumer Protection | Bureau of Consumer Protection | Retail = Technology Related Cases
Privacy and Security | Consumer Privacy @ FinTech

Nomi Technologies Inc_In the Matter
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Requirements for MIRAGE’s implementation

(R.1) Robust location obfuscation.
(R.2) Does not compromise the communication link.

(R.3) Attacker cannot decode location with the knowledge of defense

model.
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= WiPeep — Mobicom’21 [3]: Attack to reveal 802.11mc range estimates
= Signal Strength Based Systems
= Signal-strength based obfuscation [2]: (R2) Breaks the ongoing wireless communication

Modifying the wireless environment
= PhyCloak[4],IRShield [5],RF-Protect [6],Aegis [7]: (R2) Break the ongoing communication
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MIRAGE: Satisfies our requirements

v MIRAGE:

v Obfuscates the user Location. (R1)
v Maintains communication link. (R2)

v Even with the knowledge of MIRAGE, attacker will still be
confused amongst the N-multipaths. (R3)
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Corner case: MIRAGE reveals actual user AoA
Wi-Fi AP

m

dObf *
.

Wi-Fi User




Corner case: MIRAGE reveals actual user AoA
Wi-Fi AP

m~~
-_—
-_—
—_—
—_—
~y —~
\\
~

-~

= 90°
— Direct
s 4 path
dobr < 0 Residual
¢ ; 450 multipath
o 22 Multipath
Wi-Fi User < -90°

Relative distance (m)




Leakage from Direct Path along reflected path
Wi-Fi AP

Wi-Fi User




Leakage from Direct Path along reflected path

Direct path with d s Wi-Fi AP

o \
-~ . ' O \




Leakage from Direct Path along reflected path

Direct path with d s Wi-Fi AP




Leakage from Direct Path along reflected path

Direct path with d s Wi-Fi AP
o o \




Leakage from Direct Path along reflected path

Direct path with d s Wi-Fi AP
o o \

o




Beamforming+Nulling Capability
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Dynamic User and/or Environment
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MIRAGE: Protecting User Locations from Wi-Fi APs

v MIRAGE:

v Obfuscates the user Location (R1)
v Maintains communication link (R2)

v Even with the knowledge of MIRAG, attacker will get N-location
for N-multipaths in the environment (R3)
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0 Challenges and Open Problems
0 Improving User Location Obfuscation
0 Multiple Collaborative Aps
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