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Abstract
Space is emerging as a critical domain for secure and privacy-

preserving computing, driven by the rapid growth of commercial

satellites and the increasing complexity of in-space operations. This

need is particularly evident in satellite rendezvous and proximity op-

erations (RPO), where multiple satellites must compute with private,

identifying, or even classified information in order to operate safely

at close distances. Secure multiparty computation (MPC) offers a

promising foundation for privacy-preserving collaboration, but its

suitability for in-space applications remains largely unexplored.

This work provides a domain-informed analysis of satellite RPO

and private computation techniques for two fundamental scenar-

ios: collision avoidance and multi-point inspection. We design and

evaluate a secure two-party computation for collision avoidance

and a three-party computation for multi-point inspection using the

MP-SDPZ compiler. Testing on radiation-tolerant NVIDIA Jetson

hardware, we find that collision avoidance can be performed se-

curely in 7.38 seconds in a semi-honest dishonest majority model,

while multi-point inspection can be performed securely in 0.28

seconds in the semi-honest model and in 2.7 seconds in the mali-

cious model. These findings demonstrate that MPC is both feasible

and practical for privacy-preserving RPO under realistic hardware

and threat assumptions. To our knowledge, this is the first work

to provide granular assessment and experimentally validated MPC

for in-space cooperative operations, opening a new direction for

cybersecurity research in emerging space systems.
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1 Introduction
Space activities are essential to modern society for navigation, com-

munication, and critical infrastructure for civil, economic, and na-

tional security services. As satellite numbers grow rapidly, exceed-

ing 11, 000 actively in orbit as of March 2025 [59] and projected to

surpass 60, 000 within the decade [68], autonomous coordination

directly between spacecraft, not solely through ground stations,

is becoming increasingly necessary [95]. These capabilities are re-

quired for Rendezvous and Proximity Operations (RPO), a class
of control activities that include docking and other close-proximity

maneuvers, and require precise and direct inter-satellite commu-

nication [9]. RPO also enables emerging capabilities for in-space

servicing, assembly, and manufacturing operations (ISAM), such

as repair and refueling, that extend the lifetime of the satellite and

reduce costs [62]. However, as the number of government, commer-

cial, and academic stakeholders increases, space becomes both more

congested and contested [25]. Full trust cannot be assumed among

all participants in all coordinated activities. Certain sensitive data
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values exchanged during coordination, such as ephemerides (posi-

tion and trajectory data) for collision avoidance or other on-board

metrics, can inadvertently expose proprietary satellite designs or

mission details as they are inherent properties of the satellite’s sen-

sors and design. This risk is known as satellite characterization
[76, 83], where sharing operational data allows other parties to

infer proprietary or strategically important information about a

spacecraft or its mission. Specifically, sharing sensor covariance

matrices during satellite coordination can expose sensor specifics

and mission trajectories, even between allies [83]. Current RPO

algorithms require cleartext sharing of covariance data, creating an

unaddressed privacy vulnerability in autonomous space operations.

Thus, protecting privacy while ensuring safe and cooperative op-

erations is a fundamental challenge for the future of autonomous

space systems. This work aims to protect covariance matrices using

secure multiparty computation (MPC). The main contributions

of this paper are:

• Identifying the Need for Computational Privacy in
RPO:We expose a previously-overlooked vulnerability in

modern satellite architectures: the assumption of full trust

in shared covariance and state-estimation data. We show

how MPC enables privacy-preserving coordination between

satellites operating in close proximity while maintaining

physical safety.

• Testing Privacy-Preserving RPO Algorithms Across
Adversarial Models: We categorize representative mis-

sion scenarios according to realistic adversarial assumptions,

ranging from cooperative but curious partners to actively

malicious participants. This mapping bridges mission se-

curity needs with established cryptographic threat models.

We design privacy-preserving variants of state-of-the-art

RPO algorithms using the MP-SPDZ [40] compiler, based on

understanding which inputs require protection.

• CharacterizingMPCPerformanceUnderRealistic Space
Constraints:We evaluate MPC performance under realis-

tic orbital communication limits and on radiation-tolerant

hardware, demonstrating that two- and three-party MPC can

meet operational timing and safety requirements in many

RPO scenarios. Two-party collision avoidance executes se-

curely in 7.38 seconds and multi-point inspection in 0.28

seconds (semi-honest) and 2.7 seconds (malicious model).

To our knowledge, we are the first to provide a granular evalua-

tion of differentMPC protocols, to test on space-hardened hardware,

and to consider satellite multi-point inspection. This work addresses

a relevant research gap regarding the criticality of space systems

and the increasing number of collaborative operations in space. We

demonstrate that with certain mission-specific parameters, these

operations are currently feasible using MPC but that deployments

must be performed with careful consideration of the adversarial

model and space constraints. Our code is available on Zenodo.
1

2 Background
Cyberattacks related to the space domain have intensified in recent

years, highlighting vulnerabilities with space assets and motivating

1
https://doi.org/10.5281/zenodo.18565977

proactive security solutions [50, 71]. Security is especially needed

as the number of stakeholders increases, particularly within the

competitive commercial space sector, where most technological

innovation and cost reductions occur [53]. The US Space Force

Strategy guides highlight the importance of both joint coalitions

between commercial, inter-agency, and international partners, and

the need to maintain competitive advantage [30, 67]. Protecting

mission specifications and proprietary design information is criti-

cal to achieving this goal, but a great deal of information must be

shared between stakeholders in space to preserve physical safety

and operational success [67]. Therefore, there is a problem of satel-

lites sharing certain data (e.g. ephemeris covariance information

or state-of-health telemetry) that can leak proprietary design and

potentially mission goals.

Rendezvous and Proximity Operations. Satellite operations

often occur when satellites are at large distances from each other.

Even in low Earth orbit (LEO), satellites typically operate on the

order of megameters apart [69], and have days or weeks to coordi-

nate their trajectories. Rendezvous and proximity operations (RPO)

is a class of satellite operations that occur at much closer distances

and conduct on-board trajectory adjustments in near-real time [74].

RPO, which is housed in the guidance navigation and control (GNC)

section of the satellite bus, is necessary for multi-agent space sys-

tems when the distances between satellites are 500 km or less and

are largely autonomous [74, 79]. This is critical in both co-orbital

and constellation satellite configurations, enabling operations such

as collision avoidance and in-space repair.

Rendezvous indicates that two or more satellites are in the same

plane, attitude, and phasing, and proximity operations refer to tasks

in which two or more satellites in approximately the same orbit per-

form intentional maneuvers with each other, affecting their relative

states [79]. These activities include on-orbit servicing (OSS), dock-

ing, refueling, formation flying, and debris removal, all operations

that require precise control, using tools such as the global naviga-

tion satellite system (GNSS), radar, LiDAR, or optical sensors [63].

RPO encompasses many other space specialties, such as sensor ad-

vancement, data processing and sharing techniques, orbital dynam-

ics, and more, and has been used in a variety of missions, including

the international space station (ISS) and mission extension vehicles

(MEVs), which extend the lifetime of other spacecraft [9, 35]. It is

most relevant to satellites in dense orbits, specifically LEO, where

about ninety percent of satellites operate. RPO is mainly used in

small satellites, a mid-range class of spacecraft.

A motivating factor in RPO development is the growing need for

autonomy. RPO maneuvers are time-critical due to the close ranges

of the satellites involved, and depend on readily available com-

putation and decision-making data [74]. The reliability of ground

stations can be poor and difficult to predict. For LEO, the ground

station has at best a 12 to 20 minute window of contact within a

typical satellite’s 90 minute orbit [13]. In the worst case, it could

take up to a day to establish communication with the satellite [92].

Thus, satellites rely on crosslinks and autonomous in-space capa-

bilities, such as handoffs between internet satellites, for reliable

coverage. Additional details on satellite communications are given

in Appendix A.

Covariance Matrices. In current RPO calculations, satellites will

share some data in cleartext, including satellite ephemerides and

https://doi.org/10.5281/zenodo.18565977
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mission data, as well as characterization information, such as satel-

lite dimensions or radio-frequency information [4]. The exact quan-

tification of uncertainty is represented by the covariance matrices

associated with these data points, typically using a covariance-

adaptive Kalman Filter, an approach for tracking and data predic-

tion tasks [74, 96]. Performing RPO calculations safely requires

that these matrices be communicated as inputs in joint compu-

tations. However, prior research in other cyber-physical systems

has demonstrated that covariance matrices can be used to charac-

terize the sensors or instruments used and thereby leak sensitive

information about the satellite’s design or mission [65, 76, 83]. Our

solution involves using privacy-preserving computation to protect

these covariance matrices while enabling joint computation on the

required data.

3 Related Works
Research related to securing the space segment and on-board sys-

tems is limited but growing. Existing work has examined the cy-

berphysical security of satellites [21, 94], communications and net-

working security [46, 58], hardware and embedded systems [37],

security-by-design [47], and artificial intelligence [91]. Others have

classified threats to satellite security, addressing some outdated

assumptions regarding space security and vulnerabilities present

in the software of current assets [28, 87, 93]. These do not con-

sider autonomous security and privacy measures in space. Several

works have addressed the issue of satellite characterization as a

known issue, particularly when covariance matrices are known,

and the subsequent risk of unauthorized inference of operations

and design [10, 29, 76, 83]. Additional research has examined the

use of secure data computation for space applications, including

a decentralized federated data ecosystem as a trusted third party

for secure computation [33], protecting satellite imaging data dur-

ing on-board processing [78], and addressing privacy concerns of

two-way ranging satellite broadcast systems [18].

Others looked into securing satellite conjunction analysis with

MPC or homomorphic encryption [34, 38, 49]. Although these

works offer useful proofs-of-concept for secure computation in

space and demonstrate the feasibility of high-precision operations,

they do not consider RPO or in-space computation. They are also

insufficiently domain-informed and not motivated by a realistic

understanding of the security concerns that exist in space. In par-

ticular, they make assumptions about the values that satellites seek

to keep private during conjunction analysis, including position,

velocity, and radius values as defined by Alfano’s method [2]. How-

ever, not all inputs need to be kept private in conjunction analysis.

For example, the position can be known by spacecraft operators or

easily determined with high precision from ground stations [44].

This causes unnecessary private evaluation, increasing overhead in

resource-constrained systems where computation should be opti-

mized. In contrast, covariance matrices and sensor-specific charac-

teristics can reveal intrinsic properties and thus necessitate privacy

preservation, as these values cannot be measured with sufficient

accuracy by observation alone.

Our research differs from existing work as we present a case for

private collision avoidance when satellites approach each other at

close distances, where ground station control cannot be relied upon,

and the operations must occur directly on the satellite. The work

done to motivate the use of MPC in RPO applications is limited.

Fedele et al. [29] address the need for security in RPO and conducted

empirical tests, but their tests do not consider radiation-tolerant

components, and they evaluated only a single MPC algorithm for

the RPO problem of attitude determination. Little research has been

done on the security of in-space servicing beyond discussing the

need for hardware security and authorization [17]. Furthermore,

MPC has advanced greatly in recent decades, making it a feasible

tool for private computation in resource-constrained systems and

other new environments [15, 32].

4 System and Threat Model
In space, established cryptographic practices are used to protect data

‘in transit’ or ‘at rest’, but there is currently no accepted standard for

protecting data ‘in use’ [8]. MPC is a well-established cryptographic

solution to this problem and offers distinct guarantees of privacy

and correctness during computation [51]. The system we model in

this paper is that of a coalition of satellites, considering cases of two

or three spacecraft involved in joint computation. MPC eliminates

the need for a trusted third party and computation is performed

jointly, without disclosing private data. We study two fundamental

space computations: an artificial potential function (APF) and a

quadratic program (QP). These algorithms are general approaches

that are used in spacecraft controls and can be tailored to solve

a variety of space missions [60, 70, 80, 90]. In this paper, we give

two examples of computations where MPC is used to secure RPO:

APF to demonstrate collision avoidance and QP for multi-point

inspection. We assume that participating satellites are within RPO

distances, less than 500 kilometers from each other, and therefore

all communication and joint computing occur directly over satellite

crosslinks.

Each satellite’s security model is highly mission-dependent and

requires designers and operators to determine the security expecta-

tions of their system. Two types of adversarial models are relevant

to RPO applications: semi-honest and malicious. The semi-honest

(passive) model assumes that the computing parties follow the

prescribed computation but can try to learn unauthorized informa-

tion about the private data they handle during computation. The

malicious (active) model allows for corrupt participants that can

arbitrarily deviate from the prescribed computation and attempt to

compromise correctness or privacy. There is a performance cost to

ensuring greater security, as protocols in the malicious model incur

heavier costs compared to protocols with semi-honest participants.

We also consider two different scenarios regarding corruption, the

number of parties that can be compromised during a computation.

For some number of computing parties, 𝑛, a threshold, 𝑡-out-of-𝑛,

can be corrupted without information about the secret input being

leaked. The honesty majority guarantees security for 𝑡 < 𝑛/2 and
the dishonest majority for 𝑡 < 𝑛. Honest majority is generally more

efficient while dishonest majority offers stronger security notions

as it supports greater tolerance to corruption. The constraints on

the system include bandwidth and latency due to satellite RF bands

and distance from each other, material and hardware limitations,

such as radiation tolerance and memory capacity, and constraints

on power usage and fuel. In these applications, satellites must share
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vehicle dynamics values to prevent collisions. As described in Sec-

tion 3, while a satellite’s location is observable, intrinsic properties

of its sensors that impact navigation must be protected. Covariance

matrices, in particular, are a crucial component of safe collision

avoidance [79]. Furthermore, they can be used to infer satellite’s

capabilities, and must be protected as detailed in Section 4.2.

4.1 Security Model
Trust is a crucial part of space operations, particularly between dis-

parate stakeholders, but even a high level of trust does not negate

the need for strong data protection. For example, two nations may

collaborate on missions that benefit both of them, such as with the

ISS, but seek to avoid divulging certain satellite design specifica-

tions. Within the same country, multiple agencies, such as scientific

agencies and military arms (e.g. NASA, U.S. Air Force), often col-

laborate on missions but, having different agency-wide security

regulations, may require that details of their satellite’s data process-

ing or telemetry remain private [89]. In addition, private companies

(e.g. SpaceX, Intelsat) are now at the forefront of space innovation

and have the goals of protecting intellectual property and propri-

etary designs while working closely in areas of development.

Based on the security guarantees of different MPC protocols,

we can draw conclusions about three cases where different MPC

security models would have appropriate usage in space.

(1) Honest majority, semi-honest model. A scenario for this

model is MPC operation within an organization, where most

or all computing parties are trustworthy, but accidental leak-

age must be prevented.

(2) Dishonest majority, semi-honest model. Here is a com-

prised coalition of multiple stakeholders with a common

mission goal. For example, organizations that are cooper-

ative but must prevent passive adversaries from learning

proprietary satellite design or operating information.

(3) Dishonest majority, malicious model. This would be

necessary when joint computation must be done between

untrustworthy or uncooperative organizations, with expec-

tations of an attack on the protocol functionality itself.

4.2 Scenarios and Adversarial Capabilities
In general, satellite operators want to share as little information

with each other as possible [48]. However, to maintain physical

safety during RPO, certain information must be shared, namely

position, velocity, torque, or state-of-health telemetry, such as heat

or power usage, attitude, and fuel levels. The covariance matrices

associated with such position, velocity, and other dynamics are

typically shared in order to assess risks and maintain high precision

in maneuvering.

To better explain this, we provide two common examples of

RPO explored in this study: collision avoidance and multi-point

inspection.

4.2.1 Collision Avoidance. A state-of-the-art method for autono-

mously adjusting trajectories when satellites are within 500 kilo-

meters of each other and therefore require RPO capabilities is the

artificial potential function (APF) [77], described in detail in Sec-

tion 5.2.1. In contrast to relative position (determining distance

between two satellites), velocity, and torque, which can be directly

measured at close distances, the covariance metrics, also called

noise covariance, are determined by factoring in noise that is in-

herent to the satellite’s sensors and cannot be inferred without a

satellite sharing this information. Additionally, stakeholders may

need to keep future satellite location information unknown. Pri-

vate companies have a vested interest in securing their on-orbit

assets to maintain a competitive advantage, and governments see

these data as a national security concern [34]. The covariance of the

ephemerides can allow adversaries to predict the satellite’s trajec-

tory with high accuracy. Both of these vulnerabilities are addressed

by sharing covariance matrices in a privacy-preserving manner.

4.2.2 Multi-Point Inspection. There is great motivation to advance

the resilience, functionality, and sustainability of space technology

through in-space service, assembly, and manufacturing (ISAM) [64].

ISAM enables mission-extension processes for OSS, refueling, and

assembly through advanced robotics and integrative management

technologies [98]. Orbital manufacturing facilities, or factories-in-

space (FiS), would enable reduced launch and servicing costs as well

as advanced development that in situ space conditions (particularly

microgravity) offer to materials manufacturing and bioengineering

[45, 57]. Privacy is a known issue for manufacturing, where the

exchange of production data may be necessary for rapid feedback,

but can expose intellectual property (IP) to collaborating companies

[73]. Privacy is needed in ISAM, where multiple satellites owned by

different organizations or countries are operating as independent

critical nodes in an FiS supply chain, especially for the management

of autonomous processes and feedback cycles [57]. One of such

processes is multi-point inspection, a preliminary step in servicing,

docking, or debris removal. The details of this computation are

explained further in Section 5.2.2. Covariance matrices are also

communicated in this case and should be protected for the same

characterization issues as discussed in Section 4.2.1.

5 Methodology
Given our understanding of space computation and the limitations

of the space environment as defined in Section 4, we present our

approach to determine the feasibility of MPC in RPO settings. We

first explain the environment in which the computation is executed,

and then detail the computation used in our target applications.

5.1 Execution Environment
The benchmarking approach taken in this study is based on the

main resource constraints that any algorithm expected to run in

space will face. The primary constraint is execution time, but com-

munication volume and number of communication rounds are also

significant factors [40]. In RPO, time requirements are contingent

upon algorithm refresh rates, which are mission-dependent, but we

can set an upper bound to what reasonable requirements would be.

We determined time thresholds using a challenge problem that uses

safe reinforcement learning to dictate the autonomy constraints

necessary for RPO maneuvers [75]. Conceptually, we use a “pas-

sively safe” model, which optimizes RPO calculations for both time

and fuel levels. If an algorithm is called too frequently, fuel is wasted

to initiate thrusters to move and combat noise. If called too infre-

quently, the satellites involved are put at risk. This informs several
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On Board Network
Execution

time

30 sec – 5

min

Frequency

Band

S, X, Ku, Ka,

optical

Memory 10 MB Rate 10 Mbps – 1

Gbps

Examples Dove constellation, OneWeb and

SpaceX’s Ku-Ka-band satellites, Kepler

system, Spire’s small satellites

Table 1. Sampling of values for benchmarking in-space RPO computation
and examples of small satellite missions under these constraints [56].

safety constraints imposed on a satellite from both a computational

and a physical location perspective.

Although itmay be possible to quickly actuate or let vehicles drift,

an execution time ranging from about 30 seconds to 5 minutes tends

to balance fuel efficiency and desired mission performance [75].

Therefore, our most constrained upper time bound for the execu-

tion of either application is 30 seconds, as this is the limit for the

frequency with which thrusters can actuate autonomous updates

[61, 74]. It is important to note that in relative orbital dynamics, al-
though satellites travel at high speeds respective to the earth, they

move slowly relative to each other and therefore have ample time

to complete calculations [81]. Satellites also operate in an extremely

compartmentalized manner with resources allocated precisely for

each process [92], so science and mission objectives are segregated

from operational procedures, such as a collision avoidance pro-

gram. However, a satellite can divert significant power to collision

avoidance if necessary while attempting to reach a safe state again,

though this would be a rare case. GNC algorithms, such as colli-

sion avoidance, typically run every few minutes in the background

without impacting any other processes [92]. This is important to

note because the additional overhead required to incorporate data

protection into one of these algorithms does not change the func-

tionality of the satellite or hinder any other processes running on

board as long as the algorithm runs within the time threshold given

above [92]. Typical parameters and constraints, listed in Table 1,

are based on reviews of publicly available small satellite data and

design specifications [24, 56, 72, 99].

Time, power, and network resources are all limited in space,

and therefore, satellites require specification and optimization for

on-board processes. Although there is a range of data rates that

small satellites use, the majority operate in the S- or X-band radio

frequency at rates of about 10 to 150 Mbps [24, 99]. More informa-

tion on satellite transmission and communications can be found

in Appendix A. In our analysis, we restrict bandwidth to the trans-

mission rate of the S-band frequency, 10 Mbps. This is the most

limited rate for this class of satellites, which allows us to ensure

that if we meet the timing constraints on the slowest network, our

solutions will also be suitable for higher-bandwidth systems. Based

on this consideration, we set the network latency to reflect signal

propagation between satellites. Assuming a distance of 𝑑 = 500

km and travel speed of light 𝑐 = 3 × 10
8
m/s for RF signals, we

calculate a one-way latency of 𝑡 = 𝑑
𝑐
= 1.2 milliseconds. In this

setup, the total execution time accounts for local execution time

on board, transmission time for each communication round, and

signal propagation time.

5.2 RPO Computation
Much of RPO mathematics and theory define operations for two ve-

hicles, such as docking and near-field collision avoidance, but many

operations are also designed for safe collaboration between three or

more vehicles. One specific operation is inspection, which cannot

be effectively performed with fewer than three satellites. Relative

mechanics in three dimensions requires at least three points of ref-

erence to accurately reflect given measurements. Other examples

with three or more satellites include coordinated OOS, manufac-

turing, and formation flying [22]. We tested two- and three-party

RPO scenarios to characterize how MPC serves as a privacy solu-

tion for these different operations. The first scenario is collision

avoidance, which is a motivating case for two-party MPC. The

second scenario is multi-point inspection of a satellite or object,

which uses three or more computing parties in MPC. We carefully

examine all values entered into joint computation with respect to

their sensitivity. All inputs are protected unless they are fixed or

can be easily determined by other satellites (e.g., coordinates).
2

5.2.1 Collision Avoidance. Collision avoidance has been used for

decades to protect satellite interoperability but is not always an

in-space calculation. Standard conjunction analysis, as performed

by ground stations, uses two-dimensional encounter geometry (de-

tailed in [3]), but is insufficient for RPO scenarios. We use a GNC

algorithm, an artificial potential function (APF), to perform colli-

sion avoidance calculations, as introduced in Section 4.2.1. The APF

uses potential fields, a concept in robotics controls, where an object

is either “attractive” or “repulsive” to a vehicle depending on its ob-

jectives, and is state-of-the-art for obstacle avoidance and docking.

For collision avoidance, one satellite has repulsive potential relative

to the other, and an avoidance region is defined around the other.

For docking, an attractive potential is calculated for a designated

region surrounding the other satellite [100]. The APF computa-

tion involves evaluating the set of equations described in [16]. It

assumes relative motion (one satellite is stationary relative to the

other) between two spacecraft, which are referred to as the object

and the chaser [100]. The chaser is trying to reach a target position

in space while avoiding the object. The variables cpos, opos, and tpos
denote the chaser, object, and target locations, respectively, each

represented as three-dimensional coordinates (𝑥,𝑦, 𝜃 ) ∈ R3
(values

in the third dimension are expressed in radians). The APF computes

the control forces necessary to reach the desired position using

the gradient of a potential field, which is made up of attractive

and repulsive potentials [100]. It is important to note that to travel

along these gradients the direction is negative by definition as the

algorithm optimizes using negative feedback, which is standard in

controls literature. The attractive potential, 𝜙𝑎 , establishes a global

minimum at the desired target position. It is defined as:

𝜙𝑎 =
𝑘𝑎

2

r𝑇ctQ𝑎rct

where rct = tpos − cpos is the relative difference in the current target

and chaser positions, Qa ∈ R3×3
is a diagonal shaping (covariance)

2
Bold lowercase letters denote vectors and the bold uppercase letters denote matrices.
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matrix that defines an ellipsoid of the target location in space, and

𝑘𝑎 ∈ R+ is a gain value that defines how much influence each

control input has on the state variables of the satellite.

The repulsive potential, 𝜙𝑟 , defines an exclusion zone, a region

in space of higher potential that the chaser should avoid, which

in this case is the ellipsoid surrounding the object satellite. The

relative position of the chaser to the object rco = opos − cpos is used
to obtain the repulsive potential:

𝜙𝑟 =𝜓𝑒−
r𝑇coNrco

𝜎

where N ∈ R3×3
is another diagonal shaping (covariance) matrix

that represents the object satellite and contains confidence weight-

ings to understand its various directions. 𝜓 and 𝜎 are the height

and width of the chaser in meters. The resulting total potential is:

𝜙tot = 𝜙𝑎 + 𝜙𝑟
Using the formulas above, the gradient potential is given as:

∇𝜙tot = ∇𝜙𝑎 + ∇𝜙𝑟 = 𝑘𝑎Qarct −
2𝜓

𝜎
𝑒−

r𝑇coNrco
𝜎 Nrco (1)

The chaser uses a continuous feedback control law for precise

control in close proximity to another satellite, represented as the

vector u ∈ R3
, which represents the set of control inputs applied to

the satellite’s propulsion system, defined as:

u = −KaccB−1 (cvel + ∇𝜙 tot
) (2)

where B ∈ R3×3
is a diagonal matrix representing guidance param-

eters that use the mass and moment of inertia of the chaser satellite,

Kacc ∈ R3×3
is a positive gain matrix and cvel ∈ R3

is the chaser’s

velocity.

When running the APF using MPC, the first step is to identify

which values are to be protected and which source contributes

specific private values. In the context of the APF, the positions of

the chaser, object, and target (i.e., cpos, opos, tpos) are considered
public because they are observable or can be approximated with

reasonable accuracy. This means that their relative distances rct
and rco are also public. We also treat gain values 𝑘𝑎 and Kacc as

public information. The remaining values are private. In particular,

they consist of proprietary information about the chaser satellite

or the way it is currently moving (B, Qa,𝜓 , 𝜎 , cvel) and proprietary

information about the object (N). The chaser could choose to keep𝜓 ,
𝜎 , and cvel private to make it harder for the other satellite to obtain

these values, but ultimately these could be learned by repeated

measurement by the object. The output u, which helps the chaser

navigate, is delivered only to the chaser, the primary computing

party in this setup. We summarize this information in Table 2.

An important consideration is the privacy guarantees of this ap-

proach, specifically the amount of information that can be disclosed

about sensitive inputs from the computation output. The object

cannot learn any information as it does not obtain any output. We

only need to evaluate the contribution of the object’s private matrix

N to the output u. N is used in equation 1 during the computation

of ∇𝜙𝑟 , the result being used to calculate equation 2. Note that the

chaser will be able to determine ∇𝜙𝑟 from the output u since all

the components in equations 1 and 2, except N, are contributed
by the chaser and all but ∇𝜙𝑟 are linear. Furthermore, since N is a

diagonal matrix, it is possible to remove rco from Nrco and remove

Variable Meaning Type
cpos, opos,
tpos

Chaser, object, and target

positions, respectively

public

𝑘𝑎,Kacc Gain values public

B Input guidance parameters private to chaser

Qa Target covariance matrix private to chaser

cvel Chaser’s velocity private to chaser

𝜓, 𝜎 Chaser’s height and width private to chaser

N Object’s covariance matrix private to object

u Control force private to chaser

Table 2. Summary of APF input values, what they designate, and whether
they are public or private to one of the satellites.

2𝜓

𝜎
from the gradient. The chaser can then recover the component

𝑒 𝑓 (rco,N,𝜎 )N and brute-force the elements ofN. One privacy problem
is that the ratio of the elements of N is preserved in the output, and

it is possible to search for these elements. We assume an adversary

capable of characterizing the sensors on-board the satellite from

the provided covariance matrix N.
Standard solutions such as differential privacy (designed to pro-

tect a record in a dataset) are not applicable to this single-input

scenario [26]. Instead, we choose to modify the output, u, to prevent
recovery attacks on N while preserving the most significant bits

of the output’s precision. We add noise to u that will break the

exact relationship between the elements of N, but is within the er-

ror bounds of the computation. The acceptability of modifying the

result is mission dependent, and factors in the safety concerns of

collision avoidance as well as constraints on fuel consumption. Nev-

ertheless, deviations in the range of 1–5% are deemed acceptable

in orbital dynamics [36], as control actuation for certain thrusters

can only be accomplished with this same relative accuracy [31, 97].

We determined the most significant non-zero bit of each element

of the output vector and added randomly generated noise starting

from a certain offset (e.g. 6 bits) from the most significant non-zero

bit. By adding random perturbations to the least significant bits

of the output u, these bits become unrecoverable. This prevents

the recovery of the exact value of ∇𝜙𝑟 , which is necessary to cal-

culate the exact elements of N. That is, one can no longer carry

out the exact brute force and factoring attack described above. By

performing this perturbation, we induce an additive error in the

recovered elements of N proportional to the amount of random

error imposed on the elements of u. SinceN represents a covariance

matrix characterizing the satellite’s understanding of its position in

space, built of input frommultiple sensors [39], the space of measur-

able Nmatrices is effectively continuous. As such, we can minimize

the threat of characterization through this perturbation without

putting the physical safety of the satellite at risk. The pseudocode

in Section 6.1 demonstrates this implementation.

5.2.2 Multi-Point Inspection. The second algorithm we test is a

sensor fusion algorithm, which we implement for a satellite multi-

point inspection scenario, as explained in section 4.2. For this work,

we cast the problem as a QP, which is a class of optimizations that

can be solved rapidly and reliably. QPs are highly efficient and

effective in generating optimal guidance and navigation commands.
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For example, this type of program was used to perform entry guid-

ance for the Mars Perseverance rover in 2021 [54] and is used for

controlled orbit around another object for purposes such as flyover

imaging [12]. This algorithm determines a statistical model of posi-

tion uncertainty to improve the robustness of proximity operations,

specifically developed for spacecraft RPO in the presence of nearby

obstacles or vehicles.

The optimization in this scenario minimizes or maximizes a qua-

dratic function subject to linear constraints that reflect satellite

inspection [66]. It takes multiple probabilistic inputs and produces

an optimized output value. For this work, we assume that three

satellites are involved in joint computation. The inputs are each

satellite’s measurement of the position coordinates, pos, of another
satellite or object being inspected. Each participating satellite also

enters the covariance matrix, P, associated with its sensors’ mea-

surement of the inspected object, into the computation. The inspec-

tion vehicle performing the computation wants to know what each

of the other satellites is measuring. They also share the result with

each other for the sake of physical safety. The goal of the QP is to

determine the minimizing vector, e, which can be plugged into the

quadratic function to produce the global minimum of the function.

This is found by taking the QP gradient and setting it to zero. The

linear quadratic term in the QP is calculated as:

𝑔 = min[(pos1 − e)𝑇P−11 (pos1 − e) + (pos2 − e)𝑇P−12 (pos2 − e)
+ · · · + (posn − e)𝑇P−1n (posn − e)] (3)

where P1, . . . , Pn ∈ R3×3
are 3 × 3 matrices, pos1, . . . , posn ∈ R3

are position vectors for three spatial coordinates, and e ∈ R3
is the

minimizing vector. Next, the gradient of 𝑔(pos) is calculated and

set to zero. With 𝑛 = 3 for the three-satellite setup, we calculate:

∇𝑔 = 2(P1−1 + P2−1 + P3−1)e −
2(P1−1pos1 + P2−1pos2 + P3−1pos3) (4)

= M · e + V = 0

and solve for the minimizer by calculating:

e =M−1V (5)

Optimization produces an estimate of the true position, pos𝑜𝑝𝑡 , P𝑜𝑝𝑡 ,
of the inspected satellite.When applied to theMPC context, we treat

the entered coordinates as public values. They would not benefit

from being privatized when the satellites are close enough to obtain

accurate position measurements. Covariance matrices, on the other

hand, are treated as private data. The result e is delivered to the

computing satellites. Similarly to the APF computation, we assess

the protection of each party’s covariance Pi afforded by using secure
computation. From equations 4 and 5 we see that the computation

of e involves linear operations. Recent work rigorously studied

information disclosure from the output of the summation function

for 𝑛 inputs [6, 7]. Although our computation is more complex, we

expect the high-level trends to hold because of its linearity. Suppose

that the results are delivered to satellite one, which is in possession

of P1. If it tries to target the private input of another satellite, such as
P2, then the presence of another input, P3 in this case, protects the

input and prevents its recovery. Other work in MPC has shown that

even with a single third-party input (not belonging to the adversary

or the target), information disclosure about the target is limited

to a fraction of a bit and quickly decreases when more inputs are

used [6, 7]. Three-satellite inspection is a typical scenario and more

satellites could be used for improved precision.

6 Implementation
To evaluate the performance of the APF and QP applications, we

use an MPC compiler that translates a program written in a con-

ventional programming language extension (Python) to a secure

MPC protocol. Our threat model demands the ability to execute the

computation under a variety of adversarial settings, ranging from

those tolerating a semi-honest adversary controlling a minority

of the participants to those resilient to a malicious adversary that

controls a majority of the participants. MP-SPDZ [40] is currently

one of the most comprehensive MPC compilers, which we choose

to evaluate our RPO computations. The MP-SPDZ suite provides a

rich and varied set of protocols that have different properties and

settings, so a characterization of these well-constructed protocols

is an important step forward before making (potentially incorrect)

design decisions related to developing new cryptographic protocols

from scratch.

Almost all of the implemented protocols in MP-SPDZ are based

on secret sharing, operating over a finite ring or a finite fields (which

is applicable to both honest majority and dishonest majority set-

tings). The number of computation rounds varies depending on the

computation being performed, and lowering the round complexity

is of central importance to performance. It is worth noting that with

MP-SPDZ, computation and communication are divided into offline

and online work, with the former being input-independent gen-

eration of random bits, multiplication triples, etc. With the APF’s

collision avoidance computation, preplanned computation is not

possible, as collisions are not planned for, but the QP computation

can be prepared in advance. This would be the case for scheduled

inspection or repairs, where participants can execute the offline

phase ahead of time when they are at a communicable distance,

reducing execution time for the online phase.

6.1 Secure Computation Algorithms
We translate the APF and QP computations from Sections 5.2.1

and 5.2.2 respectively into secure computations optimized to reduce

cost. We operate directly on vectors and matrices to maximize

parallelism. Both programs operate over real numbers, and the

corresponding computation would be implemented using floating-

point arithmetic in a conventional program. However, MP-SPDZ

supports only fixed-point arithmetic. We therefore implemented

the programs in an extension of Python and evaluated the MPC-

based implementation result for correctness on a typical range of

inputs for our programs of interest. The fixed-point precision in

our MP-SPDZ programs was set to achieve accuracy comparable

to that of floating-point computation in conventional programs.

For APF, bit length was set to 33 bits for the integer and 30 bits for

the fractional parts, and for QP, to 35 integer bits and 36 fractional

bits. In Algorithms 1 and 2, the vectors are in bold and are of

size 3. All matrices were diagonal and are represented as vectors

of their diagonal elements. For vectors containing coordinates (e.g.

cpos, opos, tpos in the APF), the values at positions 0 and 1 refer to

the coordinates 𝑥 and 𝑦, respectively, and the value at position 2

refers to the angle. In Algorithm 1, calculation of the attractive
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Algorithm 1 Artificial Potential Function

Public parameters: 𝑘𝑎 ∈ R,Kacc ∈ R3
(gain and shaping factors)

All matrices (Kacc,Qa,N,Binv) are assumed to be diagonal and

replaced with vectors of their diagonal elements

1: procedure APF(cpos, opos, tpos ∈ R3, ⟦cvel⟧, ⟦Qa⟧, ⟦N⟧,
⟦Binv⟧ ∈ R3, ⟦𝜎⟧, ⟦𝜓⟧ ∈ R) ⊲ coordinates cpos, opos, and
tpos are public; private N is contributed by the object; private

cvel,Qa, Binv, 𝜎 , and𝜓 are contributed by the chaser

2: rCt← tpos − cpos ⊲ chaser-target distance

3: if (rCt[2] > 𝜋) then ⊲ wrap angle between −𝜋 and 𝜋

4: rCt[2] ← rCt[2] − 2𝜋
5: else if (rCt[2] < −𝜋) then
6: rCt[2] ← rCt[2] + 2𝜋
7: end if
8: rCo← opos − cpos ⊲ chaser-object distance

9: if (rCo[2] > 𝜋) then ⊲ wrap angle between −𝜋 and 𝜋

10: rCo[2] ← rCo[2] − 2𝜋
11: else if (rCo[2] < −𝜋) then
12: rCo[2] ← rCo[2] + 2𝜋
13: end if
14: ⟦∇𝜙A⟧ ← (𝑘𝑎 · rCt) · ⟦Qa⟧ ⊲ attractive potential gradient
15: ⟦𝑥⟧ ← (rCo · rCo) ⊙ ⟦N⟧
16: ⟦constVio⟧ = 0

17: if (⟦𝑥⟧ < 1) then
18: ⟦constVio⟧ = 1

19: end if
20: ⟦𝑥⟧ ← −⟦𝑥⟧/⟦𝜎⟧
21: ⟦∇𝜙R⟧ ← 2⟦𝜓⟧/⟦𝜎⟧ · 𝑒⟦𝑥⟧ · (rCo · ⟦N⟧) ⊲ repulsive

potential gradient

22: ⟦u⟧ ← (−Kacc) · ⟦Binv⟧ · (⟦cvel⟧ + ⟦∇𝜙A⟧ + ⟦∇𝜙R⟧) ⊲

compute control force

23: for 𝑖 ∈ {0, 1, 2} do
24: ⟦m[𝑖]⟧ ← MSNZB(⟦u[𝑖]⟧)
25: ⟦u[𝑖]⟧ ← ⟦u[𝑖]⟧ + (Rand() ≫ (bitlength − ⟦m[𝑖]⟧ +

offset))
26: end for
27: return ⟦u⟧, ⟦constVio⟧
28: end procedure

Algorithm 2 Quadratic Program

1: procedure QP(pos1, pos2, pos3 ∈ R3, ⟦P1−1⟧, ⟦P2−1⟧,
⟦P3−1⟧ ∈ R3×3

) ⊲ measured coordinates pos1, pos2, pos3 are
public; private inverse covariance matrix ⟦P−1𝑖 ⟧ is contributed
by participant 𝑖

2: ⟦M⟧ ← 2(⟦P1−1⟧ + ⟦P2−1⟧ + ⟦P3−1⟧)
3: ⟦v⟧ ← 2(⟦P1−1⟧pos1 + ⟦P2−1⟧pos2 + ⟦P3−1⟧pos3)
4: ⟦e⟧ ← ⟦M⟧−1⟦v⟧
5: return ⟦e⟧ ⊲ position uncertainty

6: end procedure

potential gradient ∇𝜙A is performed on line 14, while the repulsive

potential gradient ∇𝜙R is calculated on lines 15–21. Note that the

computation on lines 16–19 checks whether the values are within

the expected bounds and the result is reported as part of the output.

The total gradient and corresponding control force are determined

on line 22, with the latter reported to the chaser as the output. With

MPC, the most expensive operation is the exponentiation on line 21.

Lines 23–26 correspond to the addition of noise to the output vector

u, as explained in Section 5.2.1. Here,MSNZB corresponds to the

computation of the position of the most significant non-zero bit of

its argument, with the least significant bit being at position 0. We

implement MSNZB functionality in MP-SPDZ by performing bit

decomposition of the input, followed by prefix OR and a sum. The

next line generates a random element by calling to function Rand.
The random element is shifted to the right by a private number

of bits to leave the offset most significant non-zero bits of u[𝑖]
unchanged while obfuscating other bits.

Algorithm 2 provides the details of the QP calculation. As before,

the positions of the satellites are treated as public information,

while their proprietary details, represented as covariance matrices,

are private inputs. The parties invert their covariance matrices prior

to entering them into the computation to reduce the overhead of

secure computation. The computation consists of several addition

and multiplication operations, with the matrix inversion on line 4

being the most costly operation that impacts the overall runtime.

Although MP-SPDZ provides a numerical approximation algorithm

to calculate the inverse of a matrix, it was unstable, even while using

relatively small inputs of the order of 10
1
. Therefore, we implement

a 3×3matrix inversion algorithm from the user program by dividing

the adjoint matrix with the determinant.

7 Performance Evaluation
7.1 Experimental Setup
To assess the practicality of modeling our algorithms in space, we

examined processors that have been tested for the harsh space en-

vironment. Ideally, hardware should be commercial-off-the-shelf

(COTS) to reduce financial costs for stakeholders, but all electronic

parts that run in space must tolerate a high radiation environ-

ment [88]. Based on radiation testing, several types of NVIDIA em-

bedded boards tolerate the space environment very well [55, 85, 86].

Specifically, NVIDIA Jetson Nano embedded boards are predicted

to survive a minimum of 1.5 years in LEO with some aluminum

shielding [86]. Therefore, our algorithms are tested on three Jetson

Nanos to effectively emulate two- and three-party MPC. These

boards feature four ARM Cortex-A57 CPUs with a 1.47 GHz clock

speed and a 1 Gbps Ethernet port. These devices are connected on

a LAN with an induced one-way latency of 1.2 ms and a bandwidth

of 10 Mbps to reflect the network conditions in space discussed in

Section 5.1. This models inter-satellite links at short RPO distances

with an average two-way latency of 3.757 ms between each device

and a bandwidth of 9.57 Mbps. Each experiment was executed 10

times, and the average runtime is reported. Of the 10 executions,

there was virtually no variance in any of the benchmarks so we did

not increase this number or elaborate on this further.

7.2 MPC Configurations
In this section, we provide an overview of the techniques imple-

mented in MP-SPDZ, their corresponding security models, and

properties relevant to the scope of this work. We primarily focus

on secret sharing-based techniques, as explained in the following.
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Honest Majority. This setting requires that fewer than half of

the participants be corrupt, the collusion threshold being 𝑡 < 𝑛/2.
These protocols offer substantially faster performance compared

to dishonest majority techniques, but come at the expense of a

weaker threat model. There are two types of commonly used secret

sharing techniques in this model: Shamir secret sharing [84] and

replicated secret sharing [52]. The former requires that each partici-

pant maintains a single share and is easy to setup with any number

of participants. The advantage of replicated secret sharing is that

it can be instantiated over a ring, specifically ring Z
2
𝑘 for some 𝑘 ,

which allows the use of native CPU instructions for working with

shares and leads to a significant speedup for local computation.

Shamir secret sharing, however, can only be instantiated over a

field, meaning that it has to use slower local operations. The dis-

advantage of replicated secret sharing is that each party maintains

and computes with multiple shares, the number of which grows

exponentially with the number of computing parties 𝑛. For that

reason, MP-SPDZ implements replicated secret sharing protocols

only for a special case of 𝑛 = 3 (with 𝑡 = 1).

MP-SPDZ offers three options for the honest majority setting:

Shamir, replicated ring, and replicated field. Although the replicated

field appears to combine the disadvantages of both Shamir and repli-

cated secret sharing and would not be competitive, we find in some

experiments (Section 7.3) that the replicated field was the best per-

forming option. To understand this, we ran micro-benchmarks to

examine the elementary protocols beyond the secret sharing itself.

The answer lies in more efficient protocols. Recall that our com-

putation makes substantial use of fixed-point arithmetic. One of

the basic operations, fixed-point multiplication, invokes integer

multiplication followed by truncation. As only one special case of

replicated secret sharing is implemented, it permits the use of very

efficient truncation that avoids random bit generation (used with

general-purpose truncation and Shamir secret sharing) and results

in efficient performance.
3
In addition, there are more protocol op-

tions for computation over a field, which rely on the properties of

fields not available for rings, and leads to improved performance

for field-based protocols. This discussion is in the context of semi-

honest security. MP-SPDZ also offers three options to maintain

security in the presence of a malicious adversary:

• Transformation of Lindell and Nof’s replicated secret sharing

[52], referred to as mal in protocol specification;

• The same as [52] except multiplications are executed opti-

mistically and checked later, referred to as ps, post-sacrifice;
• Transformation based on work of [14] and [1], with SPDZ-

like MACs, referred to as sy.
Transformations execute the computation twice in parallel: one

execution is performed on the original inputs and another is done

on the same inputs multiplied by a large random value 𝑟 , unknown

to the parties. The two branches are checked for consistency before

any results can be disclosed.

Additional notes on other aspects of the MP-SPDZ implementa-

tion are included in Appendix B.

Dishonest Majority. These protocols based on secret sharing use

additive secret sharing over fields or rings. They often follow the

high-level structure introduced in SPDZ [23] that emphasizes a fast

3
All of these fixed-point protocols are based on probabilistic truncation.

online phase and delegated input-independent computation, such

as multiplication triples and random bit generation, to the offline

phase. In this setting, additional tools beyond secret sharing are

required. The implemented protocols are the following:

• mascot, a successor to maliciously secure SPDZ that uses

OT to generate multiplication triples [41] instead of some-

what homomorphic encryption. Then semi is the MASCOT-

based protocol in the semi-honest model with the protection

against malicious adversaries removed.

• spdz2k, a successor to SPDZ that adopts its techniques to

a ring Z
2
𝑘 setting to take advantage of fast operations [19].

semi2k is its semi-honest variant, which only compiled for

the two-party APF program.

• hemi is a semi-honest variant of another SPDZ-based proto-

col that uses partially homomorphic encryption for precom-

putation [42].

• soho is a semi-honest SPDZ-variant that uses somewhat ho-

momorphic encryption [42] and performs similar to hemi

while improving with a higher number of parties;

• Lastly, semi-honest temi is an adaption of a threshold homo-

morphic encryption-based protocol [20] to a newer type of

partially homomorphic encryption, described in [43].
4

Parameter tuning. There are additional settings that affect per-
formance, one of which is the use of extended doubly authenticated

bits (edaBits) [27], a technique to translate between binary and arith-

metic data types in MPC, for random bit generation. This typically

reduces communication, but can increase the number of rounds.

EdaBits were previously shown to reduce runtime only in programs

with a sufficient degree of parallelism [5]. The use of edaBits did

not lead to faster performance for our programs, so they were not

used. We also experimented with the batch size for precomputation,

looking for a balance between the number of rounds and other

resource usage. Lastly, there is a trade-off between the compile time

and runtime to optimize the program being compiled, and we steer

it in favor of a faster runtime.

7.3 Results
Two-party APF.We present our evaluation results starting with

the two-party APF computation that assumes a dishonest majority.

We show the total execution time (that includes the communication

time), the amount of communication data exchanged by Party 0,

and the number of communication rounds reported by MP-SPDZ.

As the total cost will determine the suitability of the protocols for

deployment, particularly for the APF where precomputation is not

feasible, we display the overall costs in Figure 1.

We see that hemi has the best total time of 7.38 seconds and

also the lowest total communication (Figure 1). Conversely, soho
features the lowest number of rounds, but more data is exchanged,

contributing to a larger overall runtime. Among maliciously secure

protocols, spdz2k is faster than mascot with a total computation

time of 965 seconds and lower communication, but exceeds our

4
There are additional MP-SPDZ protocols based on binary circuits, namely BMR and

Yao’s garbled circuits. However, we were unable to compile our programs using those

protocols and do not include them in the evaluation. Specifically, certain data types

(e.g., constant integer and fixed-point variables) and operations (e.g., the dot product)

our programs use are not supported by the current implementations of those protocols.
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Figure 1. APF dishonest majority performance with direct communication,
showing total costs.
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Figure 2. QP dishonest majority performance with direct communication,
showing online and offline costs.
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Figure 3. QP honest majority performance with direct communication, show-
ing total costs.

desired 5-minute threshold and thus are not yet able to meet the

necessary time constraints needed to guarantee RPO safety.

Three-party QP. In the three-party scenario with the QP, both

dishonest and honest majority settings apply. Figure 2 shows the

results for the dishonest majority setting with direct communica-

tion, showing online and offline costs. Recall that semi2k is not

available in the three party setup. Now hemi shows the best per-
formance among the semi-honest protocols, with a total time of

69.5 seconds. semi stands out as being significantly slower than our

semi-honest protocols and is the only protocol based on oblivious

transfer. This was not previously the case in the two party case

of the APF and shows benefits of using homomorphic encryption

techniques with three parties. Among maliciously secure protocols,

the relative performance of spdz2k andmascot did not change, with
spdz2k being faster. Performance in the honest majority setting is

shown in Figure 3. In this case, the offline cost no longer dominates

the performance so we show the combined time. The fastest pro-

tocol in the semi-honest setting is rep-ring with a total execution

time of 0.28 sec and communication data of only 10 KB. In the

malicious model, the best performing protocol is ps-rep-ring with

execution time of 2.7 sec. Consistent with semi-honest protocols,

the replicated ring variant performs the best within each group

of maliciously secure protocols mal, ps, and sy. Performances of

both semi-honest and maliciously secure protocols are within the

acceptable bound for the honest majority setting.

8 Discussion
Understanding the Results. The results of our study demonstrate

that MPC protocols can indeed be effectively built into satellite ap-

plications to support in-space data privacy. Given the complexity

of many available MPC protocols and their variants, our results

confirm that the best performing MPC protocol varies for a given

satellite application and threat model. Therefore, it is important

to fully understand the constraints of the environment and per-

form thorough evaluations under those constraints. Our evaluation

shows that the primary factors in determining the best-performing

MPC configuration for each in-space application are 1) the data

types (e.g., fixed-point, floating-point) and types of operations and

algorithms involved (e.g., arithmetic operations or complex iterative

algorithms for exponentiation or matrix inversion), 2) the security

requirements and expected adversarial conditions of the mission,

and 3) the number of parties involved. However, themost significant

factor that impacts the runtime of relatively small programs similar

to those evaluated in this work is the adversarial threat model. For a

given program such as the QP, switching from the honest majority

setting to the dishonest majority increases the cost by orders of

magnitude. Similarly, the gap between semi-honest and malicious

security is not small, particularly in the dishonest majority setting.

Recall that the offline phase is brief for the honest majority as it

does not require the complex cryptographic mechanisms of the

dishonest majority. We demonstrate that the performance of the

QP in the honest majority setting, both semi-honest and malicious,

is within the necessary constraints. In addition, the performance of

the QP and APF programs in the semi-honest model in the dishon-

est majority setting also meets the requirements. This suggests that

to meet the operational constraints under the stringent dishonest

majority malicious model, new advances and custom protocols of

improved efficiency are needed.

Limitations and Future Work. We tested both semi-honest

and maliciously secure protocols, finding that only the malicious

model in the dishonest majority setting exceeds operational con-

straints. This indicates that, given a dishonest majority, the primary
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usefulness of MPC in space coalition algorithms would be in the

semi-honest setting. For an honest majority, both malicious and

semi-honest protocols perform within the functional requirements,

allowing both of these settings to be options for consideration. Fu-

ture work could include further testing and optimization for the

malicious dishonest majority setting. Additionally, further under-

standing of information disclosure under repeated executions of

an algorithm (e.g. APF or QP) would allow for stronger security as-

sumptions or limitations to be determined and is another direction

for future work.

9 Conclusion
In this paper, we address privatized space-segment satellite com-

putation, specifically RPO, which is becoming an increasingly nec-

essary domain for cybersecurity research. We presented secure

RPO algorithms that consider space dynamics and use MPC to

prevent the leakage of covariance matrices. An approach such as

this is necessary to prevent satellite characterization attacks, and

thus protect proprietary design and mission information. Addi-

tionally, we evaluated the disclosure of private information from

each algorithm’s output and provided the necessary mitigation to

limit this leakage. We find that MPC is viable for assuring data

privacy of in-space operations, but that the environment must be

approached carefully. The best MPC technique for a given scenario

in space is dependent on the problem being solved and requires an

understanding of the types of operations that are performed. Our

simulation results successfully identify key factors that must be

considered when applying MPC to RPO based on specific mission

requirements. We demonstrate that while accounting for hardware,

networking, and computational costs in space, privacy-preserving

collision avoidance can execute in 7.38 seconds in the semi-honest

setting with a dishonest majority of participants. The quadratic

program demonstrated an execution time of less than 0.3 seconds in

the semi-honest setting, and less than 2.7 seconds in the malicious

setting. Although dishonest majority malicious security settings

would require new MPC advances in order to be realized in space,

as they exceeded the 30-second lower time limit, the others, espe-

cially in honest majority settings, can be supported by off-the-shelf

frameworks such as MP-SPDZ. The growing need for privacy so-

lutions in space and the potential for new MPC technologies that

can be customized for this domain demonstrate an emerging area

of research rich with future opportunities.
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A Communications Capabilities
Satellite communications are necessary for proper spacecraft oper-

ation and are comprised of three functions: receiving commands

from Earth (uplink), transmitting data and telemetry to Earth (down-

link), and relaying information between satellites (crosslink) [99].

Crosslinks, or inter-satellite links (ISL) are increasingly common as

the industry moves towards large constellations of satellites [11].

The systems for all satellite communications practices are radio

frequency (RF) and free space optical (FSO) or laser communica-

tions. Higher frequency bands are generally more desirable as they

allow for higher data transmission rates and greater bandwidth. RF

band allocations for small satellites in LEO are mainly UHF, S, X,

and Ka-bands [99]. More satellites have begun to move toward FSO

systems since laser frequencies are much higher than RF (closer to

the infrared side of the radio frequency EM spectrum) [99]. Laser

communication speeds up data transmission rates by 10–100 times

the RF rates [82].

B MP-SPDZ Computation Notes
One discrepancy we noticed in our experiments is that MP-SPDZ

sometimes reported a larger number of rounds in the semi-honest

model than the number of rounds for the same protocol in the ma-

licious model. This is not expected, as the malicious model compu-

tation is strictly larger (and no fewer rounds) than the computation

of the corresponding semi-honest protocol. The discrepancy was

due to differences in communication for elementary multiplication

gates. Parties can send their messages to a dedicated party (king),

who then broadcasts the result to others to achieve communica-

tion linear to the number of parties. Alternatively, the parties can

communicate directly at the cost of asymptotically higher commu-

nication, but in a single round. In a three-party setting, the latter is

better in terms of concrete costs. We determined that direct commu-

nication was not enabled by default for semi-honest Shamir secret

sharing, but it was for the malicious model. We thus enabled this

in the semi-honest model using the corresponding flag to reconcile

the discrepancy. Replicated secret sharing is implemented only for

three parties, and the direct flag has no impact on the correspond-

ing protocols. Enabling direct communication (with three parties)

does not result in better performance for these protocols, and we

evaluate both variants.

https://www.nasa.gov/smallsat-institute/sst-soa/
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