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Reinforcement Learning (RL)

An agent interacts with a stochastic environment: Markov Decision
Process (MDP)

MDP (S,A,P, c , γ)

S: state space

A: action space

P: transition kernel

c : cost function

γ: discount factor

A policy π(a|s) is a conditional distribution over A
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Reinforcement Learning

Value function for policy π at state s:

E

[ ∞∑
t=0

γtc(st , at)|S0 = s, π

]

Goal: find an optimal policy that minimizes value function

min
π

E

[ ∞∑
t=0

γtc(st , at)|S0 = s, π

]
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Robust RL

Training environment 6= test environment

⇒ Model mismatch

⇒ Severe performance degradation

modeling error between simulator and real-world applications

non-stationary environment

unexpected perturbations and potential adversarial attacks

Robust RL:

Find good policy that performs well under model mismatch
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Robust MDP

Robust MDP: (S,A,P, c , γ)

P: uncertainty set of transition kernels
Transition kernel at each time step comes from P:
κ = (P0,P1, ...) ∈

⊗
t≥0 P

Pessimistic approach in face of uncertainty1:

Robust value function:

V π(s) = max
κ∈⊗t≥0P

Eκ

[ ∞∑
t=0

γtc(St ,At)|S0 = s, π

]

Worst-case overall cost over uncertainty set

Goal: Optimize the worst-case performance:

min
π

Jρ(π) , Eρ[V π(S)]

1Our results can be easily adapted to optimistic approach
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Related Works

Model-based robust MDP: e.g., (Iyengar, 2005; Nilim and
El Ghaoui, 2004; Bagnell et al., 2001; Satia and Lave Jr, 1973;
Wiesemann et al., 2013; Tamar et al., 2014).
Assume knowledge of uncertainty set and solve using dynamic
programming, model-based and not scalable

Model-free value-based method: e.g., (Roy et al., 2017; Badrinath
and Kalathil, 2021; Wang and Zou, 2021).
Value-based method, not scalable

Adversarial training approach for robust RL: e.g., (Vinitsky et al.,
2020; Pinto et al., 2017; Abdullah et al., 2019; Hou et al., 2020;
Rajeswaran et al., 2017; Huang et al., 2017; Kos and Song, 2017;
Pattanaik et al., 2018; Mandlekar et al., 2017).
Empirical success but lack theoretical understanding
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Main Contributions

Derivation of robust policy gradient: ∂V πθ(s)

Global optimality guarantee and finite-time complexity bound

Model-free robust actor-critic, its convergence and sample complexity
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Experiments

Robust policy gradient v.s. vanilla policy gradient and ARPL
Mandlekar et al. (2017)

ARPL: Adversary randomly perturb observation then run vanilla policy
gradient method using these perturbed samples

Training on an unperturbed MDP, and evaluation on the worst-case
transition kernel in P

Our robust policy gradient achieves higher reward on the worst-case
transition kernel
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Experiments

Robust actor-critic v.s. RARL (Pinto et al., 2017)

RARL: Adversary perturbs state transition. Agent and adversary are
updated alternatively using gradient descent ascent.

Training on an unperturbed MDP, and evaluation on the worst-case
transition kernel in P

Our robust actor critic achieves higher reward on the worst-case
transition kernel
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R-Contamination Uncertainty Set (Huber, 1965)

R-contamination: for some 0 ≤ R ≤ 1,

Pa
s =

{
(1− R)pas + Rq|q ∈ ∆|S|

}
pas is “centroid” of Pa

s , which is unknown
R is the design parameter of the uncertainty set, which measures the
size of the uncertainty set

(s, a)-rectangular uncertainty set: P =
⊗

s,a Pa
s

Motivation: systems suffering from random perturbations, and
adversarial attacks at each time step
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Robust Policy Gradient

Idea: derive gradient of Jρ(π) , Eρ[V π(S)], and run gradient descent

Robust value function V π is not differentiable everywhere because of
max over κ

V π(s) = max
κ

Eκ

[ ∞∑
t=0

γtc(St ,At)|S0 = s, π

]

Major challenge lies in the max operator
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Robust Policy Sub-gradient

Consider a parametric policy class ΠΘ = {πθ : θ ∈ Θ}

Theorem (Robust Policy Sub-gradient)

Define

ψρ(θ) ,
γR

(1− γ)(1− γ + γR)

∑
s∈S

dπθsθ
(s)
∑
a∈A
∇πθ(a|s)Qπθ(s, a)

+
1

1− γ + γR

∑
s∈S

dπθρ (s)
∑
a∈A
∇πθ(a|s)Qπθ(s, a),

then (1) almost everywhere in Θ, Jρ(θ) is differentiable and
ψρ(θ) = ∇Jρ(θ);
(2) at non-differentiable θ, ψρ(θ) ∈ ∂Jρ(θ).

∂Jρ(θ): set of Fréchet sub-differential (Kruger, 2003) of Jρ at θ

Reduces to vanilla policy gradient if R = 0
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Robust Policy Sub-gradient Algorithm

Input: T , αt

Initialization: θ0

FOR t = 0, 1, ...,T − 1
θt+1 ←

∏
Θ(θt − αtψµ(θt))

Output: θ

Vanilla policy gradient is able to find globally optimal policy for
non-robust RL, e.g., (Bhandari and Russo, 2021; Agarwal et al., 2021;
Cen et al., 2021)

Question: is robust policy sub-gradient able to converge to global
optimum of Jρ(θ)?

Answer: Yes!

Yue Wang, Shaofeng Zou (Buffalo) Robust Policy Gradient July 2022 13 / 25



Convex-Like: PL-Condition

PL-condition (Karimi et al., 2016; Bolte et al., 2007):

Theorem (PL-Condition)

Under direct policy parameterization,

Jρ(θ)− J∗ρ ≤ CPL max
π̂∈(∆(A))|S|

〈πθ − π̂, ψρ(θ)〉 .
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Robust Policy Sub-gradient: Global Optimality

Theorem (Global Optimality under Direct Parameterization)

If αt > 0,
∑∞

t=0 αt =∞ and
∑∞

t=0 α
2
t <∞, then under direct policy

parameterization, θT converges to a global optimum of Jρ(θ) as T →∞
almost surely.

Sub-gradient method converges to stationary points: {θ : 0 ∈ ∂Jρ(θ)}
Stationary point is globally optimal due to PL-condition
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Derivation of Robust Policy Sub-gradient

Basic idea:

Recursively apply robust Bellman equation:

V π(s) =
∑
a∈A

π(a|s)
(
c(s, a) + γσPa

s
(V π)

)
=
∑
a∈A

π(a|s)

(
c(s, a) + γ(1− R)

∑
s′∈S

pas,s′V
π(s ′) + R max

s′
V π(s ′)

)
(under R-contamination uncertainty set)

and use the fact: ∂(f ) + ∂(g) ⊆ ∂(f + g)
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Smoothed Robust Policy Gradient

Robust policy sub-gradient method:

Complexity is generally difficult to establish

Solution: smoothed robust policy gradient
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Smoothed Robust Policy Gradient

Smoothed robust Bellman operator:

TπσV (s) = EA∼π(·|s)

[
c(s,A) + γ(1− R)

∑
s′∈S

pAs,s′V (s ′) + γR · LSE(σ,V )

]
,

where LSE(σ,V ) =
log(

∑d
i=1 e

σV (i))
σ for V ∈ Rd and some σ > 0

LSE(σ,V ) converges to maxs V (s) as σ →∞
Tπ
σ is a contraction, V π

σ is the fixed point of Tπ
σ

softmax will not induce contraction (Asadi and Littman, 2017)

V π
σ is differentiable in θ and converges to V π as σ →∞
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Smoothed Robust Policy Gradient

Jσρ (θ) =
∑

s∈S ρ(s)V πθ
σ (s): smoothed robust objective

Gradient of Jσρ (θ):

∇Jσρ (θ) = B(ρ, θ) +
γR
∑

s∈S e
σV

πθ
σ (s)B(s, θ)

(1− γ)
∑

s∈S e
σV

πθ
σ (s)

,

where B(s, θ) , 1
1−γ+γR

∑
s′∈S d

π
s (s ′)

∑
a∈A∇πθ(a|s ′)Qπθ

σ (s ′, a), and

B(ρ, θ) , ES∼ρ[B(S , θ)].

Smoothed robust policy gradient: θt+1 ←
∏

Θ(θt − αt∇Jσρ (θ))

Even though gradient is for Jσρ , the algorithm can still find a global
optimum of Jρ by choosing a large σ
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Global optimality and Complexity

Consider direct policy parameterization

Theorem

For any ε > 0, set σ = O(ε−1) and T = O(ε−3), then

min
t≤T−1

J(θt)− J∗ ≤ 3ε.

If R = 0, i.e., no robustness is considered, complexity reduces to
O(ε−2), which matches with vanilla policy gradient in (Agarwal et al.,
2021)
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Model-free Robust Actor-Critic

Recall robust policy subgradient:

ψρ(θ) ,
γR

(1− γ)(1− γ + γR)

∑
s∈S

dπθsθ
(s)
∑
a∈A
∇πθ(a|s)Qπθ(s, a)

+
1

1− γ + γR

∑
s∈S

dπθρ (s)
∑
a∈A
∇πθ(a|s)Qπθ(s, a)

Qπθ(s, a) measures cost under worst-case transition kernel and πθ,
however, only samples from simulator are available

Monte Carlo does not work
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Critic: Robust TD

Parametric robust action value function Qζ , e.g., linear function
approximation or neural network.

Input: Tc , π, βt
Initialization: ζ, s0

Choose a0 ∼ π(·|s0)
FOR t = 0, 1, ...,Tc − 1

Observe ct , st+1

Choose at+1 ∼ π(·|st+1)
V ∗t ← maxs

{∑
a∈A π(a|s)Qζ(s, a)

}
δt ← Qζ(st , at)− (ct + γ(1− R)Qζ(st+1, at+1) + γRV ∗t︸ ︷︷ ︸

robust target

)(robust TD error)

ζ ← ζ − βtδt∇ζQζ(st , at)
Output: ζ
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Robust Actor-Critic Algorithm

Using robust TD algorithm to estimate robust Q-function in
(smoothed) robust policy gradient

Under tabular setting, global optimality can be established, overall
sample complexity is O(ε−7)

Robust actor-critic algorithm can be applied with arbitrary value
function/policy approximation.
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Summary

Robust policy gradient with provable global optimality

Model-free robust actor-critic algorithm

Can be easily scaled to large/continuous problems

Future direction: model-free robust RL algorithms for uncertainty sets
defined by, e.g., KL divergence, Wasserstein distance

https://arxiv.org/abs/2205.07344, ICML Baltimore 2022
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Questions?
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Derivation of Robust Sub-gradient

Assume there exists φ(θ) ∈ ∂(maxs V
πθ(s)), and note that

∂(f ) + ∂(g) ⊆ ∂(f + g), hence from robust Bellman equation,

∂V πθ (s)

⊇
∑
a∈A
∇πθ(a|s)Qπθ (s, a)

+
∑
a∈A

πθ(a|s)∂

(
c(s, a) + γ(1− R)

∑
s′∈S

pas,s′V
πθ (s ′) + γR max

s
V πθ (s)

)

⊇
∑
a∈A
∇πθ(a|s)Qπθ (s, a) +

∑
a∈A

πθ(a|s)

(
γ(1− R)

∑
s′∈S

pas,s′∂V
πθ (s ′)

)
+ γRφ(θ)

= γRφ(θ) +
∑
a∈A
∇πθ(a|s)Qπθ (s, a) + γ(1− R)

∑
s′∈S

P(S1 = s ′|S0 = s, πθ)∂V πθ (s ′)
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Derivation of Robust Sub-gradient

Recursively applying the above,

∂max
s

V πθ (s) 3 γR

1− γ + γR
φ(θ) +

1

1− γ + γR

∑
s′∈S

dπθ
sθ (s ′)

∑
a∈A
∇πθ(a|s ′)Qπθ (s ′, a)

dπs (s ′) , (1− γ + γR)
∑∞

t=0 γ
t(1− R)t · P(St = s ′|S0 = s, π): discounted

visitation distribution

sθ , arg maxs V
πθ (s): worst state under πθ

Hence for at differentiable θ, ∂maxs V
πθ (s) = {∇maxs V

πθ (s)} = {φ(θ)}.
Thus

φ(θ) =
γR

1− γ + γR
φ(θ) +

1

1− γ + γR

∑
s′∈S

dπθ
sθ (s ′)

∑
a∈A
∇πθ(a|s ′)Qπθ (s ′, a),

and φ(θ) can be solved.

It can be proved that φ(θ) is a sub-differential of maxs V
πθ(s) at any θ by

verifying the definition of sub-differential
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Robust Actor-Critic
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