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ABSTRACT

The problem of quickest moving anomaly detection in networks is
studied. Initially, the observations are generated according to a pre-
change distribution. At some unknown but deterministic time, an anom-
aly emerges in the network. At each time instant, one node is affected by
the anomaly and receives data from a post-change distribution. The
anomaly moves across the network, and the node that it affects changes
with time. However, the trajectory of the moving anomaly is assumed to
be unknown. A discrete-time Markov chain is employed to model the
unknown trajectory of the moving anomaly in the network. A windowed
generalized likelihood ratio-based test is constructed and is shown to be
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asymptotically optimal. Other detection algorithms including the
dynamic Shiryaev-Roberts test, a quickest change detection algorithm
with recursive change point estimation, and a mixture cumulative sum
(CUSUM) algorithm are also developed for this problem. Lower bounds
on the mean time to false alarm are developed. Numerical results are fur-
ther provided to compare their performances.
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60G40; 62F05

1. Introduction

Consider a system monitored in real time by a set of interconnected sensor nodes. At
some unknown time, an anomaly appears in the network and changes the data generat-
ing distribution of some unknown node. As the anomaly moves around in the network
randomly, the node that it affects also changes with time. At each time instant, if a
node is not affected by the anomaly, then it receives independent and identically distrib-
uted (i.i.d.) samples from a prechange distribution; if a node is affected by the anomaly,
then it receives ii.d. samples from a postchange distribution. Observations are taken
sequentially from all of the nodes. The goal here is to detect the appearance of the
anomaly as quickly as possible, subject to false alarm constraints. In this article, we
assume that the anomaly moves around in the network along the network edges (see
Figure. 1), and the trajectory of the moving anomaly is unknown. After the anomaly
emerges in the network, the data generating distribution of the network dynamically
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Figure 1. Dynamic anomaly in a network.

changes with time, as the node affected by the anomaly changes with time. In this art-
icle, we focus on the case where the anomaly only affects one node at each time.

The problem studied in this article fits into the framework of quickest change detec-
tion (QCD; for a detailed review of QCD theory, see Poor and Hadjiliadis, 2009;
Tartakovsky et al., 2014; Veeravalli and Banerjee, 2013), which models a wide range of
applications, including critical infrastructure monitoring, environmental monitoring,
fraud detection, financial surveillance, cognitive radio, detection of bioterrorist attacks,
and intrusion detection in computer networks (see Fienberg and Shmueli, 2005; Frisn,
2009; Lai et al., 2008; Mechitov et al., 2004; Rice et al., 2010; Rovatsos et al., 2016;
Rovatsos, Jiang, et al. 2017; Tartakovsky et al., 2006). In the QCD problem, observations
are sampled sequentially, and initially follow a nominal distribution. At some unknown
time (change point), an event occurs and leads to a change in the data generating distri-
bution of the observations. The goal is to detect this change as quickly as possible, sub-
ject to false alarm constraints.

In this article, we model the trajectory of the moving anomaly using a discrete-time
Markov chain (DTMC), where each state of the DTMC corresponds to a distinct node
being affected. However, the state of the DTMC is not directly observable. Instead,
noisy samples whose distribution depends on the state of the DTMC are observed.
Thus, the observed samples follow a hidden Markov model (HMM). Detecting the
emerging of a moving anomaly can be viewed as detecting a change from an ii.d.
model to a HMM.

1.1. Related work

The problem of moving anomaly detection studied in this article is related to the multi-
channel QCD problem studied in Zou and Veeravalli (2018), Tartakovsky and
Veeravalli (2004), Mei (2010), Xie and Siegmund (2013), Fellouris and Sokolov (2016),
Raghavan and Veeravalli (2010), Ludkovski (2012), and Hadjiliadis et al. (2009), where
some event leads to a persistent change in the data generating distributions of a subset
of the nodes in the network. The difference between the multi-channel QCD problem
and our problem is that in our problem, the anomaly moves around in the network,
and thus the change is not persistent at any particular node, but it is persistent if we
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view the entire network as a whole. As a result, employing a cumulative sum (CUSUM)
test for each node and declaring a change by combining them is not applicable in
our setting.

Our work is also related to the QCD problem under transient dynamics studied in
Zou et al. (2019), Rovatsos, Zou, and Veeravalli (2017), Rovatsos, Jiang, et al. (2017),
and Moustakides and Veeravalli (2016), where the change in the probability distribution
of the observations does not happen instantaneously but through a sequence of transi-
ent phases each corresponding to a distinct data generating distribution. In contrast, in
the current article the trajectory of the moving anomaly is unknown, and the number
of possible trajectories scales exponentially with time; therefore, the algorithms and ana-
lysis developed in Zou et al. (2019), Rovatsos, Zou, and Veeravalli (2017), Rovatsos,
Jiang, et al. (2017), and Moustakides and Veeravalli (2016) cannot be directly applied.

The problem of QCD in HMMs has been studied in prior work; for example, see Fuh
(2003, 2004), Fuh and Mei (2015), Fuh and Tartakovsky (2019), and Chen and Willett
(1997). In Fuh (2003), the minimax setting was studied, where the change point is assumed
to be deterministic but unknown. For this problem, the generalized likelihood ratio (GLR)-
based test does not have a recursion and is thus not computationally efficient. In
Fuh (2003), instead of using the GLR approach, a recursive test was designed using an
approximate conditional probability distribution, and was further shown to be first-order
asymptotically optimal. This recursive test was further studied in Fuh and Mei (2015) for
two-state HMMs, and it was shown to be equivalent to a quasi-GLR scheme with respect to
a pseudo postchange measure. Recently, the Bayesian setting was investigated in Fuh and
Tartakovsky (2019), where the change point was modeled as a random variable with known
distribution. A different formulation of QCD in HMMs was proposed in Moustakides
(2019), and Shewhart-type tests (the Shewhart test was intially introduced in Shewhart,
1925) were constructed and were shown to exactly maximize the worst-case detection
probability subject to false alarm constraints.

The main differences between our work and the work in Fuh (2003) and Fuh and
Tartakovsky (2019) are as follows: (i) we focus on the application of sequential moving
anomaly detection in networks and formulate it as the problem of QCD in HMMs; (ii)
the work in Fuh (2003) and Fuh and Tartakovsky (2019) considers the setting where
the observations are generated according to a HMM, and at some unknown but deter-
ministic time, the parameters of the HMM change abruptly, whereas in our problem,
the data before the change point are i.i.d. distributed, the data after the change are gen-
erated by an HMM, and the prechange data are independent from the post-change
data; (iii) we construct a windowed GLR test and establish its first-order asymptotic
optimality using a technique introduced in Lai (1998); (iv) we also construct several
alternative algorithms, including the dynamic Shiryaev-Roberts test, the QCD test with
change point estimation, and the mixture CUSUM algorithm; and (v) we comprehen-
sively compare these algorithms numerically, and investigate the conditions under which
each of these tests should be preferred.

1.2. Main contributions

We summarize our main contributions in this article as follows:
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1. We study the problem of quickest moving anomaly detection in the networks.
We model the trajectory of the moving anomaly using a discrete-time Markov
chain, and formulate the quickest detection problem as a quickest detection
problem in HMMs.

2. We first construct the windowed GLR algorithm and show that it is first-order
asymptotically optimal. However, this approach, although it scans over only a
finite window, is not computationally efficient. We therefore develop a number
of alternative approaches to address this challenge.

For the first alternative, we use a Bayesian approach, where the change point is
modeled as a geometric random variable with parameter p. Under this setting,
we obtain a test that can be updated recursively. We then let p — 0, so that the
test does not depend on p.

The second alternative algorithm is motivated by the idea of recursive change
point estimation used in Lau et al. (2019) and Lorden and Pollak (2008).

The third alternative algorithm, a mixture CUSUM algorithm, can be applied if
the transition probabilities are not available in practice. The algorithm tests a
change from the pre-change distribution to a mixture of postchange distribu-
tions. Such an algorithm is computationally efficient and is numerically shown
to perform as well as our windowed GLR test.

For all of the alternative algorithms, we also develop the lower bounds on the
mean times to false alarms (MTFAs) for practical false alarm control.

3. We conduct comprehensive numerical experiments to compare the pro-
posed algorithms.

1.3. Organization of the article

The rest of the article is organized as follows. In Section 2, we introduce the prob-
lem model. In Section 3 we present the universal asymptotic lower bound on the
worst-case average detection delay. In Section 4 we construct the windowed GLR
test and demonstrate its first-order asymptotic optimality. In Section 5, we present
the dynamic Shiryaev-Roberts algorithm, the QCD algorithm with recursive change
point estimation, and the mixture CUSUM algorithm and develop the lower
bounds on their MTFA. In Section 6, we review and instantiate Fuh’s test pro-
posed in Fuh (2003) for our problem. In Section 7 we numerically compare the
different detection schemes presented in this work. Finally, in Section 8, we con-
clude our article.

2. Problem model

2.1. Stochastic model

Consider a network of L nodes denoted by L ={I,..,L}. Define by X)=

X1,k X1, k]T the vector of observations obtained by the nodes at time k, where X
denotes the measurement provided by node ¢ at time k. At some deterministic but
unknown time v, an anomaly appears in the network and affects one of the nodes. In
particular, at each time instant k where k > v, the index of the affected node is denoted
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by Sx € £, which is not directly observable. For notational convenience, if there is no
anomaly—that is, k < v—we let Sy 2£0. We note that in this article we focus on the
scenario where there is one and only one affected node at each time after the anomaly
appears in the network. The results in this article can be easily generalized to the case
with multiple nodes being affected at the same time.

It is assumed that before the anomaly appears (k < v), the samples generated by
node ¢ are ii.d. generated by a probability density function (p.d.f.) f,o for all £ € L,
and that the samples are independent across different nodes. Then, the joint distribution
of Xi,..., Xy for k < v is given by

fO(Xla---)Xk) = HHfi’O(Xi’j)’ fOI' k S V. (21)

j=1 i=1

If k> v and at time k the affected node is /{—that is, Sy = {—then X, is generated
according to a post-change distribution f; ;, and the samples of the other nodes X;,’s
still follow the prechange distribution f; o, for i # ¢. We further assume that condi-
tioned on v and S, the samples across different nodes are independent. Specifically,
conditioning on Sy = ¢ and k > v, Xj is generated according to the following joint prob-
ability distribution:

frXi) & (Hﬁ,o(Xi,k)>ﬁ,1(Xe,k)~ (2.2)

il

We denote by P,(-) (E,[]]) the probability measure (expectation) when the anomaly
occurs at time v. To be more specific, we denote by P, () (Es[]) the probability measure
(expectation) when v = oo; that is, when there is no anomaly. We further let B(R") denote
the Borel g-algebra with respect to RY, and  is a o-finite measure on R,

In this article, we study the case where the anomaly is dynamic; that is, Sx changes with
time k for k= v. We model the change of Sy as a DTMC. More specifically, for any k > v,

]P)I/(Sk+1 |Sla ceey Sk>Xl> ~->Xk> = ]P)I/(Sk+l |Sk) é;“Sk,SkH > (23)

where Z;; € [0,1] denotes the probability that the anomaly moves from node i to node j
for any i,j € L. Furthermore, for any k, conditioned on Sy, Xj is independent from any-
thing else. To be more explicit, for any B € B(R"), we have that

]P)l,(Xk S B|X1,X2, ceey Sl,Sz, ) = ]P)V<Xk S B’Sk) = stk(Xk)dﬂ (24)
B

Before the anomaly appears in the network, the observations from the nodes are i.i.d.
according to the pre-change distribution f, in (2.1). After the anomaly emerges in the
network, the underlying stochastic process of this problem can be viewed as an HMM,
where {Sx};-, is a finite state Markov chain, which is not directly observable. The tran-
sition probability matrix is given by [/;;]; jec- Then the sequence of random vectors
{Xi}re, is adjoint to this Markov chain according to (2.3) and (2.4). Therefore, after
the anomaly appears in the network, there is a change in the underlying stochastic pro-

cess from an i.i.d. model to an HMM.
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2.2. Performance criteria

The goal is to design stopping times that can detect the anomaly at time v as quickly as
possible while ensuring that the frequency of false alarm events is below an acceptable
level. A stopping time t with respect to the observed sequence {Xy},—, is an integer-
valued random variable, such that for each k> 1,{t <k} € o(Xy,...,Xk), where
a(Xy, ..., Xx) denotes the g-algebra generated by Xj, ..., Xk. In other words, the decision
to stop at time k is determined only by X;, ..., X.

In this article, we focus on the minimax setting, where the change point v is assumed to be
deterministic and unknown. In order to measure the frequency of false alarm events, we define
the mean time to false alarm (MTFA) as E[t]. We further define the worst-case average
detection delay of a stopping time 7 under Lorden’s criterion, introduced in Lorden (1971), by

WADD(t) = supess supE, [(t — v + 1) |X}, ... X, 1], (2.5)
v>1

where (x)" = max{x,0} and under Pollak’s criterion (see Pollak, 1985) by
CADD(7) = supE,[t —v|t > v]. (2.6)

v>1

The Worst-Case Average Detection Delay (WADD) metric is a more pessimistic metric
than the Conditional Average Detection Delay (CADD) metric (for more details, see,
e.g., Veeravalli and Banerjee, 2013); in particular,

WADD(t) > CADD(1). (2.7)
In this article, we aim to design a stopping rule t to minimize WADD and CADD sub-
ject to a constraint on the MTFA
EOC [T] 2 “/,

where y > 0 is a predetermined constant. In particular, our goal is to design stopping
rules that solve the following constrained stochastic optimization problems:

inf  WADD(1), (2.8)
By [1]27

inf CADD(7). (2.9)
B [7]>y

2.3. Assumptions on the HMM

We assume that the DTMC defined in (2.3) has a stationary distribution denoted by a

vector a = [o, ...,ocL]T and that the DTMC is also initialized with a; that is, that for all
te L,P,(S, =¥) =o. For ty <v <t,, we then denote by

& (Xus oo X)) 215Xty s Xpot) X D {ociyf,'U(Xy)x 1_2[[,1,}1,,- ij(xj)]} (2.10)

iy ity €L j=r+1

the joint probability distribution of X;,...,X;, conditioned on a change point v. We
also define by

& (Xt X))

A(Xp o X )2
Xy ) foXis - X))
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the likelihood ratio of Xy, ...,X;, between the hypothesis that the anomaly appears at
time v and the hypothesis that the anomaly never appears.

For the asymptotic analysis in this article, we make the following assumptions on the
DTMC. In particular we assume the following:

(C.1) Under P;(-), the DTMC {Sk},-, is ergodic (positive recurrent, irreducible, and
aperiodic). Furthermore, if we define the random matrices

AXy) .. 0
M= i
0 fu(Xh)
and

)VI,lfl <X2) ;Ll’LfL(X2>
NS
Ah(Xz) Ar1fu(X2)
then M and N are almost surely invertible under P () and Py (-).
(C.2) There exists r>0 such that [o|x[""'f,o(x)du < oo, and [ |x|""fi,1(x)du < oo,
forall £ € L.
The above assumptions cover many interesting examples of HMMs, as noted in Fuh

and Tartakovsky (2019).
We further define the following effective Kullback-Leibler (KL) number:

lgl (Xls "~>Xn) _ ]El |:10g gl (XI’XZ) :|’
Jo(X1)fo(X2)
where the underlying probability measure is P;(-). Such a limit is assumed to exist

almost surely with 0 < I < oo, which is the case if the pre- and post-change data gener-
ating distributions are distinct for each node.

I = lim (2.11)

n—oo 1 fo(X1, ..., Xn) -

3. Universal lower bound on the WADD and CADD

In this section, we develop the universal lower bound on the CADD (and thus on the
WADD) for any stopping rule 7 that satisfies the false alarm constraint: E[t] > .

Theorem 3.1. Consider the statistical model defined in Section 2. If conditions C.1 and
C.2 are satisfied, then as y — oo,

inf WADD(t) > inf CADD(1) >

14+ o0(1)). 3.1
TR [1]27 o [1]>7 Ji ( (1)) (3.1)

Proof. Let € > 0. Define K, = k’lg L. By Markov’s inequality, it follows that

Eft —vjt>v] > P (t—v > K)(1 —€¢)|t > v)K,(1 —¢). (3.2)

Then to prove the theorem, it suffices to show that for any 1 satisfying E[t] > 7, there
exists some v > 1 such that P,(v <17 <v+K,(1 —€)|t >v) =0(1), as y — oo; that
is, that
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lim sup infP,(vr<t<v+K/(l-¢lt>v)=0. (3.3)

VO LR 12y V2
Define a2 (1 — €?) logy. Then for any v, we have that
P,(v <t <v+K(l—¢€)t>v)
_ ]Py(y <t<v+K(1—e)AXp.oX) > e > 1/) (3.4)
+ IP’,,(I/ <t <v+K(1—e€),A Xy ... X;) < et > 1/).
The first term in (3.4) can be upper bounded as follows:

]PV(V <t <v+K(l—e€),A Xy ... X;) > €t > V)

INE

IP’,,( max logA,(X,,...Xj) > alt > 1/)

v<j<Ky(l—€)+v

(3.5)

—
=

:IP’,,( max logAl,(X,,,...,Xj)>a)

v<j<Ky(1—e)+v

i) P (maxlgjd(}(l_e)ﬂ 10g Al(Xl, ceey X]
— 1

—

K=o )>I(l+e)>,

where (a) is due to the fact that
{v<t<v+K(1—¢),logA(X,,...X:) >a} C { max logA,(X,,....X;) > a}; (3.6)

v<j<Ky(l—e)+v
(b) is due to the facts that {t > v} € 6(Xy,...,X,—1) and the pre- and post-change
observations are independent; and (c) follows by the definition of A, and the independ-
ence between the pre- and post-change observations.
By lemma A.1 in Fellouris and Tartakovsky (2017), if
IOgAl (Xl, ...,Xk) k—o0

p = I (3.7)

under P;(-), then it follows that

max1§j<1<7(1,6)+1 lOgAl(Xl,...,Xj
K,(1—¢)

s

lim ]P)l

y—00

) > I(1+ e)) = 0. (3.8)

By lemma 1.(i) in Fuh and Tartakovsky (2019), it follows that if C.1 and C.2 are satis-
fied, then (3.7) holds and consequently (3.8) holds.

We then analyze the second term in (3.4). By a change of measure argument similar
to the one in Lai (1998), we have that there exists v > 1 such that

IP’,,(V <t <v+K(l—e€),A(Xp... X;) < et > u)

(;)Pl (1 S T<1 ‘|—K«/(1 — 6),A1(X1,...,XT) S €a>

()
=Ewx [1{1§r<1+1<,(1—e),A1 (X1, ..A,xf)gea}/\l (XI’ ) X‘c)]

— a s
Ky(l e)e ,_}oo 0,
Y

(3.9)

c

<ePo(v<t<v+K(l-¢lt>v) <

—
N2
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where (a) follows similarly as steps (b) and (c) in (3.5); (b) follows by a change of meas-
ure argument; and (c) follows from the fact (see the proof of theorem 1 in Lai, 1998)
that for any positive integer m < y, if Ey[t] > 9, then there exists some v > 1 such
that

Pyo(t>v) >0, and P (t < v+ m|t > v) < m/y. (3.10)

Combining (3.8), (3.9), the fact that the upper bound in (3.9) is independent of 7, and
the fact that for any stopping time 7, WADD(t) > CADD(t), the theorem is estab-
lished. O

The proof of the asymptotic universal lower bound is based on a change-of-measure
argument similar to the one employed in Lai (1998) and the law of large numbers for
log-likelihood ratio statistics of HMMs proposed in Fuh and Tartakovsky (2019). In
contrast, the asymptotic lower bound analysis in Fuh (2003) follows Lorden’s technique
in Lorden (1971), which is based on interpreting the proposed test as a sequence of
sequential probability ratio tests.

4. The windowed GLR Test

In this section, we first construct the windowed GLR test and then demonstrate its
asymptotic optimality.

4.1. Algorithm Construction

The quickest moving anomaly detection problem in this article can be posed as a
dynamic composite hypothesis testing problem, where at each time k we distinguish
between the following two hypotheses:

HY : the anomaly appears at time v < k, (4.1)
H’g : the anomaly appears at time v > k. (4.2)

Note that under the alternative hypothesis the change point v is unknown. We then
take a GLR approach to construct the detection statistic (see, e.g., Veeravalli and
Banerjee, 2013 for the interpretation of classic QCD tests through the GLR approach).
Specifically, the likelihood under these two hypotheses can be expressed respectively as
follows:

v—1 k
Hy : [[A&) [] & (XilXos .. Xi1), (4.3)
i=1 i=v

k
H : [[fo(Xa), (4.4)
i=1

where g,(X;|X,,...,X;—1) denotes the post-change conditional distribution of X; given
the past observations (see (2.10)). Then, the GLR test statistic between the two hypothe-
ses can be written as



SEQUENTIAL ANALYSIS @ 15

k & (Xil Xy, .. Xi1)

W/ = max lo R (4.5)
L, Z: E A
and the corresponding stopping rule is given by
Ty = inf{k > 1: W} > b}. (4.6)

Although the conditional pdf g, (X;|X,,...,X;—1) in (4.5) can be calculated recursively
(as shown below), to compute W, the number of quantities that need to be stored
scales with time k, which is not feasible for a real-time algorithm. Thus, to design an
implementable GLR test, we consider a windowed version of W;. Denote the windowed
version of the GLR statistic in (4.5) by

k
g(Xi|Xj, ... Xi )
Wi = max lo (4.7)
= 2 e
and the corresponding stopping time by
Tw = inf{k > 1: Wy > b}. (4.8)

As will be observed later, the window length m needs to scale with the threshold b (and
as a result y), and also depends on the KL number I.

Note that for a fixed j, gj(Xi|Xj,...,X;—1) can be calculated recursively. In particular,
by using the Bayes rule, it can be easﬂy shown that

&(XilX), ... X Zﬁ(x (Si =X, ... Xi 1), (4.9)
L
Pi(Si = UXj o Xic1) = > Pi(Sic1 = L|Xj o Xi1) g s (4.10)
Pi(Sicy = X, ... Xiso)fi(Xie
Pi(Si1 = [X; .. Xi ) = (i1 |/ iXic1) , (4.11)
Z/ Pi(Si—1 = 0'[Xj, ... Xia)fr (Xic1)

where the recursion is initialized with the stationary probability of the DTMC:

4.2. Asymptotic optimality

In this subsection, we establish the first-order asymptotic optimality of the windowed
GLR test in (4.7) and (4.8) under both Lorden’s and Pollak’s criteria.
We start our analysis by presenting a lower bound on the MTFA.

Proposition 4.1. For the stopping rule defined in (4.7) and (4.8), the MTFA can be lower
bounded as follows:

Eooftw] > €. (4.13)
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Proof. Note that W} > W; thus, 1y > 1/, Therefore,

Ex[tw] = Eoo [tly] (4.14)
Let
k k
X|X,...
vV, A ZH ZlA] v oo Xk)s (4.15)
=1 i=j =
and
Ty =inf{k>1: Vi > €’} (4.16)
Note that
v gj(Xk|X”""Xk71)A‘(X‘ X))
= fX) 7 )
4.17
k—1
Xkl X, ... Xk—1)
= Ai(Xi, oo Xio1) + Ai(Xp).
e f()(Xk) J( j k 1)+ J( k)

Then, from (4.15) and (4.17), we have that E[Vi|Xk—1,...X;] =14 Vk—1, and
E[Vk| = k. This implies that {V} — k};-, is a zero-mean martingale under P.,. Thus,
by the optional sampling theorem (see, e.g., Poor and Hadjiliadis, 2009) and the fact
that V; > "k, we have that

Exo[tw] > Ex [tly] > Eoftv] = Ex[Ve,] > €. (4.18)

Next, we establish an asymptotic upper bound on the WADD and CADD of the
windowed GLR test in (4.7) and (4.8).

Theorem 4.1. Consider the stopping rule defined in (4.7) and (4.8). Consider the window

length m = m(b) such that
. om(b) 1
liminf —= > —. (4.19)
b—oo b 1

Then, under conditions C.1 and C.2, we have that as b — o0,

CADD(ty) < WADD(1yy) < ?(1 +o(1)). (4.20)

Proof. Let € > 0,0 > 0 and np 2 b(l;re). It can be shown that for any v > 1,

(tw —v+1)°"

oo
" X1, .0 X | < esssupZ]P’y(rW —v+1> Xy, ... X 1)

1=0

esssupE,

oo
Z esssupP, (tw > Iny +v — 11X, ... X, 1)
1=0

| /\

o0
Z esssupP, (tw > Iny +v — 11Xy, ... X,—1).

(4.21)
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For any [ > 1, it follows that
]P,,(‘L'W > ll’lb +v— 1|X1, "‘)XI/—I)

:IP’V< max Wk<b|X1,...,XV1>

1<k<Iny+v—1

k
(XX X
= IPV< max max Zlogg]( | X ) < b|X1,...,Xl,1>

1§k§lnb+u—1 k—m<j<k l=] fi)( 1)
Enp+r—1
(XX, ... X;—
<P, N max Z log & Xi d 1)<b X1 X1 |-
{1, ., 1} | emprv—1-msj<énytv—1 = X,')
(4.22)

Without loss of generality, we choose m such that m > n;, for large b. This further
implies that &n, + v — m < (£ — 1)n, + v for large b. As a result, for large b, (4.22) can
be further upper bounded as follows:

IP’,,(TW > lnb+U— 1|X1,...,X,,,1) <Py< {ﬂ I}A5|X1,...,Xl,1>, (423)
éedl, ..,
where for simplicity of notation, we denote the event by
Empd 1 Xi|X oo Xie
Agé{ Z logg(C 1ﬂh+1/( | np+v i 1) <b}, (4.24)
i=(E—D)ny+v ﬁ)(Xf)
for all ¢ > 1. It is clear that A; € O'(X@_l)y,ﬁy, <> Xén,+v—1). Then, it follows that
!
P, ie{lﬁ }Ag X1, 0 X, H (AelX1s oo X1, AL ooy Acy). (4.25)

This further implies that

1
5X1,...,Xl,_1> < Hess supP, <A5|X1,...,XV_I,AI,...,A5_1>.
é=1

ess supIP’l,< n A

ce{l, .., 1}
(4.26)
If the following holds that for any & > 1,
esssuplP, (A¢| Xy, ... X) 1, Ay, . Ae ) <0, (4.27)
where ¢ is independent of v, and can be arbitrarily small for large b, then
ess sup]P’l,( N A¢|X1,...,X,,_1> < (4.28)
ce{l,..,1}
and, further,
(tw —v+1)" >~ 1
E, Y 7" Ix,..X, | <1 ol=—— . 42
sgp ess sup ” 1 1 + ; =35 (4.29)
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This implies that

—v+1)" b(1+¢
sup ess suplE,, M|X1,...,X,,,1 Su

, 4.30
! " T (4.30)

where € = (1+¢)/(1 — ). Because € is arbitrary and 0 can be arbitrarily small for
large b, the proof is complete if we can show that (4.27) is true.
In the following, we prove that (4.27) is true. We first note that by our notation,

Entv—1
g(éfl)nqLV(Xi |X(§71)n+w ...,X,‘,])
log A (e 1ynan (Xe 1 insws ooos Xengv—1) = lo .
g A nynrv (X (-1t entv-1) i:@;)m 8 (%)

(4.31)
By the Markov property of the problem model as in (2.3) and (2.4), it follows that

1 1
Pu<;log/\(é—l)nw(x(g’—l)mw~- Xenyo 1) < ﬁ Xl’-'~aXul>Al>~~«>A§1>

1
1+¢€

= ZP ( lOgA (e- 1)n+V(X(§7l)n+w-~~’an+v—1) <
seS

4.32
S(f—l)?hLV —S|X1,...,XV1,A1,...,A§1) ( )

s€S
X PV(S(CV*U?’H»V = S|X1, ...,X,,_I,Al, ...,Ag__l).

1 1
= Z P, (;log A(ﬁ—l)n+u(X(cf—l)n+u> ~--)X£n+1/—1) < 1—+€ ’S(cf—l)n—w = S>

From lemma A.l. in Fuh and Tartakovsky (2019), it follows that for any s € S and any
¢>1,

: 1 I
lim PV (;log A(é,l)nJr,,(X(é,l)nJﬂ,, ---,Xg“n+l/71) < 1_—|-6 ‘S(f_l)nﬂ/ = S) =0. (433)

n—o0

It then follows that for any & > 1,

En+rv—1
» 1 e iy KX (et oo X
lim ess supIP’,,( Z — log 8etnt (X (E=Dnt 1)
e = Dot fo(Xi)
1
X1 Xy 1AL o Apy
STt (4.34)
. 1
= ,}Lngo esssup P, (zlog A (X 1)ntws - Xenpv—1)
d X X A A =0
1+ Ireer Ay—154215 05 L8] — Y
which further implies that (4.27) is true. This concludes the proof. O

The following theorem demonstrates the asymptotic optimality of the windowed GLR
test, which follows directly from Proposition 4.1 and Theorems 3.1 and 4.1.
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Theorem 4.2. Consider the stopping rule defined in (4.7) and (4.8) with b = logy and m
chosen to satisfy
m(b) 1
liminf ——= > = 4.35
Pty (439)
Then under conditions C.1 and C.2, the windowed GLR test is asymptotically optimal
under both Lorden’s and Pollak’s criteria; that is, as y — 00,

1 la}
WADD(tyy) ~ CADD(tyy) ~ OIg 7 (4.36)

Proof. The result follows directly from Proposition 4.1 and Theorems 3.1 and 4.1. O

5. Alternative detection schemes

In this section, we develop several alternative algorithms for the problem of moving
anomaly detection in networks and derive lower bounds on their MTFAs. We first
design a dynamic Shiryaev-Roberts (D-S-R) algorithm by modeling the change point as
a geometric random variable with parameter p and then letting p — 0. The advantage
of the D-S-R algorithm is that it can be updated recursively. We then develop a QCD
algorithm with recursive change point estimation. This test recursively estimates the
unknown change point and then constructs a CUSUM-type algorithm using the esti-
mated change point. Finally, we design a mixture CUSUM algorithm, which is applic-
able for the case where the Markov transition probabilities are unknown.

5.1. Dynamic Shiryaev-Roberts algorithm

We first assume that the change point is a geometric random variable with parameter p.
We denote the change point by I'. Specifically,

P(C=m)=p(1—p)"", meN. (5.1)

In the following, we will show how we design a recursive test under such a Bayesian
framework. We will further let p — 0 so that the designed algorithm does not depend
on p and can be applied to the minimax setting described in Section 2, where the
change point is deterministic and unknown.

Under the Bayesian assumption of the change point, we introduce one additional
state 0 to denote the state where there is no anomaly in the network. Then the transi-
tion from the pre-change mode to the post-change mode can be represented by the
transition from state 0 to any state ¢ € L. Specifically, for all £ € {1,...,L}, we denote
by Z¢,¢ the probability that the anomaly first emerges at node #; that is,

IP’(Sk = €|Sk,1 = 0) = Ao,¢- (5.2)
It is clear that p = 25:1 Ao,¢- We further note that 49 =0, for any £ € £, and {5 =
1 —p. Forany ¢ € {0,1,...,L}, and k > 1, define by

pg,kéIP(Sk = £|X1,...,Xk> (5.3)
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the posterior probability that the network is at state £ at time k. A natural way to con-
struct a test is to compare with a threshold the posterior probability that the network is
in the pre-change state.

In particular, py s can be updated recursively. For any ¢ € {0} U £, by the Bayes rule
we have that

pox = P(Sk = €|X1, ...,Xk,l,Xk)f(Xk|X1, ---:kal)
’ f(Xk|X1, --~:Xk—1)
(S = (X1 X ) (XLJS, = X1, Xi )

S KeSe = 01X, Xi )

P(St = £X1, oo X1 ) (XSt = £, X1, oo Xi1) (5.4)
L ] .
Zi:op(sk = 1|X1, ---erfl)f(Xk|sk = I,Xl, ...,Xk,l)
Ak
== "
="k

where f(-|-) denotes the conditional probability density function of Xj and
Ak BP(Sk = i|X1s o0 Xk )f (Xk Sk = 1, X1, 0, Xi 1)

) (5.5)
= P(Sk = 1|X1, ...,Xk,l)f,'(Xk).
We then compute A;  as follows:
Ai,k - P(Sk == i|X1, ...,Xk_1>f(Xk|Sk - 1)
L
= > P(Sk = b Sk = ji1X, o Xet)fi(X)
=0
L
= P(Sko1 = jIX1, oo Xi))P(Sk = ilSk-1 = jo X1 s X1 )fi(Xi)
j=0 (5.6)
L
= P(Sk-1 = jIX1, oo Xi))P(Sk = ilSk-1 = j)fi(Xe)
=0
L
= D Pk | filXe)-
=0
Combining (5.4) and (5.6) implies that p, ; can be updated recursively.
We note that for 1 <i <L,
L
Ak =Y _P(Sk1 = jIX1, o0 Xeo))P(S = i[Sk-1 = j)fi(Xx)
=0
(5.7)

L L
= ij,k—1}~j,i fi(Xk) = |pok-140,i + ij,k—ﬂj,i fi(Xk).
=0 =1

J
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Furthermore, for i =0 we have that
AO,k == ]P)(Sk == 0|X1, --~>Xk71)f(Xk|Sk == 0) = po,kflio)oﬁ)(Xk). (58)

The recursion is initialized with pyo =1 and pyo =1 for £ € L.
We further define the following invertible mapping:

Pik qek

qek = = pk==r - (5.9)

PPo.k Z;’L:O‘Ij, k

It then follows that
1
Pok="TF— T° (5.10)
1+ [p Zj:ﬂj,k]
where g can be computed recursively by

[A‘% +309; k—lij,z}fz(xk)

(5.11)

qé,k - iaoj‘o(Xk) >
with the following priors: qox = 1/p and qr0=0, ¢€{l,..,L}. From (5.10), it
follows that comparing po ; to a threshold B is equivalent to comparing E]-Lzl gjx to a

threshold (1/B—1)/p.
To obtain a test that does not depend on p and can be applied to the non-Bayesian
setting, we take the limit p — 0. In particular, we assume that as p — 0,

LN (5.12)
o

for all £ € L. Practically, this means that the change point is treated as an unknown but
deterministic variable and that after the change occurs, the initial location of the anom-
aly is distributed according to a. As a result, if we define

o = lim gy g,
p—0

for ¢ € {1,...,L}, then the recursion of 4 is

L
Jor(Xex)
fok= |0+ Y Tjr-1dj| Tt (5.13)
JZ:; PR o(Xek)
with 7,02 0. Define the test statistic
L
Ry = Z 70 k- (5.14)
=1
The corresponding stopping rule is then given by
g = inf{k > 1: logRx > b}. (5.15)

This test involves calculating a test statistic for each node in the network. At each time
k, the test statistic for one node is calculated by first weighing the test statistics of all of
the nodes at the previous time instant according to the corresponding transition
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probabilities and then multiplying the likelihood ratio of the sample taken by that node.
Thus, knowledge of the transition probabilities is needed in order to implement this test.

We note that the D-S-R algorithm is developed by letting p — 0. Such a change point
can be intuitively interpreted as a “uniformly” distributed random variable on the entire
timescale. Therefore, this algorithm may not perform as well as the windowed GLR test
under both Lorden’s and Pollak’s criteria, because both criteria are defined for the
worst-case scenario over all possible change points. An experimental study will be pro-
vided in Section 7.

Next, we derive a lower bound on the MTFA for the D-S-R algorithm.

Lemma 5.1. For the stopping rule defined in (5.14) and (5.15), its MTFA is lower
bounded as follows:

Eoo[tz] > €. (5.16)

Proof. Note that

Xi, o0 Xk

(L
Eoe [RlXk 100 X1] = Ee |3 1
j:l

=FE XL: oy + XL:T K1/ ﬁJ(Xj’k) |X Xk
— oo k=149 ¢ v JEIEET) —1
=1 q=1 ﬁ)O(XJlk)

L L
=1+ ZZ/lj)qi’j)k_l

j=1 g=1

L
=1+ Zf’j,k—l
=

- 1 +Rk71>

(5.17)

which implies that {Ry — k};-, is a martingale under P (). It can also be shown that
Ex[Rk — k| = 0. As a result, by the optimal stopping theorem (see, e.g., Poor and
Hadjiliadis, 2009), it follows that E [W,, — tg] = 0. This further implies that

Eoo[1r] = Eoo[Rey] > €. (5.18)

|

5.2. QCD Algorithm with Recursive Change Point Estimation

In the windowed GLR test, the change point is implicitly estimated by the maximum
likelihood approach over a finite window. The estimation does not have a recursive
form and thus is not as computationally efficient, which is why a windowed approach is
used. An interesting question is whether we can design a test that can recursively and
inherently estimate the change point and then construct a CUSUM-type algorithm using
the estimated change point.
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QCD algorithms based on recursive change point estimation were proposed in Lau
et al. (2019) to solve the semiparametric QCD problem and in Lorden and Pollak
(2008) to solve the composite QCD problem (for prior work in composite QCD, see
Lai, 1998 and Lorden, 1971). The main idea is motivated by the CUSUM algorithm, for
which, before the changepoint, the test statistic takes values around zero and therefore
an estimate of the change point is the last time that the test statistic became zero.
Following a similar idea, we design a QCD algorithm with recursive change point esti-
mation. In particular, define the following test statistic:

X\ Xe o Xio
Ur = max Zlgg(kl( Xe, 1)
= foX )

where (i denotes the estimate of the change point at time k and g;(X;[X;, ..., X;_1) £0

(5.19)

for j > i. The estimate of the change point is defined by
k

o (Xl X L X
Ck = argmax Z log ggkfl( ’| (i1 i 1)
(1 Sj<k+1 i=j f()(X])

(5.20)

Following steps similar to those in Lau et al. (2019), it can be shown that the detection
statistics in (5.19) and (5.20) can be updated recursively as follows:

85 (X1 [ X, -ka)) ’
Ugs1 = | Ux + lo ) (5.21
k+1 < k g ﬁ)(Xk+1) )
and
I e Ug>0o0r {=k+1,
C”l_{k+1 else, (5.22)
where Uy 20 and {, 2 1. The corresponding stopping rule is
ty =inf{k >1: U > b}. (5.23)

The advantage of such a test is that it is an approximation to the GLR test, which can
be implemented recursively. We now present a lower bound for the MTFA for the algo-
rithm defined in (5.19)-(5.23).

Lemma 5.2. For the stopping rule defined in (5.19)-(5.23), the MTFA can be lower
bounded as follows:

Exo[tu] > e’ (5.24)

Proof. Let

% =in {k>1 S 2 Zlo g1X|X1"“)X )zb}. (5.25)
J

By expressing the algorithm in (5.19)-(5.23) as a sequence of i.i.d. circles of (5.25), it
can be easily shown that by using Wald’s identity (see, e.g., Veeravalli and Banerjee,
2013)
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> . (5.26)

00 t X, X , ,X,'7 t X
:ZEoc Hg1< | 1 I)H fO( J) HE,
t=1 i=1 fO(XJ) i—1 81 (Xi|X1’ “"Xi*1>
(5.27)
e & (Xi| X1, ... Xio1)
<e? Es g,
; H fo(X;)
<e ") Pi(E)
=1
<e?
The result then follows by combining (5.26) and (5.27). O

Due to the use of the recursive change point estimate (4, the analysis of the detection
delay for this algorithm is challenging, and we leave this as an open problem for
future research.

5.3. Mixture CUSUM algorithm

In practice, it might be hard to acquire complete knowledge of the transition probabil-
ities of the DTMC in (2.3). However, it might be possible to have a good estimate of
the stationary distribution of the DTMC; for example, based on symmetries in the net-
work, we may be able to approximate the stationary distribution by a uniform distribu-
tion. In this case, we approximate the postchange data generating distribution by a
mixture of f,;, where the weights are the stationary distribution «, and construct a
CUSUM algorithm that tests the change from the pre-change distribution to the mix-
ture distribution.
In particular, the mixture CUSUM test statistic is defined as follows:

k L
Cr = max Z log (Z o fiJ(XM)). (5.28)

£l
1k G5 — Jeo(Xe,i)
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Note that this statistic can be updated recursively:
+
Jo1(Xe k1)
Cii1=|(Cc+ 1o oy (5.29)
o ( s Z *fooXeke1)
with Cy£0. The mixture CUSUM stopping rule is

¢ = inf{k > 1: Cx > b}. (5.30)

Because this test is essentially a CUSUM algorithm that tests a change from the pre-
change distribution to a mixture post-change distribution, its MTFA can be lower
bounded similar to the CUSUM algorithm.

Lemma 5.3. For the mixture CUSUM algorithm defined in (5.28)-(5.30), the MTFA can
be lower bounded as follows:

Ex[tc] > €. (5.31)

Proof. The result follows directly from the lower bound on the MTFA for the CUSUM
algorithm (see Lai, 1998; Lorden, 1971; Pollak, 1985). O

Because the mixture CUSUM algorithm only employs the stationary distribution of
the DTMC, we might expect a loss in performance compared to the other algorithms
that make use of the entire transition matrix. However, as will be seen in Section 7, the
mixture CUSUM performs competitively with the asymptotically optimal algorithms.

6. Fuh's recursive approximation test

In this section, we review Fuh’s recursive approximation algorithm, and instantiate it
for our moving anomaly detection problem.

As discussed in Section 4, the GLR-based test does not admit a recursion. To address
this problem, Fuh (2003) approximates the conditional p.d.f. g, (X;|X,,...,X;—1) in (4.5)
using g (X;|Xi, ..., X;—1). Such an approximation inherently uses the likelihood when the
change point is at time 1 to approximate the likelihood when the change point is at v.
In this way, the log-likelihood ratio does not depend on the change point v and thus
the test statistic can be updated recursively. Specifically, the detection statistic of Fuh’s
recursive approximation test is

g (Xi|l X1, ... Xio1)

F;, = max lo (6.1)
e ZJ: 8 R
Then, Fj can be written recursively as follows:
gl (Xk+l |X1, ,Xk)> +
e ( T X

where Fy£0. The corresponding stopping rule is defined as

tp = inf{k > 1: Fx > b}. (6.3)
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In Fuh (2003), Fuh used the stationarity properties of Markov chains to prove the first-
order asymptotic optimality of 7z For completeness, we include his result in the
next theorem.

Theorem 6.1. (Fuh, 2003) Consider the stopping rule defined in (6.1)-(6.3) with
b = logy. Then we have that E[tp] > y and that

1
WADD(t;) ~ CADD(tz) ~ %y, (6.4)

asy — oo.

7. Numerical results

In this section, we conduct a numerical study for the moving anomaly detection prob-
lem. We set f;o = N(0,1) and f;, o = N(2,1) for all £ € L. We consider different values
of network size L and compare all of the algorithms discussed in this article.

For the windowed GLR test, the QCD algorithm with recursive change point estima-
tion, and Fuh’s recursive approximation test, the worst-case detection delay is not
necessarily attained at v =1 for the WADD or CADD (also see Fuh and Mei, 2015). As
a result, it is difficult to analytically or numerically calculate the worst-case detection
delay for these algorithms. For the D-S-R and mixture CUSUM tests, the WADD and
CADD are attained at v=1. For the purpose of illustration, we simulate the average
detection delay E, [t — v|t > v] for different values of the change point v, which serves
as an approximation for the WADD and CADD.

In Figure. 2, we evaluate the value of I as a function of the network size L. The KL
number I was calculated by the Monte Carlo method according to (2.11). Note that I
decreases with network size. This implies that for a large network, the windowed GLR
test requires a large window size. In Figure. 3 we plot the evolution of statistics for
v=100. It can be seen that the statistics for all of the algorithms grow after the change
point. In Figure. 4 we plot the average detection delay vs. MTFA for the algorithms dis-
cussed in this article for v=1, L =10, and m=30. Among all of the tests, the win-
dowed GLR test, Fuh’s recursive approximation algorithm, and the mixture CUSUM
test perform the best. In the remainder of this section, we mainly compare these
three algorithms.
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Figure 3. Evolution of the test statistics for L =100 and v = 120.
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In Figure. 5 we first compare Fuh’s test with the mixture CUSUM test for L =100
and v =1. We note that although the mixture CUSUM algorithm only employs the sta-
tionary distribution of the DTMC and does not use the transition probabilities, it pro-
vides very good performance compared to Fuh’s recursive approximation test, which is
provably first-order asymptotically optimal. Furthermore, Fuh’s test can be computa-
tionally expensive for a large L, because it requires O(L?) computations per time step,
whereas the computational complexity for the mixture CUSUM algorithm is only O(L).
Thus, for large networks, the mixture CUSUM test might be a better choice if the com-
putational resource is limited. In Figure. 6, we repeat the comparison for L=10,
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Figure 8. E;[t — 1|t > 1] versus MTFA for L = 20.

m=30, and v=1 by adding the windowed GLR test, and similar observations are
obtained. Note that in this case Fuh’s recursive test offers performance identical to that
of the windowed GLR, because the former inherently assumes that the change occurs
at v=1.

In Figure. 7, we further compare Fuh’s test and the mixture CUSUM test with the
windowed GLR test for L =10, m =30, and v =50. Note that although for the case of
v=1 the windowed GLR test has performance similar to that of Fuh’s algorithm, the
windowed GLR test performs better for v # 1. This phenomenon is expected because
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Fuh’s test uses the likelihood when v=1 as an approximation. Finally, in Figures. 8
and 9 we compare the three tests for the case of L =20 with m =50, v=1, and v =30.

8. Conclusions

In this article, we studied the problem of moving anomaly detection in networks. The
trajectory of the moving anomaly after it emerges in the network is modeled as a
DTMC, which results in the observation model being an HMM. We constructed the
windowed GLR test for the detection problem and established its first-order asymptotic
optimality. We also constructed three alternative tests, including the D-S-R test, the
QCD test with recursive change point estimation, and the mixture CUSUM test. For
each of the three alternative tests, we derived lower bounds on the MTFA, which can
be used for false alarm control in practice.

We have conducted comprehensive numerical studies for the proposed algorithms in
this article. Our windowed GLR test provides the best performance in terms of the
trade-off between the MTFA and the WADD (CADD) among all of the tests consid-
ered. However, it may suffer from high computational complexity, especially for large
networks. Fuh’s approximation test does not perform as well when the change point is
a time different than 1, which may limit its use in practice. Our mixture CUSUM test
has a computational complexity of O(L), which is the most efficient among all of the
tests. Moreover, it does not require knowledge of the transition probabilities, which
might be hard to estimate in practice.

Future work includes developing low-complexity solutions for detecting multiple
anomalies, as well as developing methods for implementing the detection algorithms in
a distributed manner across the network.
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