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Password Policy: General Overview/Framework

Introduction and Purpose

· Establishes password requirements for UB IT Accounts

· Purpose of this policy is to: 

· Help to ensure personal security

· Protect University business, research, and academic interactions

· Meet information security legal requirements and standards

· Individual Responsibilities/Requirements

· Password Selection and Protection

· Passwords must be a minimum of 8 characters

· The use of longer passwords or pass phrases is recommended
· Passwords must follow CERT requirements

· Don’t use passwords that are based on personal info that can be easily accessed or guessed

· Don’t use words that can be found in any dictionary of any language

· Develop a mnemonic for remembering complex passwords

· Use both lowercase and uppercase letters

· Use a combination of letters, numbers and special characters

· Use different passwords on different systems
· Passwords should be protected in the same way that you would protect other private information such as your bank account PIN

· Do not share your password with anyone
· Password Changing and Aging

· It is recommended that you change your password periodically.  

· You must change your password if you have reason to believe that it has been revealed or if you have entered your password on a computer system you suspect has been compromised.

· At this time we do not have a standard password aging process.

· System Requirements

· Automatic Lockout (after a limited number of unsuccessful login attempts) is highly recommended, but not required, at this time.

· Transmission of UB IT Names and Passwords over the network as clear text will be prohibited after September 1, 2008.

· System-based Password Files:  Acquiring the password file on most systems permits harvesting of accounts and passwords regardless of the encryption technique used.

· UB IT Name passwords should not be distributed to system-based password files.  In cases where this is not possible, additional security protections and audits must be implemented to reduce the risk of unauthorized access.  Password processing should always use an off-system password verification process based on Kerberos.

· Auditing and Testing

· The ISO may periodically request that password files be processed using standard password cracking tools for servers supporting enterprise-wide services

· It is recommended that UB IT passwords be periodically run through standard password cracking tools to ensure that the password strength-checking is still effective and meets standards.
· Access Control

· System access should be reviewed regularly and individual access removed when individuals no longer meet criteria for access.  Termination of employment, retirement, and job duty changes are some of the reasons to remove access.

· At a minimum, monthly reviews of access should be performed for all systems handling sensitive data, regardless of their authentication method.

· Third Party Use

· The use of UB authentication directly or indirectly by an off-campus entity or other third party is explicitly prohibited without the agreement of the UB Information Security Officer.


