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Abstract—In privacy-preserving data mining, a number of
parties would like to jointly learn a function of their private data
sets in a way that no information about their inputs, beyond the
output itself, is revealed as a result of such computation. Yang et
al. 2010 showed that several popular data mining algorithms can
be reduced to three basic operations, secure implementation of
which – termed Secure Product of Summations (SPoS), Secure
Ratios of Summations (SRoS), and Secure Comparison of Summations (SCoS) – would lead to privacy-preserving data mining
solutions. The authors showed that prior privacy-preserving data
mining solutions are unsatisfactory in presence of participants’
collusion and they gave new implementation of these operations
that were designed to sustain the collusion. In this work, we show
that unfortunately the protocols of Yang et al. leak a significant
amount of private information and are not secure even if no
collusion takes place. We then show how these operations can
be securely and efficiently realized in the same and stronger
security models, which leads to fully secure solutions for many
data mining algorithms.

I. I NTRODUCTION
Privacy-preserving data mining has received a significant
amount of attention in the research literature in the recent
years. This is not surprising given a vast growth of the amount
of collected information, including sensitive data, that we
might desire to analyze. In privacy-preserving data mining,
the data are distributed across multiple sites and are considered
private information. The data owners would like to mine on
their collective data, but in a way that no information about
their private data sets is available to other participants (except
what can be deduced from the output of the computation).
In this distributed setting, we can distinguish between
horizontally partitioned data, vertically partitioned data, and
their hybrid. In horizontally partitioned data, each data owner
has complete information about a distinct set of entities. In
vertically partitioned data, on the other hand, all parties hold
information about the same set of entities, but each possesses
information about distinct attributes.
A recent work by Yang et al. [24] provided an important
observation that several popular data mining algorithms can be
realized in a privacy-preserving way by relying on secure realizations of the following functions: (i) product of summations,
(ii) ratio of summations, and (iii) comparison of summations.
In all of the above cases, the sums are computed by adding
private inputs of all of the participants, after which either
the product, ratio (division), or comparison is applied to the
aggregate values. Examples of data mining algorithms that can

be securely realized using secure implementations of the three
functions above include:
• Probability distribution of a data set distributed among
a number of parties can be securely estimated by using
a privacy-preserving solution that computes the ratio of
summations [24]. In particular, if each party has a number
of observations drawn from the same probability distribution, the parties can jointly estimate the distribution
by dividing the number of data items with a particular
value (summed across all parties) by the total number of
collected items (also summed across all parties).
• Jha et al. [16] showed that secure computation of kmeans clustering on horizontally partitioned data can be
reduced to a secure computation of weighted average
computation. This is the same as computing a ratio (or
division) of sums, and therefore can be achieved by a
secure ratio of summations protocol.
• Similarly, secure computation of Naı̈ve Bayes classifier
on horizontally partitioned data can be performed by
securely computing the ratio of summations [23].
• In k-means clustering on vertically partitioned data, on
the other hand, the closest cluster is determined by
computing the index of the cluster with the minimum sum
(where the sum is over the participants’ private data) [22].
This requires secure computation of comparison of summations. More generally, when a number of elements
need to be privately sorted, so that only the ordering of
the elements is revealed, secure comparison can be used
as well.
Therefore, secure computation of the summation (addition),
product (multiplication), ratio (division), and comparison,
where the private inputs are contributed by n > 2 parties,
is the focus of this work.
Overview. Let P0 , . . ., Pn−1 denote the n > 2 parties who
contribute their data to the computation and learn the result.
Yang et al. [24] show that in prior literature multi-party
privacy-preserving protocols for the data mining algorithms
mentioned above are susceptible to the problem of collusion.
That is, solutions in [22], [18], [23] use special parties that
are not expected to collude with any other participants (we
refer the reader to [24] for additional information). Because
this assumption can be very difficult to meet in practice, it is
desirable to have solutions that are resistant to collusion by

subsets of the participants.
To address the problem, Yang et al. take an interesting
approach in designing privacy-preserving protocols for product, ratio, and comparison of summations. Unlike computing
over the integers, which is standard in secure multi-party
computation, arithmetic is performed over real operands. All
inputs of each party are assumed to be in the range (0, 1),
which means that they are scaled to that range before joint
computation takes place. More precisely, the authors provide
protocols for the following functionalities:
1) In Secure Product of Summations (SPoS) protocol, party
(i)
(i)
Pi , for i = 0, . . ., n − 1, has input x1 and x2 , where
(i)
xj ∈ (0, 1) for j = 1, 2. As a result, each party learns
Pn−1 (i) Pn−1 (i)
p = i=0
x1 · i=0 x2 .
2) In Secure Ratios of Summations (k-SRoS) protocol, party
(i)
(i)
(i)
Pi , for i = 0, . . ., n−1 has input x1 , x2 , . . ., xk , where
(i)
xj ∈ (0, 1) for j = 1, . . ., k. As a result, each party
Pn−1 (i)
Pn−1 (i) Pn−1 (i)
xk .
learns r = i=0
x1 : i=0 x2 : · · · : i=0
3) In Secure Comparison of Summations (SCoS) protocol,
(i)
(i)
party Pi , for i = 0, . . ., n − 1, has input x1 , and x2 ,
(i)
where xj ∈ (0, 1) for j = 1, 2. As a result, each party
Pn−1 (i)
learns l = arg maxk={1,2} ( i=0 xk ).
The Secure Product of Summations protocol SPoS protocol
is realized in [24] using homomorphic encryption, and the
authors provide a rigorous security proof against semi-honest
participants (see below for a definition). The Secure Ratios
k-SRoS and Comparison of Summation SCoS protocols are
then built using the SPoS protocol and were left without
security analysis. In this work we show that unfortunately the
latter two protocols leak a significant amount of information
about private inputs. Furthermore, the functionality realized
by the SPoS protocol can be achieved (over integers or fixed
point values) in a straightforward manner using a number of
underlying secure computation techniques. Secure solutions
for the comparison and ratio (or division) operations, however,
are more complex with the state of the art secure multi-party
computation (SMC) techniques and require careful design.
Therefore, one of the goals of this work is to show how the
above functions can be securely and efficiently realized, so that
they could be used to build secure solutions for data mining
algorithms.
As another security-related aspect of the above protocol
formulation, notice that the operations are not composable.
That is, the result of the computation in each of SPoS, kSRoS, and SCoS is revealed to the participants in the clear
and therefore the protocols cannot be automatically used as
building blocks in more complex protocols. This, in particular,
means that only data mining algorithms that can be realized
using a single invocation of k-SRoS protocol or a number
of SCoS protocols where the results of the comparisons are
not private (i.e., part of the output) are supported. We argue
that composability is desirable for widening the applicability
of the solutions and will result in the ability to securely
evaluate a much richer set of functions. For example, privacy-

preserving computation on vertically partitioned data often
involves multiple applications of the product operation (e.g., in
Naı̈ve Bayes and association rule mining). Also, in association
rules mining, finding frequent itemsets with support exceeding
certain threshold k% relies on addition, multiplication, and
comparison operations, which cannot be realized by a single
protocol above, but can be realized by their combination.
Finally, when the index of the closest cluster is computed in
k-means on vertically partitioned data, repeated application of
SCoS would lead to information about the distance ordering of
all of the clusters, which is undesirable and can be eliminated
if the comparison protocol is composable.
To further widen the scope of data mining algorithms that
can be securely realized using these techniques, we decompose
the above protocols into four distinct operations: addition,
multiplication, comparison, and division. We then provide
secure and composable realizations for each of them. This
means that arguments to each operation are distributed among
the participants and the outputs are also communicated in a
distributed way. This enables secure evaluation of any number
of these operations in any order. Then in the beginning, each
party will distribute its inputs among all of the participants,
and once the desired function is computed, the parties will
combine their outputs to learn the result of the computation.
This setup has an additional advantage in that the set of parties
who hold the inputs does not have to be the same as the set
of parties who carry out the computation. Similarly, the set of
parties who receive the output can be different from the set of
parties supplying the inputs, carrying out the computation, or
both. This has the flexibility that, for instance, for efficiency
reasons the computation can be carried out by a selected group
of input owners on behalf of all input providers or even be
outsourced to a number of computational servers.
To summarize, the contributions of this work are: (i) we
analyze k-SRoS and SCoS protocols of Yang et al. and show
that they do not satisfy necessary security guarantees and (ii)
we show how secure and composable solutions for addition,
multiplication, comparison, and division operations can be
realized to support a broader range of data mining algorithms.
These solutions are secure in the same as in [24] and stronger
security models.
Security model. In secure multi-party computation (SMC),
there are two standard security models with respect to the
malicious behavior of the participants. In the semi-honest (or
honest-but-curious or passive) model, the participants follow
the computation as prescribed, but might attempt to compute
additional information from the messages observed during
protocol execution. In the malicious (or active) model, the
participants can arbitrarily deviate from the protocol, including
aborting the computation, substituting wrong values for the
intermediate results, etc. In both models, the participants
can collude (i.e., share their information and coordinate their
actions), which is modeled by an adversary that corrupts a
number of participants. In the semi-honest model, security is
achievable even if there is only a single honest participant. In

the malicious model, however, the number of honest parties is
required to be a larger fraction of the participants (e.g., if all
corrupted participants quit, the honest parties should be able
to bring the computation to completion).
Publications that provide privacy-preserving solutions for
data mining algorithms, including Yang et al., normally assume the semi-honest model (a number of publications assume
even weaker security model, in which semi-honest participants
do not collude). We therefore next formalize the security
definition for that model.
Definition 1: Let P0 , . . ., Pn−1 engage in protocol π that
computes function f (in0 , . . ., inn−1 ) = (out0 , out1 , . . .,
outn−1 ), where ini and outi are the input and output of party
Pi , respectively. Let I = {Pi1 , Pi2 , . . ., Pit } denote a subset of
the participants for t < n and VIEWπ (I) denote the combined
view of participants in I during execution of protocol π. In
particular, Pi ’s view is formed by its input, internal random
coin tosses ri , and messages m1 , . . ., ms passed between the
parties during protocol execution, i.e.,
VIEWπ (Pi ) = (ini , ri , m1 , . . ., ms ).
The view of I is then the union of the views of the participants
in I. We say that protocol π is t-private in presence of semihonest adversaries if for each coalition I of size at most t
there exists a probabilistic polynomial time simulator SI such
that
{SI (inI , f (in0 , . . ., inn−1 ))} ≡ {VIEWπ (I), outI },
S
S
where inI = Pi ∈I {ini }, outI = Pi ∈I {outi }, and “≡” denotes computational indistinguishability (using an appropriate
security parameter).
Standard techniques for converting a solution secure in
the semi-honest model to a solution secure in the malicious
model ensure that each participant computes the next step
of the computation correctly from the results of the previous
steps. Such techniques are available in the literature for certain
underlying secure computation mechanisms.
While the majority of publications on privacy-preserving
data mining (including the work of Yang et al.) assume that
the data owners will be conducting the secure collaborative
computation themselves, this does not need to be the case. In
particular, we distinguish between input parties (IP), computational parties (CP), and output parties (OP), which can be
formed by distinct or overlapping sets of participants. In the
current setting of data mining, it would be meaningful to have
the parties who contribute their input to also receive the output,
i.e., sets IP and OP to be the same. The computational parties
can be chosen by the participants to minimize the possibility
of collusion or other forms of misbehavior. For example, the
participants can employ computational cloud providers and/or
competing businesses to assume the role of computational
servers. Then prior to the computation, each input provider
distributes its input among the computational servers (in such
a way that t or less colluding servers cannot recover the
input), the servers carry out the secure computation, at the
end of which each server communicates its share of the result

to an output party. Upon receiving output information from
the computational servers, each output parties reconstructs and
learns the result of the computation.
The benefits of separating the input parties from computational parties include greater flexibility of the solution and
lower computational cost under similar trust guarantees (e.g.,
when the number of computational parties is lower than the
number of input providers, but each of them is more trusted
than an average data provider).
II. S ECURITY

ANALYSIS OF TECHNIQUES OF

YANG

ET AL .

In this section we analyze two protocols – k-SRoS and
SCoS – from [24]. In the subsequent analysis we assume that
a fully secure realization of the SPoS protocol, on which kSRoS and SCoS protocols are built, exists.
The Secure Ratios of Summations protocol is given in [24]
as follows:
Protocol k-SRoS
(i)

(i)

(i)

Input: Each party Pi has input x1 , x2 . . ., xk , where each
(i)
xj ∈ (0, 1).
Pn−1 (i) Pn−1 (i)
Output: Each party learns r = i=0 x1 : i=0 x2 : · · · :
Pn−1 (i)
i=0 xk .
Protocol steps:
1) Each Pi generates a random real number c(i) in (0, 1).
2) For j = 1, . . ., k, the parties execute SPoS on private
(n−1) (n−1)
(0)
,c
) and learn xj =
inputs (xj , c(0) ), . . ., (xj
(n−1)
(0)
(0)
(n−1)
) · (c + · · · + c
).
(xj + · · · + xj
3) Each Pi computes r = x1 : x2 : · · · : xk .
We next show that this protocol leaks a significant amount of
(j)
unintended information about the inputs xi . This information
cannot be deduced from the output of the protocol, which
means that the protocol violates the security properties of
Definition 1 which was also used in [24].
First, notice that the magnitude of the product xj provide
P
(i)
information about the magnitude of the sum ni=1 xj , which
cannot be inferred from the output ratio. In particular, while the
value of the product xj can lie in the range (0, n2 ), a specific
value of xj will make a part of that interval unreachable,
Pn thus
revealing information about xj . That is, the value of i=1 c(i)
is sampled from the distribution of the sum of n independent
uniformly distributed variables from the range (0, 1), which is
known and fixed for a fixed value of n.PThis means that any
party can rule out unlikely values for ni=1 c(i) and narrow
Pn
(i)
even further. We
the possible range for the sum
i=1 xj
illustrate this analysis on an example.
(0)

Example 1. Let n = 3 and k = 2. Also let x1 = 0.18,
(1)
(2)
(0)
(1)
(2)
x1 = 0.23, x1 = 0.19, x2 = 0.19, x2 = 0.15, x2 =
0.20, c(0) = 0.36, c(1) = 0.89, and c(2) = 0.18. The only
information that the parties obtain in a secure realization of
Pn−1 (i) Pn−1 (i)
this function is r = i=0 x1 : i=0 x2 = 1 : 0.9. From
Pn−1 (i)
this information the parties can deduce that i=0
x2 < 2.7
Pn−1 (i)
because i=0 x1 must be less than 3. If the granularity of

with the mean 1.5 and variance 0.25. By integrating f (x),
we obtain the cumulative density function (cdf) F (x). Let
C
a random variable from the distribution of which
P2denote
(i)
is sampled. Then F (s) = Pr[C ≤ s] = 0.1
i=0 c
when s ≈ 0.8434, which means that a value sampled from
C will be at most 0.8434 with 10% probability. Similarly,
F (s) = Pr[C ≤ s] = 0.9 when s ≈ 2.1566, which
P2 gives us
that with probability 80% any given value of i=0 c(i) will
lie in the interval [0.8434, 2.1566]. This means that the parties
0.858
≈ 0.398 ≤
can discover that with 80% probability 2.1566
Pn
(i)
0.858
x
≤
≈
1.017,
thus
narrowing
the
range
for the
i=1 1
0.8434
inputs even further.
Similarly,
with
66.67%
probability
any
P2
(i)
c
will
lie
in
the
range
[1,
2],
which
given value of
i=0
in this example implies that the parties learn that with the
Pn
(i)
probability 66.67% 0.429 ≤
i=1 x1 ≤ 0.858. Using the
same analysis, similar information can be learned about the
(i)
range of the sum of x2 ’s.

The above example showed what information is readily available to all participants. The situation, however, worsens when
some of the participants collude. The protocols in [24] were
intended to be resilient against any number of colluding
parties, and we next show that the SRoS protocol is far from
secure in that case. Once again, we need to consider what
information the parties can deduce from the output of the
(secure) computation and compare it to the information that
the parties can discover during this protocol. Suppose that
P0 through Pm−1 collude for some 1 < m < n. Given the
Pn−1 (i) Pn−1 (i)
output of the computation r = i=0 x1 : i=0 x2 (which
will be only partial output when k > 2) and their respective
Pm−1 (i)
Pm−1 (i)
inputs i=0 x1 and i=0 x2 , the colluding parties can
learn additional information from the output. In particular, they
can find the relationship between the honest parties’ inputs
Pn−1 (i)
Pn−1 (i)
i=m x2 by expressing the former as the
i=m x1 and
function of the latter and somewhat narrow the known range
Pn−1 (i)
Pn−1 (i)
for the possible values for i=m x1 and i=m x2 using

(2)

1
The value of x1

Pn−1 (i)
the computation is 1ℓ , the parties also know that that i=0 x1
cannot take a few smallest possible values (such as 1ℓ , 2ℓ , etc.)
Pn−1 (i)
since i=0 x2 is smaller and must satisfy the ratio r.
During the execution of the protocol above, on the other
hand,
parties learn x1 = 0.858 and x2 = 0.7722. Because
Pn−1the
(i)
c
< 3, from the released information the parties
i=0
Pn−1 (i)
immediately know that i=0 x1 > 0.858/3 = 0.286 and
Pn−1 (i)
> 0.7722/3 = 0.2574. This reduces the range
i=0 x2
Pn−1 (i)
Pn−1 (i)
of the possible values of i=0 x1 and i=0 x2 by about
10%. The parties might also be able to limit the value of
Pn−1 (i)
Pn−1 (i)
ℓ is small, i.e.,
i=0 x2 from the above when
i=0 x1P and
Pn−1 (i)
n−1
because i=0 c(i) ≥ 3ℓ , it must hold that i=0 x1 ≤ 0.858ℓ
3
Pn−1 (i)
and i=0
x2 ≤ 0.7722ℓ
.
3
We also know that the probability density function (pdf) for
the sum of n = 3 uniform variables in (0, 1) is
 1 2
0≤x≤1
 2x
1
2
f (x) =
(−2x
+
6x
−
3)
1≤x≤2
 21 2
(x
−
6x
+
9)
2≤x≤3
2

0.8
0.6
0.4
0.2
0
0

0.2

0.4

0.6
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0.8

1

(2)

Fig. 1. Information about the input values of party P2 that can be deduced
from the output of a secure ratio protocol.

the fact that both must lie in the range (0, n − m).
In the SRoS protocol of [24], however, much more information about private inputs of honest parties can be deduced.
This is due to the fact that additional information about c(i) ’s
(which are used to protect the inputs) is known and additional
functions of the inputs of honest parties are revealed, which
narrow their range. We illustrate the analysis on an example.
Example 2. For simplicity, we use the same values as in the
previous example. Suppose that P0 and P1 collude against P2 .
In a secure implementation, the colluding parties only know
(2)
(2)
that (0.41 + x1 )/(0.34 + x2 ) = 10/9. They can compute
(2)
(2)
the linear function x1 = 10
9 x2 − 0.0322, which is plotted
in Figure 1. The parties then determine that in order for both
(2)
(2)
(2)
x1 and x2 to lie in the range (0, 1), the value of x2 must
be in the range (0.029, 0.929). In other words, the range of
(2)
possible values for x2 is reduced by 8%.
In the protocol of [24], however, the parties know that
(2)
(2)
(0.41 + x1 )(1.25 + c(2) ) = 0.858 and (0.34 + x2 )(1.25 +
(2)
(2)
c(2) ) = 0.7722. Therefore, they can express x1 and x2 as
linear functions of c(2) and, as before, attempt to limit the
(2)
(2)
range of values for x1 and x2 . In our example, these func(2)
(2)
0.858
0.7722
tions are x1 = 1.25+c
= 1.25+c
(2) − 0.41 and x2
(2) − 0.34,
which are plotted in Figure 2. It is obvious from the figure
that the information leakage is significant and substantially
exceeds what can be deduced from a secure implementation
(2)
of the computation. In particular, the range of x1 is narrowed
(2)
down to [0, 0.2764] and the range of c is narrowed down to
[0, 0.8427] using the first function. Using the second function,
(2)
the range of x2 is narrowed down to [0.0032, 0.2778], but
can further be reduced to [0.0295, 0.2778] considering that the
value of c(2) can be at most 0.8427 (this value of c(2) is shown
(2)
in the plot for x2 in Figure 2). Since the range of possible
(2)
(2)
values is reduced by 72.4% for x1 and by 76.2% for x2 ,
it is clear that a large amount of unintended information is
leaked.
We now analyze the second protocol, Secure Comparison of
Summations, which is given in [24] as follows:
Protocol SCoS
(i)

(i)

Input: Each party Pi has private input x1 , x2 . . ., where each
(i)
xj ∈ (0, 1). There is also public integer P > 1.

(2)

1

0.8

The value of x1

The value of x1

(2)

1

0.6
0.4
0.2
0

0.8
0.6
0.4
0.2
0

0

0.2

0.4

0.6

0.8

1

0

(2)

(2)

1
The value of x2

0.2

0.4

0.6

0.8
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The value of c

1

(2)

Fig. 3. Information about the input values of P2 that can be deduced from
the output of a secure comparison protocol.
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0.2
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n−1
i=0

(i)

x1 −

Pn−1
i=0

(i)

x2

P

n
(i)
i=1 c

informa(i)

tion about the magnitude of the difference between inputs x1
(i)
and x2 is gained. When some parties collude, this can lead
to learning information about the inputs of a single individual.

0
0

P

1

(2)

The value of c

(i)

Fig. 2. Information about the input values of party P2 that can be deduced
from the execution of k-SRoS protocol.

Output: Each party learns a bit b, where b = 0 if
Pn−1 (i)
i=0 x2 and b = 1 otherwise.

Pn−1
i=0

(i)

x1 >

Protocol steps:
1) Each Pi generates a random real u(i) in (0, 1 − 1/P ) and
(i)
(i)
(i)
(i)
computes y1 = x1 /P + u(i) and y2 = x2 /P + u(i) .
(i)
2) Each Pi generates a random real c ∈ (0, 1), and the
parties execute SPoS twice:
(0)
(n−1) (n−1)
(i) on private inputs (y1 , c(0) ), . . ., (y1
,c
) to
(0)
(n−1)
learn p1 = (y1 + · · · + y1
)(c(0) + · · · + c(n−1) ),
(n−1) (n−1)
(0)
,c
) to
(ii) on private inputs (y2 , c(0) ), . . ., (y2
(0)
(n−1)
learn p2 = (y2 + · · · + y2
)(c(0) + · · · + c(n−1) ).
3) Each Pi outputs 0 if p1 > p2 , and 1 otherwise.
For conciseness, we only analyze the case when a collusion
of participants takes place. As before, in a secure implementation, the participants can only learn information that can be
deduced from their inputs and the output bit. If parties P0
through Pm−1 collude, the only information they learn is the
Pn−1 (i)
Pn−1 (i)
constraints on the sums i=m x1 and i=m x2 that lead
to the computed bit.
In the comparison protocol of [24], however, additionally
Pn−1 (i)
information about the magnitude of the difference i=0
x1 −
Pn−1 (i)
x
can
be
deduced
even
without
collusion.
When
i=0 2
collusion is present, this can additionally lead to information
about the inputs of a particular participant. We next analyze
the protocol in more detail.
While no recommended value for P was given in [24], when
P = 2κ for a security parameter κ > 80, the release of a single
Pn−1 (i)
pj statistically hides the value of i=m
xj even in presence
of collusion. However, because the value of each u(i) is reused
in both p1 and p2 , security is violated. That is, by computing

(i)

Example 3. Let us use the same set of values for n, x1 , x2 ,
(1)
and c(i) as in the previous examples. That is, n = 3, x1 =
(2)
(3)
(1)
(2)
0.18, x1 = 0.23, x1 = 0.19, x2 = 0.19, x2 = 0.15,
(3)
x2 = 0.20, c(1) = 0.36, c(2) = 0.89, and c(3) = 0.18. In
secure implementation and in presence of a collusion between
parties P0 and P1 , they know from the output that (0.41 +
(2)
(2)
x1 ) > (0.34−x2 ). This allows the parties to slightly restrict
(2)
(2)
the inputs of P2 , where now x1 ∈ (0.07, 1), x2 ∈ (0, 0.93),
(2)
(2)
and the possible choices for the pair (x1 , x2 ) are given in
the shaded area in Figure 3.
After executing the protocol, however, the colluding parties
(2)
(2)
P0 and P1 learn that (p1 −p2 )P = (0.07+(x1 −x2 ))(1.25+
(2)
c ) = 0.0858. This allows them to compute the value of
(2)
(2)
(x1 − x2 ) as a function of c(2) , which is shown in the
(2)
(2)
top plot of Figure 4. That is, the value of (x1 − x2 ) is
restricted to the range (−0.0014, −0.0319). The parties can
(2)
(2)
(2)
thus conclude that x2 − 0.0319 < x1 < x2 − 0.0014. By
combining this information with what is already known from
the output alone (Figure 3), the parties can limit the possible
(2)
(2)
values of pairs (x1 , x2 ) to the area shaded in the bottom
plot of Figure 4. We can see that the area shaded in Figure 3,
which corresponds to uncertainty about P2 ’s inputs in secure
execution, is reduced by 94.7% to the area shaded in Figure 4
as a result of SCoS execution.
III. S ECURE C OMPUTATION

OF

DATA M INING F UNCTIONS

This section shows how the operations identified in Section I
as the basis of many data mining protocols – namely, addition,
multiplication, comparison, and division – can be implemented
in a secure and composable way. Composability means that,
due to the theorem of Canetti [6], a protocol consisting of
secure sub-protocols will be itself secure.
The choice of the techniques used in this work was driven
by the practical SMC efficiency considerations. In particular,
SMC can be based on three general types of techniques:
(i) threshold homomorphic encryption, (ii) garbled circuit
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Fig. 4. Information about the input values of P2 that can be deduced from
the execution of SCoS protocol.

evaluation, and (iii) secret sharing. The disadvantage of homomorphic encryption is that all operations take place in
a group of large size, which means that every single operation is expensive. Multi-party garbled circuit evaluation
(GCE) (see, e.g., [14]) is generally more efficient per operation than homomorphic encryption-based techniques, but uses
Boolean circuits that operate on bits. Furthermore, the most
efficient implementation of multi-party GCE known today,
FairplayMP [3], uses secret sharing techniques for building a
garbled circuit, and several interactive operations over secretshared values are needed for each gate. This leaves us with
the techniques based on a linear secret sharing scheme, where
all operations are performed over a field of small size and the
computation of any linear combination of secret-shared values
requires no interaction of the participating parties.
In detail, we assume that computational parties (CP)
P0 , . . ., Pn−1 are connected with each other by secure authenticated channels. Each input party also establishes secure
channels with P0 through Pn−1 . For concreteness, we assume
that Shamir secret sharing [21] over a finite field Zp is used
as the underlying secret sharing scheme, where p is a (small)
prime (such that all values we want to represent do not exceed
p). We use notation [a]p to denote that a is shared among
the parties. In particular, when value s is shared, there is
a polynomial fs (x) = at xt + · · · + a1 x + s mod p with
randomly chosen coefficients ai ∈ Zp for i = 1, . . ., t and
Pi ’s share is fs (i + 1). With this setup, the shared value
s can be easily reconstructed from any t + 1 shares using
Lagrange interpolation. On the other hand, t parties or less
cannot learn any information about the shared value, i.e., it is
perfectly protected in information-theoretic sense regardless
of the computational power of the participants. Therefore, an

adversary can corrupt up to t parties, where t < n/2 for
passive adversaries and additional restrictions can apply for
active adversaries.
Let values a and b be shared among the parties as [a]p =
(fa (1), . . ., fa (n)) and [b]p = (fb (1), . . ., fb (n)). Then the
following operations can be performed on the shared values
without any interaction: to compute [a + b mod p]p , each
party Pi locally computes fa (i) + fb (i) mod p; to compute
[c + a mod p]p = c + [a]p where c is a publicly known value,
each party Pi locally computes c + fa (i) mod p; to compute
[ca mod p]p = c[a]p , each party Pi computes cfa (i) mod p.
Similarly, any linear combination of any number of shared
values can be computed locally.
Multiplication of shared values, on the other hand, [ab mod
p]p = [ab]p requires P0 , . . ., Pn−1 , to communicate with each
other. In particular, the overhead is dominated by the need
for party Pi to securely transmit an ℓ-bit message to each
party (and receive a message from each party), e.g., using the
multiplication protocol from [13]. Therefore, communication
overhead for a single party is n − 1 transmissions, and a
multiplication protocol involves transmission of the total of
O(n2 ) messages. The current description assumes that the adversary is passive. When security against malicious adversaries
is desired, additional general techniques based on verifiable
secret-sharing (VSS) can be utilized to make the protocols
resilient to such behavior (see, e.g., [13], [10]).
Normally, performance of a protocol is measured in terms
of two parameters: (i) the number of interactions (multiplications, secret splitting or opening) necessary to perform the
computation and (ii) the number of sequential interactions, i.e.,
rounds. We employ the same metric in this work.
Going back to our setup in Section I, before a privacypreserving data mining computation takes place, each IP
distributes its private inputs to the CPs P0 , . . ., Pn−1 . Upon
protocol completion, P0 , . . ., Pn−1 communicate their shares
of the output to each OP who reconstructs the result from the
shares. Two secure operations – addition and multiplication –
are trivial in this framework: addition of shares is performed by
each CP locally and multiplication is performed interactively
as described above. The rest of this section concentrates on
the remaining two operations: comparison and division.
A. Comparison
Performing comparison of two values often requires access
to the bits in their binary representation, and we use notation
[a]B = [a1 ]p [a2 ]p . . .[aℓ ]p to denote that each bit of binary
Pℓ
i
representation of a =
i=1 2 ai is secret-shared by the
parties. Because comparison is a commonly used operation,
it has been a subject of research. Some publications provide
techniques for comparing two bit-decomposed values, the most
efficient of which are listed in Table I, while others such as
[7] allow comparison without bitwise representation. We defer
discussion of the latter to section III-D. Theoretical literature
(such as [11]) concentrates on constant-round techniques,
which normally minimize the latency of computation when the
operation is run in isolation. When, on the other hand, many

Source Rounds Interactions Security Passive
Active
√
√
[11]
8
19ℓ
perfect
√
√
[12]
log2 ℓ
3ℓ − 2
perfect
TABLE I
K NOWN TECHNIQUES FOR COMPARISON OF TWO BIT- DECOMPOSED
VALUES OF LENGTH ℓ.

Source
Rounds
Interactions
Security
[11]
15
47ℓ log2 ℓ
perfect
[19]
5
7ℓ + 3
statistical
[7], [1]
log 2 ℓ + 1
ℓ log2 ℓ + ℓ
perfect
[7], [1]
2 log2 ℓ − 1 5ℓ − 2 log2 ℓ − 4 perfect
Appendix A
ℓ
2ℓ − 1
perfect

Pas
√
√
√
√
√

Act
√
√
√
√
√

TABLE II
K NOWN TECHNIQUES FOR ADDITION OF TWO BIT- DECOMPOSED VALUES
OF LENGTH ℓ.

operations can be executed in parallel, techniques that minimize the overall work are preferred. For example, in Table I
the techniques of [12] offer lower round and overall overhead
as long as ℓ ≤ 256, i.e., for all data mining applications. The
last three columns in the table show that perfect informationtheoretic security can be achieved in presence of passive or
active adversaries.
B. Bit-oriented addition and subtraction
Before discussing the division operation, we turn our attention to addition and subtraction of bit-decomposed values
[a]B and [b]B . While addition of two secret-shared values
[a]p and [b]p can be performed without any interaction, in
some cases it is beneficial to be able to add two values in
a bit-decomposed form, so that their sum is also available
in the bit-decomposed form (the same functionality can be
achieved by locally computing [a]p and [b]p from [a]B and
Pℓ
[b]B , respectively, as [x]p = i=1 2i [xi ]p , then locally adding
them [c]p = [a+b]p and decomposing [c]p into bits, but adding
two bitwise values can often be achieved more efficiently
than bit decomposition). In particular, this operation is used
in division and bit decomposition protocols. We list known
techniques for bit-oriented addition in Table II (subtraction
can be performed similarly). Also, while prior publications
target minimizing the number of rounds, the best performance
in terms of the overall overhead is achieved using a linear (in
the length of values) number of rounds. For that reason, we
design addition and subtraction protocols that use only 2ℓ − 1
multiplications. They are described in Appendix A.
In Table II, statistical security means that with negligible
probability (in security parameter κ) some information about
private values can be revealed. Protocols with statistical security often have to use a field of a larger size resulting in
slower operations.
C. Division
The division operation is most complex among the computational primitives considered in this work. Privacy-preserving

division protocols appeared in the literature starting from twoparty solutions based on homomorphic encryption [2], [4] to
more recent multi-party protocols [8], [15], [9]. There are
a number of (conventional) division algorithms that can be
used as the basis for secure implementation such as long
division, Newton-Raphson, etc. Perhaps the most efficient
privacy-preserving division protocol is that of Catrina and
Saxena [9] that uses Goldschmidth’s method and was designed
to work on fixed-point values. While that algorithm has faster
convergence (i.e., requires fewer iterations) than long division
which computes a single bit of the quotient per iteration,
the protocol of [9] is not guaranteed to compute the exact
result (without an error). Furthermore, the solution achieves
statistical security and has to rely on fields of large size,
and security against an active adversary was not shown.
We therefore provide an alternative solution that computes
the result exactly, uses only standard techniques for which
countermeasures against active adversaries are known, and can
have advantageous performance when the length of values is
small.
The solution is built using an intuitive implementation of
division, which consists of a sequence of comparisons and
subtractions. That is, the logic of the protocol for computing
q = ⌊v/d⌋ and r = v mod d is as shown below, where r holds
the current remainder:
1. r := v;
2. for i = 1, . . ., ℓ
?

3. qℓ−i := (r ≥ 2ℓ−i d);
4. r := r − qℓ−i 2ℓ−i d;
5. output q1 , . . ., qℓ ;
In [15] we built a secure division protocol using this logic and
homomorphic encryption, but homomorphic encryption makes
it too expensive for use in applications that should scale. Here
we start with an optimization suggested in [15], then describe
our own additional optimizations, and use more efficient
building blocks to develop a protocol with fast performance.
Because on line 3 we perform a comparison with 2ℓ−i d, a
straightforward implementation would involve computation on
values as large as 2ℓ − 1 bits. It is, however, noted in [15] that
(ℓ + 1)-bit representation is sufficient for all iterations of the
computation. In particular, the (2ℓ − i)-bit representation of
2ℓ−i d is formed by shifting the bits of the bit-decomposed d
ℓ−i positions to the left and appending ℓ−i bits corresponding
to zeros. The (ℓ+1)-bit representation of 2ℓ−i d can be formed
by also appending ℓ−i zero bits to the value of d, but replacing
the ℓ − i most significant bits of the resulting representation
with a single bit that corresponds to their OR. This means that
if at least one of the ℓ−i most significant bits of 2ℓ−i d is 1, the
relationship v < 2ℓ−i d will be preserved (here the (ℓ + 1)-bit
representation of v is formed by prepending a zero as its most
significant bit). If, however, all of such bits are 0, the value
of (ℓ + 1)-bit representation of 2ℓ−i d equals to the value of
its (2ℓ − i)-bit representation. Notice that the (ℓ + 1)st bits for
each 2i d can be computed once for
all i before entering the
Wi−1
loop as prefix-OR operation ti = j=0 dℓ−j for i = 1, . . ., ℓ.

To further optimize the computation, we consider reducing
the number of iterations in the division. While the number
of iterations is not reduced asymptotically, our optimizations
reduce their number by a constant multiplicative factor with
minimal impact on the communication and computation of
the protocol. The optimization consists of computing a fixed
number k of quotient bits within a single iteration of the
protocol. The idea consists of replacing the comparison on
line 3 with 2k − 1 parallel comparisons that will compare v
with values 2ℓ−i−k+1 d · j, where j ranges from 1 to 2k − 1.
Then k bits of q can be determined from the outcomes of the
comparisons in k − 1 rounds using 12 (k − 1)k multiplications.
?

Let ci,j := (r ≥ 2ℓ−i−k+1 d · j) denote the outcome of a
comparison. We set qℓ−i = ci,2k −2k−1 = ci,2k−1 , qℓ−i−1 is
computed as qℓ−i−1 = qℓ−i ci,2k −2k−2 +(1−qℓ−i )ci,2k−1 −2k−2 ,
etc. Finally,Qthe value of 2ℓ−i−k+1 d · j is subtracted from r,
k−1
where j = t=0 2k−1−t qℓ−i−t .
To accomplish the last step, subtraction must be performed without having access to the computed quotient bits.
We achieve this by forming the value to be subtracted as
P2k −1
ℓ−i−k
d · j), where ij is a bit and at most one ij
j=1 ij (2
is set to 1. The value of ij is computed from the quotient
bits qℓ−i , . . ., qℓ−i−k+1 . For example, when k = 2, we
obtain i1 = ¬qℓ−i ∧ qℓ−i−1 , i2 = qℓ−i ∧ ¬qℓ−i−1 , and
i3 = qℓ−i ∧ qℓ−i−1 . If the values d · j are precomputed in
bitwise form in the beginning of the protocol, computation
of ij (d · j) consists of multiplying each bit of d · j with ij ,
after which the result is appended with ℓ − i − k + 1 zero bits
to obtain ij (2ℓ−i−k+1 d · j). Finally, the sum across all j’s is
performed (on bit-decomposed values) locally because at most
one value being added is non-zero.
The above optimization technique for reducing the number
of rounds affects the way the comparisons are carried out on
line 3 above using (ℓ+1)-bit values, and we need to ensure that
(ℓ + 1)-bit representations are computed for all 2ℓ−i−k+1 d · j.
In order to combine both optimization techniques on line 4,
we notice that it is sufficient to use only ℓ least significant bits
of 2ℓ−i−k+1 d · j because the subtraction is performed only if
the ℓ-bit value r is larger than 2ℓ−i−k+1 d · j. This gives us the
overall division protocol presented next.
For simplicity of exposition, we describe it for the case of
k = 2 and even ℓ (when ℓ is odd, one iteration of the loop
should be executed to compute a single bit of the quotient
instead of two).
Divide([v]B = [v1 ]. . .[vℓ ], [d]B = [d1 ]. . .[dℓ ])
1) The parties execute [s]B
=
Add(0[d1 ]. . .[dℓ ],
[d1 ]. . .[dℓ ]0), where [s]B = [s1 ]. . .[sℓ+2 ].
2) The parties execute ([t1 ], . . ., [tℓ−1 ]) = PrefixOR([dℓ ],
. . ., [d2 ]) and ([t′1 ], . . ., [t′ℓ ]) = PrefixOR([sℓ+2 ], . . ., [s3 ]),
also set [t0 ] = 0.
3) Each party sets [r]B = [v]B , [0d]B = 0B , [1d]B = [d]B ,
[2d]B = 0[d1 ]. . .[dℓ−1 ], and [3d]B = [s1 ]. . .[sℓ ].
4) For i = 1, 3, . . ., ℓ − 1
a) the parties execute [c1 ]
=
Compare([r]B ,

0ℓ−i−1 [d1 ]. . .[di+1 ][tℓ−i−1 ]), [c2 ] = Compare([r]B ,
0ℓ−i [d1 ]. . .[di ][tℓ−i ]), and [c3 ] = Compare([r]B ,
0ℓ−i−1 [s1 ]. . .[si+1 ][t′ℓ−i+1 ]) in parallel, where 0j
denotes concatenation of j zeros.
b) the parties set [qℓ−i ] = [c2 ] and compute [qℓ−i−1 ] =
[qℓ−i ]([c3 ] − [c1 ]) + [c1 ] using one multiplication.
c) the parties compute [qℓ−i ][qℓ−i−1 ] and set [i1 ] =
[qℓ−i−1 ]−[qℓ−i ][qℓ−i−1 ]; [i2 ] = [qℓ−i ]−[qℓ−i ][qℓ−i−1 ];
and [i3 ] = [qℓ−i ][qℓ−i−1 ].
d) the parties compute in parallel [o1,j ] = [i1 ][1dj ],
[o2,j ] = [i2 ][2dj ], and [o3,j ] = [i3 ][3dj ] for j =
1, . . ., i + k − 1.
e) each party locally sets [oj ] = 0 for j = 1, . . ., ℓ − i −
k + 1 and [oj+ℓ−i−k+1 ] = [o1,j ] + [o2,j ] + [o3,j ] for
j = 1, . . ., i + k − 1 to obtain [o]B = [o1 ]. . .[oℓ ].
f) the parties execute [r]B = Subtract([r]B , [o]B ).
5) Return [q]B = [q1 ]. . .[qℓ ].
In the above, step 1 computes 3d (the values 0d, 1d, 2d, and
3d are explicitly set in step 3), and step 2 computes prefix OR
to form (ℓ + 1)-bit representation of 2ℓ−i−1 d, 2ℓ−i−1 2d, and
2ℓ−i−1 3d. In step 4(a), three comparisons with r are performed
in parallel, after which 2 quotient bits P
are computed in step
4(b). Steps 4(c)–(e) compute the sum 3j=1 ij (2ℓ−i−1 d · j),
after which it is subtracted from r. Note that when the
remainder r = v mod d is not needed, steps 4(c)–(f) can be
skipped in the last iteration of the loop.
Complexity. The protocol performs a single addition in step 1
and two prefix OR operations in step 2. The loop in step 4 adds
3 comparison operations, one subtraction, and a number of
multiplications in 2ℓ iterations. Notice that similar complexity
would be achieved if we performed ℓ iterations with a single
comparison and subtraction and a number of multiplications,
while the round complexity would rise by about a factor of
2. Assuming that we use bitwise addition and comparison
operations with log2 ℓ rounds and PrefixOR with log2 ℓ rounds
and 0.5ℓ log2 ℓ interactions from [7] with perfect privacy, we
obtain the round complexity of 2 log2 ℓ + 1 + 2ℓ (2 log2 ℓ + 4).
For ℓ = 32, this gives us 235 rounds. The number of multiplications is 1.5ℓ log2 ℓ + ℓ + 2ℓ (10ℓ + ℓ log2 ℓ − 4) + 3ℓ( 2ℓ + 1).
When several division or other operations are executed in
parallel, the cost of each of them can be noticeably reduced
at the expense of increasing the number of rounds. Also,
with statistical security guarantees, both the number of rounds
and the overall cost can be reduced by using more efficient
PrefixOR and comparison operations from [7].
Security. As can be seen from the protocol, no single value
is revealed throughout the entire computation, i.e., all values
are handled in a secret shared form. This means that no information can be leaked except what the building blocks might
leak. Because we use only secure sub-protocols to perform
privacy-preserving division, by the composition theorem [6] it
means that the entire protocol is also secure. In particular, the
simulator in Definition 1 can perfectly simulate the view of
the parties by using random values (or using the simulators

Source Rounds
Multiplications
Security
[11]
38
94ℓ log2 ℓ + 93ℓ √
perfect
[17]
25
47ℓ log2 ℓ + 63ℓ + 30 ℓ perfect
[20]
12
39.5ℓ + 15
statistical
[9], [1] log2 ℓ + 2
ℓ log2 ℓ + ℓ + 1
statistical

Pas
√
√
√
√

Act
√
√
√
?

TABLE III
K NOWN TECHNIQUES FOR BIT DECOMPOSITION OF AN ℓ- BIT VALUE .
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[10] R. Cramer, I. Damgård, and U. Maurer. General secure multi-party
computation from any linear secret-sharing scheme. In Advances in
Cryptology – EUROCRYPT, volume 1807 of LNCS, pages 316–334,
2000.
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B. Bit-oriented subtraction
The subtraction operation is used during the division protocol, and we describe a protocol for subtraction of bitdecomposed values explicitly as a modification of the above
addition protocol. For notational convenience, we use ci for
i = 1, . . ., ℓ + 1 to mean the borrow bit (with c1 = 0) and
si for i = 1, . . ., ℓ to mean the difference bit. We obtain
more efficient protocols if the computation is performed on
¬bi = 1 − bi rather than bi , and in what follows we use bi as
a shorthand for ¬bi . We obtain:

A PPENDIX A
S UPPLEMENTAL PROTOCOLS
Here we describe addition and subtraction algorithms that
take ℓ-bit operands in bit-decomposed form and produce their
(ℓ + 1)-bit sum or difference, respectively. The protocols
involve ℓ rounds, but require only 2ℓ − 1 interactive operations
(multiplications), giving a performance advantage compared
to other available solutions when many protocols are run in
parallel.

si

=
=

ai ⊕ bi ⊕ ci = ¬(ai ⊕ bi ⊕ ci )
1 − ai ⊕ bi − ci + 2(ai ⊕ bi )ci

=
=
=

ci ∧ ¬(ai ∧ bi ) + ¬ci ∧ ¬(ai ∨ bi )
ci (1 − ai bi ) + (1 − ci )(1 + ai bi − ai − bi )
1 − ai − bi + ai bi + ci (ai + bi − 2ai bi ).

and
ci+1

This leads to a subtraction protocol below that still uses only
2ℓ − 1 multiplications in ℓ rounds.
Subtract([a]B = [a1 ]. . .[aℓ ], [b]B = [b1 ]. . .[bℓ ])

A. Bit-oriented addition
In what follows, let ci for i = 1, . . ., ℓ + 1 denote the ith
carry bit with c1 = 0, and si for i = 1, . . ., ℓ denote the ith bit
of the sum. Then using the truth table for binary addition we
can express si and ci+1 as a function of ai , bi , and ci using
Boolean operators as follows:
si = a i ⊕ b i ⊕ ci

and ci+1 = ¬ci ∧ ai ∧ bi + ci ∧ ¬(ai ∨ bi ).

We further rewrite ci+1 as an algebraic expression as:
ci+1

=
=

(1 − ci )ai bi + ci (ai + bi − ai bi )
ai bi + ci (ai + bi − 2ai bi ).

Because ai ⊕ bi = ai + bi − 2ai bi , we see that all si ’s and
ci+1 ’s can be computed using only 2ℓ multiplications (more
precisely, 2ℓ − 1 multiplications because c1 is known to be 0):
ℓ multiplications to compute all ai bi and ℓ multiplications to
compute all ci (ai ⊕ bi ). This computation results in ℓ rounds
because of the sequential nature of the computation of the
ci+1 ’s. More precisely, we obtain the protocol given next. For
simplicity of exposition, all products ai bi are computed in the
first round of the protocol, while in an implementation it would
make sense to spread them out through all of the rounds.
Add([a]B = [a1 ]. . .[aℓ ], [b]B = [b1 ]. . .[bℓ ])
1) For i = 1, . . ., ℓ in parallel execute [di ] = [ai ][bi ].
2) Each party locally sets [fi ] = [ai ] + [bi ] − 2[di ] for i =
1, . . ., ℓ and also [s1 ] = [f1 ] and [c2 ] = [d1 ].
3) For i = 2, . . ., ℓ,
a) execute [hi ] = [ci ][fi ].
b) each party locally sets [si ] = [fi ] + [ci ] − 2[hi ] and
[ci+1 ] = [di ] + [hi ].
4) Set [sℓ+1 ] = [cℓ+1 ].
5) Return [s1 ]. . .[sℓ+1 ].

1) Each party locally sets [b′i ] = 1 − [bi ] for i = 1, . . ., ℓ.
2) For i = 1, . . ., ℓ in parallel execute [di ] = [ai ][b′i ].
3) Each party locally sets [fi ] = [ai ] + [bi ] − 2[di ] for i =
1, . . ., ℓ and also [s1 ] = 1 − [f1 ] and [c2 ] = 1 − [a1 ] −
[b′1 ] + [d1 ].
4) For i = 2, . . ., ℓ,
a) execute [hi ] = [ci ][fi ].
b) each party locally sets [si ] = 1 − [fi ] − [ci ] + 2[hi ]
and [ci+1 ] = 1 − [ai ] − [b′i ] + [di ] + [hi ].
5) Set [sℓ+1 ] = [cℓ+1 ].
6) Return [s1 ]. . .[sℓ+1 ].
Note that in the division protocol, when subtraction is performed on a and b, we always have that a ≥ b. This means
that we can skip the computation of the last borrow bit cℓ+1 .
Security. Security follows from the fact that no value is
revealed in the clear throughout the execution. This means that,
as long as the underlying basic operations provide security
against t or less colluding parties, the overall protocol is also
secure.

