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Abstract. The prevalent nature of Internet makes it a well suitableioredor
many new types of services such as location-based servicksteeaming con-
tent. Subscribers to such services normally receive etetlypontent and can
obtain access to it if they possess the corresponding dieamyey. Furthermore,
in location-based services a subscription is normally to a geographic area
specified by user-specific coordinates, x2), (y1, y2) and custom time interval
(t1,t2). Similarly, subscriptions to other services also involveltiple dimen-
sions. The problem of key management is then to assign kegado point on
a D-dimensional grid and to subscribers in such a way as to pealinisers to
obtain access only to the resources in their subscriptiadsnginimize the as-
sociated overhead. In this work, we develop a novel key mamagt scheme
for multi-dimensional subscriptions that both outperferexisting solutions and
supports a richer set of access privileges than existingmeh. Our scheme is
provably secure under the Decision Linear Diffie-Hellmasémption.

1 Introduction

The ubiquity of digital communication today allows it to basdy used for a variety of
broadcast or streaming services. For instance, locatisedservices (LBS) have be-
come widely spread and deployed; examples of such servickgle LOC-AID [2] and
Garmin [1]. In these systems, a user typically can subs¢ailzegeo-spatial area for a
specified duration of time and is able to query the systemfatial-temporal informa-
tion such as traffic conditions, points of interest near di@aar geographic location,
or receive periodic updates such as the weather forecaste T obviously a need to
ensure that only legitimate subscribers can obtain acogbg information within their
subscription rights. Similarly, geographic informatigrstems (GIS) collect and store
large amounts of geo-spatial data such as satellite imagdghere is a need to protect
this data from unauthorized access. In particular, the mapae of fine-grained access
control mechanisms that would permit precise release ofsgatial information was
discussed in the NRC's IT roadmap to geo-spatial future 74 major challenge.

In such systems, a user typically subscribes for a fee to @ lBounded by coor-
dinates(z1, 1) and(z2, y2) for a specific time interval,, t2]. A user is then allowed
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to access the resource or broadcast associated with théiraie(z, y) at timet if and
onlyif ;1 <z < z9,y1 <y < yo, andt; < t < to. The space is modeled as a
two-dimensional grid of siz&} x T cells. Time is also partitioned into small slots and
becomes the third dimension of the grid. More generally,id gf any dimension can
be specified and used.

A typical solution in broadcast services is to encrypt cohéand broadcast the en-
crypted content. The access control is then enforced bsitaliting certain secret keys
to subscribers and ensuring that the decryption key for adwasted resource is avail-
able only to the parties who are authorized to access thamesdr his setup has several
advantages including the ability to outsource the storagiedistribution of encrypted
content to a third-party provider, which is important in Glygstems or location-based
services that deal with large volumes of data. Another adggnis that users can also
remain anonymous while accessing an (authorized) resource

Access control enforcement is therefore implemented wankanagement, which
is a well studied topic. With this enforcement mechanisra,gdtrvice provider assigns
keys to the resources (in our context, all resources agedaidth a single position in a
multi-dimensional space are assigned the same key). Wheeraubscribes to a set of
resources in the system (i.e., a sub-grid in multi-dimemaigpace), she obtains secret
information that will allow her to obtain access to the sulised resources. This secret
information either can directly contain decryption keys &l resources to which the
user is entitled to have access or can permit derivatiorl efiah keys. The challenge in
designing such solutions is in ensuring that the accessalgrlicy is enforced while
achieving the best possible performance. Therefore, teehead of such solutions is
measured in terms of the size of user secret keys, work reagasglerive a key, amount
of additional information the service provider must maiimi&tc.

While key management for dynamic groups or hierarchicaksgys (such as RBAC)
is well-studied (see Section 2), solutions for geo-spatiatems and higher dimensions
appeared only in the recentyears [5, 20, 24]. In generaltisols that can be applied to a
space of an arbitrary dimensidhare desirable as they will allow any service or system
to be used within this framework. As an example of an appticathat benefits from a
key management scheme that supports any number of dimensimmsider streaming
television. When a user subscribes to television, the ageekicy could be specified
over a potentially large number of dimensions such as (itemtrbeing accessed (at
the level of station, show, or episode), (ii) quality of cheh(e.g, data quality and
commercial content), (iii) time of access (e.qg., hour, dagnth, and year), (iv) location
of user (e.g., state and zipcode). Unlike subscribing tactargular region in location-
based services, this subscription may not consist of a rangethe dimensions; that
is, a user could subscribe to multiple stations. Furtheeqrmore flexible subscriptions
than continuous range in all dimensions can be desirabledation-based services as
well: for example, there might be need to exclude certairggegehic regions such as
military installations or critical infrastructures fromisscriptions.

Our contributions. We propose a novel key management scheme for multi-dimeaisio
grids with attractive performance characteristics. Irtipalar, it has the following prop-
erties, which none of the existing schemes can simultahgaabieve:



— Users can subscribe to an arbitrary set of points or inteimedach dimension, i.e.,
the subscription region does not have to be contiguous.

— The amount of user secret storage and the amount of work arusstrperform to
derive a key do not exponentially depend on the number of dgeasD; both
storage and work are linear iR. This means that the scheme can be efficiently
realized for applications where the number of dimensiohgjs without burdening
the user; this substantially improves the performance @vetpto other schemes.

— Users do not need to access any external (publicly avajldbka for the purposes
of aiding key derivation; broadcast content is all a useeirexs.

— The service provider needs to store only a constant amotinfafmation associ-
ated with the scheme.

A more detailed comparison with prior literature is provdda the next section. We
are able to achieve this performance by issuing sub-keyseosifor each dimension
separately and using a mechanism for tying the sub-keysbfeser together to be able
to maintain security (i.e., to achieve resilience agaiogiusion). Our scheme enjoys
provable security under the standard Decision Linear apsam

2 Related Work

Related work on key management can be divided into two lihessearch that go under
the names of key management for access hierarchies and kgggupanagement. We
give a brief overview of each of them next.

In hierarchical access control schemes, all users areativiidto a set of access
classes, which are organized in a hierarchy. Resourcesiatsbwith each access class
are encrypted with the corresponding encryption key. A ustr access to a specific
class is allowed to access resources at her own class anelsakrdant classes in the
hierarchy. In order to lower overhead of such schemes, puiftirmation that helps in
the key derivation process is used. Users from differessela use different parts of the
public information data structure to derive necessary leffisiently. Performance of
such schemes is measured in terms of the number of keys aos=y, she size of public
information, work needed to derive a key, and overhead &ssalcwith user joins and
leaves.

The formal definitions of security in this context were putvward by Atallah et
al. [7, 3] (the overall literature is very extensive, seg,f7] for an overview), and, in
particular, that work defined the notion kdy recoveryandkey indistinguishabilityor
key management schemes. Consequently, the work of Ateaiede[8] extended the
definitions to time-based key management for a hierarchg@édss classes, where time
is partitioned into small slots and a user obtains access#tain class in the hierar-
chy (and consequently to all descendant classes) for arceaatiguous interval of time
which may differ for each usérThe authors also showed that the security notions in the
presence oftaticandadaptiveadversaries are (polynomial time) equivalent for time-
based schemes, which means that showing security agaitistatversaries is suffi-
cient for such schemes. In this extended framework, keyaon is now performed

% This problem was studied prior to Ateniese et al. [8] (se, {21, 15, 22]), but earlier schemes
lack formal proofs of security and some of them are known teelscurity flaws.



for the purposes of hierarchical access control and tinsedbdi.e., one-dimensional)
access control. Other work on time-based key managemaméothierarchies includes
[6,12] that improve performance of the initial solutiong[4, lowering the overhead
associated with the schemes. These latter publicatiomsagmechanism for perform-
ing time-based key management that can be combined withwdtabke hierarchical
key management scheme, i.e., the mechanisms for achievingdals are decoupled.
More recently, techniques for higher dimensions were psepdacas well. In particu-
lar, [5] gives an efficient solution for geo-spatial (i.evptdimensional) access control,
which is further improved and extended to a higher numbeiragdsions in [24].

Literature on group key management is also concerned watipitbblem of key as-
signment to users and resources. No relationship betwesrtiasses or groups is as-
sumed (i.e., key management is performed for each groupeérdiently), and instead
the need to perform key derivation comes only from the dycamature of groups,
where a user can join and leave a group at any time. The kesrelifte between this
line of work and work on hierarchical key managementis (§atre of relationship be-
tween the groups, and (i) inability to use public storageparticular, the use of public
information greatly aids the performance of hierarchichlsnes (including extensions
to multiple dimensions) resulting in low overheads in tewhthe number of user keys
and key derivation time. In group key management protodois,assumed that some
content is broadcast to the users, and the users can dezivetessary decryption key
(using the broadcast and stored keys) if and only if they atkaaized to access the
content.

This problem is well studied with many solutions availatded, e.g., [14, 13, 23,
18]). Srivatsa et al. [20] were first to extend the framewarkultiple dimensions, to
enable such schemes to be used with location-based sesuicksas spatial-temporal
authorizations and subscription services of any dimemditynin general. This work
provides a solution which is significantly more efficientritthe straightforward use of
prior group key management protocols for a single group sampgorts access to a con-
tiguous interval in each dimension. Its user overhead ¢(he.number of keys and key
derivation time), however, is exponential in the number iofi@hsions, which makes
it less suitable for applications where the number of dinmrssis large. Our solu-
tion simultaneously removes exponential dependence amutmder of dimensions (all
overhead is at most linear in the number of dimensions) afuddaes expressiveness
of the scheme by permitting user access to any subset ofisleésh dimension.

We summarize performance of other solutions and our schariiatile 1. In the
table,D denotes the number of dimensiok§,denotes the set of user subscription units
in dimension;, where| X is the size of the set, arfj denotes the maximum number of
units in dimension. The expressiveness column indicates whether a schemerssipp
only contiguous intervals in each dimension (in which cagecan be specified as a
rangefa, b] for a < b) or any subset of units in each dimension from the availsdnge
[1, T;]. The communication overhead column indicates the amouthtaf that must be
made available to permit key derivation faf authorized users when encrypted content
for to a single point in theD-dimensional space is broadcast. That is, the solution of
Yuan-Atallah uses a public data structure of the specifiee siat allows any user to
efficiently derive decryption keys for any subscribed pairthe D-dimensional space,



| Scheme | Userskeys | Key derivation]| —Comm. overhead [Expressiveness

Yuan- o(1) o(1) O(12, T contiguous
Atallah [24] (log* log* ([T, T:))P)| interval

Srivatsa | O(+(2”~ " O(+(27- - contiguous
etal. [20] |37, log | X:])|>2 , log | X)) interval

Our schempO(>-" | |X:]) O(D) O(D) any subset

Table 1. Comparison with prior work.

| Scheme  [Public-key sizé Enc. cost [Ciphertext sizfDec. key sizg Dec. cost |
Boneh-Waters [11] O(D-T) | O(D-T) | O(D-T) O(D) O(D)

Shietal.[19] | O(DlogT) |O(DlogT)| O(DlogT) | O(DlogT) |O((log T)")
Table 2. Performance of multi-dimensional query over encrypteédahemes.

but the solution is not well suited for uni-directional bdzast services since different
users will need to use different parts of the public datacttme. In our case, each
encrypted transmission can be easily prepended Dithata items which will permit
all authorized users to obtain access to the content.

Another direction of research related to this work is queaeer encrypted data. In
particular, we mention the work of Shi et al. [19] on multirnsional range queries
and the work of Boneh and Waters [11] that permits multi-digienal subset and range
queries. Since these schemes do not use key derivation lfarefdre have different
characteristics), but could potentially be used in our egfatwe provide their perfor-
mance separately in Table 2. This table ufess the number of points in each dimen-
sion,i.e..I'=T; = ... = Tp. Itis clear that in our context transmitting ciphertext of
sizeO(D - T) (as in [11]) or having decryption cost 6f((log 7)) operations (as in
[19]) is not acceptable. The higher computational cost @s¢hschemes is dictated by
stronger privacy properties (i.e., the inability to detarenattributes associated with a
ciphertext), which is not needed in our context.

Finally, we mention attribute-based encryption (ABE) asogeptial realization of
the functionality we seek. With traditional ABE, we will béla to form a cipher-
text with D attributes which corresponds to a cell in the multi-dimenal grid. A
client who wishes to subscribe to items = X; x --- x Xp will then have to store
Hfil | X;| keys (i.e, a key per cell of its subscription). Communicatiost isO(D)
and decryption cost is al9(D). If we employ a hierarchical ABE, the efficiency can
potentially be improved through derivation, but the cosessiill significant. If, for ex-
ample, we use Boneh et al. [9] hierarchical identity basexgmion (HIBE), which
has performance characteristics among the best known #BE ldthemes in that the
ciphertext size is independent of the number of eleméniis each dimension, permit-
ting a user to subscribe to only continuous intervajsn each dimension already leads
to O(Hil(log |T;|log | X;])) private key storage, and supporting arbitrafys results
in O(Hi1(|Xi| log T;)) key materiaft In such schemes, the size of each decryption

4 This can be somewhat decreased with longer ciphertexts (J({asjzeO(]_[Z.’;1 log T5)).



key depends on the height of the hierarchy, é"@lil log | X;|) (O(]_[i’;1 | X:])) keys
are needed to represekitin the case of contiguous intervals (resp., any subsets).

3 Model Description and Definitions

System Model.A service provider has a resource, which is associated withirat in
D-dimensional space. We denote the number of items/intemagith dimension, for
j =1,...,D, by T;. We will assume that the units are numbered 1 throlighi.e.,
lie in the interval[l, T;]. Then access to a resource with coordindtesis, . . .,ip)
knowledge of the key will imply access to the resource.

Now suppose that a uséfis authorized to have access to unifs= X; x X, x
.-+ x Xp, where eaclX is an arbitrary subset df; units in dimensiory (i.e., unlike
the prior work, the intervals in each dimension do not haugetoontiguous). With such

.....

i; € X, for eachj. We denote the private information tliateceives bysx. Obviously,
storing]‘[f’:1 |X ;| keys at the user end is not always practical, and signifizantire
efficient solutions are possible. #ulti-dimensional key assignment (MDKA) scheme
assigns keys to the units in a multi-dimensional space aesuso that proper access
control is enforced in a correct and efficient manner. Sughdeneration is assumed
to be performed by the resource owner, but once a user isdishaeeys, there is no
interaction with other entities. More formally, we define ®KIA scheme as follows:

Definition 1. LetT = T1 x Ty x --- x Tp define aD-dimensional space. A multi-
dimensional key assignment scheme consists of algorithensp, Assign, Derive) s.t.:

Setup is a probabilistic algorithm, which, on input a security paneterl” and D-
dimensional gridl’, outputs (i) a keys;, ... ;, forany(iy,...,ip) € T; (ii) secret
informationsec associated with the system; and (iii) public informatioub. Let
(K, sec, pub) denote the output of this algorithm, whékeis the set of all keys.

Assign is a probabilistic algorithm, which, given specificationaxfcess rightsX =
X7 x .-+ x Xp C T and secret informatiosec, outputs private informatiol§’x .

Derive is a deterministic algorithm, which, on input access righits= X; x - - - x Xp,
a point (i1,...,ip) € T, private informationSx, and public informatiorpub,
outputs keyk;, i, if (41,...,ip) € X and a special failure symbadl otherwise.
The correctness requirement is such that, for each set cdsscdghtsX C T,
each poin{(iy, .. .,ip) € X, each private informatio'x, each key;, ., € K,
and each public informatiopub thatSetup(1”, T') andAssign(X, sec) can output,
Pr[Derive(X7 (il, Cay iD), SX7 pub) = kil,---7iD] = 1.

Note that we provide a general specification of such a schéaatecin work under
different assumptions. As mentioned above, in our solugiccess to the entire public
information is not needed, and instead the key derivatigorthm needs access only
to the public information for one point in the-dimensional space, the key of which is
being derived. We will denote public information for poit, . . .,ip) aspub,, ;..
and this is what will be needed f@rerive. Also, it is possible that in some schemes all



values that thé\ssign algorithm outputs (i.e.Sx for everyX C T') can be produced
at the system initialization time (in which casasign is deterministic), but it is still
desired to separate it frofetup.

Security Model. In prior literature on key management schemes, two secgagls
have been defined [3]: security agaikey recoveryin which an adversary is unable
to compute a key to which it should not have access, and $gaeuith respect tdey
indistinguishability which means that an adversary is unable to learn any infiwsma
about a key to which it should not have access and thus carstotglish it from a
random string of the same length. The latter is obviouslyrangter notion of secu-
rity. Also, the literature on one-dimensional (i.e., tilnased) KA schemes (e.g., [8])
distinguishes between security in the presencgtatic adversariesnd security in the
presence oddaptive adversarie§hen a static adversary is given a specific unit (i.e., a
D-dimensional point in our context) to attack and obtainseasdo all other keys that
do not allow it to access the challenge point. An adaptiveeeshry, on the other hand,
obtains oracle access to thAesign algorithm, can query user keys of its choice, choose
a challenge unit, and eventually output its response tolihenge.

In [8] it was shown that the security of key assignment scheawainst a static
adversary is (polynomial-time) equivalent to the secuaijpinst an adaptive adversary
for both security goals (key recovery and key indistingalsility), which on the surface
appears to enable us to consider only static adversariese ¢ however, a difference
between prior and our specifications of the key assignmeoriéhm in that we allow
it to be probabilistic. This, in particular, means that tweers with exactly the same
privileges can obtain different secret information thadws them to access the same
resources. From the security point of view, this differeisagrucial enough that equiva-
lence between security notions in presence of static angti@dadversaries no longer
holds. That s, a static adversary obtains secret infoonatbrresponding to a minimal
number of users that ensures coverage of keys for all ressu@xcept its challenge,
while an adaptive adversary can query any number of keysdesiply the same or
overlapping access rights. Thus, there can be schemeg¢hseéeure if adversary ob-
tains only one set of key material, butinsecure when an advghas access to multiple
versions of the secret information for related accesssigfterefore, in the rest of this
work we will concentrate on adaptive adversaries only.

Throughout this work, we use notatiant™ A to mean that is chosen uniformly
at random from the set. A functione(x) is negligibleif for every positive polynomial
p(-) and all sufficiently large, (k) < ﬁ.

Let A denote an adaptive adversary attacking the security of a MBtheme A
obtains all public information and is given oracle accessstign algorithm. In the first
stage of the attackd can quenAssign(sec, -) and outputs its choice of challenge point
(i1,...,4p). Inthe second stage of the attagkcan further query its oracle and produce
its response. Let the sé€ denote all queries thatl makes toAssign. .A can query
its oracle for any access righ#§ of its choice with the restriction that the challenge
point cannot be contained ik. This in particular does not prevent the adversary from
constructing queries that contain all of thé from the challenge across several queries
(e.g., queryingX; and X such tha(iy,...,ip_1,ip) € X1 and(¢},iz,...,ip) € Xo
is allowed ifi’, # ip andi} # 41), which means that the solution must be collusion



resistant. Because the notion of key indistinguishahsistrictly stronger than security
against key recovery, and it is a widely accepted securitgdehave concentrate on
security with respect to key indistinguishability only. 8ihafter the first staged is
given either the real key corresponding to the challengatpmi a random value and
must correctly guess which one was used. We require thattteess probability afd

is negligible inx. The key indistinguishability experiment is given below.

ExperimenExpy;3a, (15, T)

(K, sec, pub) « Setup(1%,T)

(i1, ..ip), state) — AP (1% T, pub)

b & {0,1}

if b= 0thena & {0, 1}F1inl elsea — ky, i,

b — Ag‘sygn(sec")(l“, T, pub, (i1, ...,ip), state, )

if VX € Q, (i1,...,ip) ¢ X andb = ¥’ then return 1 else return 0

Definition 2. LetT = Ty x --- x Tp be a D-dimensional grid of distinct units and
MDKA = (Setup, Assign, Derive) be a multi-dimensional key assignment schem&for
and a security parametet. ThenMDKA is secure with respect to key indistinguisha-
bility in the presence of an adaptive adversady= (.A,, .42) with oracle access to
Assign(sec, -) in both stages of the attack if it satisfies the following pnties:

— CompletenessA user, who is given private informatio$ly for access rights to
X =X; x---x Xp CT,is able to compute the access Kgy . ,, for each
(i1,...,ip) € X using only her knowledge 6fy and public informatiorpub with
probability 1. _

— Soundnessf we let the experimerExpy3 a4 be specified as above, the advan-
tage of A is defined as:

Advi, (17, T) = |PriBxpliind (1%, 7) = 1] - §
We say thatMDKA is sound with respect to key indistinguishability if for kac

(i1, . .,jD) e T, for all sufficiently largex, and every positive polynomigal-),
Advlh‘,fg;jﬁil(l“, T) < 1/p(x) for each polynomial-time adversas.

In addition to the security requirements, an efficient MDKoheme is evaluated by the
following criteria:
— The size of the secret data a user must store;
— The amount of computation for generation of an access ketphéotarget resource;
— The amount of information the service provider must mamtai

Number-Theoretic Preliminaries. The notatiorlcG = (g) denotes thay generates the
groupG. Our solution uses groups with pairings, and we review cptscenderlying
such groups next.

Definition 3 (Bilinear map). Amape : G x G — G is a bilinear map if the following
conditions hold:

— (Efficient) G and G are groups of the same prime order and there exists an
efficient algorithm for computing.



— (Bilinear) For all g € G, anda, b € Z,, (g%, ¢°) = e(g, 9)*°.
— (Non-degenerate) i generate$s, thene(g, g) generate$ .

Throughout this work, we assume that there is a setup afgorfiet that, on input
a security parametelr®, outputs the setup for grou = (g) of prime orderg that
have a bilinear map, andh = e(g, g) generate& (which also has ordey). That is,
(¢,G,Gr,e,g,h) « Set(1%).

The security of our scheme relies on Decision Linear Diffidlidan assumption
(DLIN). It was introduced in [10] and is currently widely ukeve review it next.

Definition 4 (DLIN). The Decision Linear problem is, given generatpof G, g¢,
g% g%, ¢*?, and Z, wherea,b,c,d € Z, andZ € G, output 1 ifZ = g°*¢ and 0
otherwise. We say that the Decision Linear assumption haldsif any probabilistic
polynomial time (inx) adversary.4 has at most negligible probability in solving the
Decision Linear problem. More precisely,

AdVDLIN,A(lﬁ) = |Pr[A(Gaqvgvgaagbvgacagbdnger) = 1] -
—Pr[A(G,q,9,9% 9", 9, g", g") = 1]|

for some negligible functios(-).

4 Description of the Scheme

Overview of the SchemeOur solution was inspired by work on multi-dimensional
range queries [19], where a secret was used to tie multiptenisions to achieve col-
lusion resilience in a different context. That high-levé¢a led us to develop a new
scheme which is more balanced than all existing key managesodutions and im-
proves their performance. Furthermore, our approach stgpporicher set of access
rights than prior key management work.

At a high level, in our scheme each pojnin the ith dimension (forl < ¢ < D
andl < j < T;) is assigned a secret;. There is also a system-wide secxetWhen a
user subscribes to the resourcestin= X; x --- x Xp, she is issued keys, or private
information Sx, that are a function of both; ;'s in her access rightX andw. In
particular,w is first split into D random shares; such thatzi';1 w; = w. Then for
each pointj in the ith dimension of user’s subscription (i.g.£ X; for1 < i < D),
the user obtains a kéy ; computed u sing; ; andw;.

When a user receives a broadcast and wants to compute a bejadsd with a point
(i1,...,9p), she will be able to derive the encryption key for that poiniydf i; € X
for eachl < j < D. To compute the encryption key, the user retrieves thetkgy
from Sx corresponding to each coordinateof the point(i, . ..,ip) in dimension;.
The point(iy, . . ., ip) will also have publicly available information consistingio + 1
values (which is included in the broadcast). The user coethlements of that public
data with her key$; ;, dimension-wise to compute the necessary encryption key.

Detailed Description.We now present a complete description of the scheme. Sgcurit
analysis is given in Section 5, and performance analysigati& 7.



Setup : Run(q, G, Gy, e, g,h) — Set(1*) to generate a group with pairings. Choose
the master secret <~ Zq. For each dimensiof) for each unitj in dimensiori, choose
its secrets; ; & Z4. For eachD-dimensional point with coordinatgs, , is, .. .,ip) €

T, generate public information by choosing, ... ;) & Z, and settingpub,, =

D

(ghGarip) gl Grip)Shin L gTG1ip)D0in ) The key for point(iy, iz, ..., ip) IS
e(g,g)" 02" for the value of-(;, .. ;,,y used in producing the public data.

Assign : Suppose usél is entitled to access privileges to/zdimensional structure
X = X; x X3 x --- x Xp, where for each dimensiah X; C 27 (i.e., X; can be
an arbitrary subset df; items). First, randomly choose random valuesu, . .., wp
fromZ, subject to the constrailf[:ii1 w; mod ¢ = w. Foreach = 1,..., D, for each

j € X;, randomly choose £ Zq, and addk; ; = (g%, g4 %19) to the user'sSx.

KeyDer : A user who is entitled to accessa-dimensional point with coordinates
(i1,...,ip) firstretrieves the key associated with each coordifyet@m her private in-
formationSx. Letk; ;. = (g%, g4} denote such a key. Next, the user retrieves

the publicinformation associated with the pginb,, ;| = (g"G1ip), "G i) Shin,
..,g"¢1ip)¥Psip ) from the broadcasted content and derives the encryptioagey
D
Hl e(kji, 2], pubs, i, [1D)e((Rjs, 1) 7 puby, i[5+ 1)
=

Hereu[i] denotes théth value of tupleu.

Itis clear from the above that a system consistinp[¢t , 7; points in theD-dimensional

space will supporf[l.’;1 2T: types of access privileges. While there is public informa-
tion associated with each pointi, in Section 6 we show that in practice the service
owner needs to have on{y(1) storage to maintain the operation of the system.

5 Security Analysis

In this section we show that our scheme satisfies both the letemgss and soundness
requirements. Efficiency of our solution is evaluated int®ecr.

Theorem 1. The multi-dimensional key assignment schtHA = (Setup, Assign, KeyDir)
presented above is complete.

Itis not difficult to show that the result of computation perhed at key derivation time
for a grid point always equals to the encryption key generfdethat point at the setup
time. We omit the details due to space considerations.

Theorem 2. Assuming that the Decision Linear assumption holds, thédmhensional
key assignment schenDKA = (Setup, Assign, KeyDir) presented above achieves
key indistinguishability in the presence of adaptive adaees.

Proof. Suppose there is a PPT adversarguch that\dvy . % (1%, 7) > 1/p(x) for
some polynomiap. We will show that there exists a PPT adversBrwith black box
access to4 that solves the decision linear problem with non-negligijimobability.



According to the definitionB is given(q, G, G, e, g, h), g%, g°, g¢, ¢g*?, and Z,
and need to decide wheth&r= g¢*<. In our case3 will be given Z of the formge+¢
or g%+ for someR € Z, (where each element of the group can be writtep&s? for
someR) and needs to correctly decide whether it was?.

Our algorithmB first chooses a random poi(’&l, . ,ED) € T. EssentiallyB is
guessing the point whicH will use as its challengés then interacts wittd as follows:

Setup: B performs system setup as follows:

1. It sets the parameters usifg G, Gr, e, g, h).
2. To generate secret information for the cells of the grdl,dfach dimension €
[1, D] and each elemente [1,7;] in dimensionj, B chooses a random element

Gt kid Zq4. B stores thesg values. To finish the setup of secret informatien,
we implicitly sets;: = g¢; whenij =t (i.e., it is part of the challenge) and to
sj+ = qj,+ + d otherwise. Note that in the latter caSeloes not know; ;.
3. To generate the public information for each pdint . .. ,ip), there are two cases:
- (i1,...,ip) = (41,...,1p): In this case, we usg” from B’s challenge to set
pub, . = (g% (g*)=,...,(g*)?p). This means that,
NoFice- thatPUbil,...,iD .: (gr(il xxxxx iD)7gT(i1 ,,,,, ip) Sl.iy s gr(il ,,,,, ip)'SD,ip ),
which is the same as in the real protocol.
— (i1,...,ip) # (i1,...,ip): Choose random;, ;) & 7, and usgy®, gt
from B's challenge to setub;, ;= ((¢*)"¢10), Ry,..., Rp), where

»1D

ip) — a.

(gb)“(il ..... ip) dhij if ij _ 'zj
Rj = bd\u(i, i D\U(iq,...ip) Divi; :
(g4 tiain) (gP) 1o ip i otherwise.

wheres; ;. = q;;, if i; = i;ands; ;; = q;;,+d otherwise (which is consistent

with the way secret information was setup). The above gueesrthat these

tuples are distributed identically to whehengages in the real protocol.
Assign queries WhenA asks for a querX = X; x X5 x --- X Xp, B responds as:

1. If@- € X, foreachl < j < D (i.e., X contains the challengely, outputsF" Al L.

2. OtherwiseB choosesn to be an index such thap, ¢ X, (there must be at least
one such index). Nex3 chooses and stores random valugs. . . , Wy, —1, W+1,
-..,wp fromZg. Letw' =37,y p .., wi. B creates the key material by setting
the key information for dimensiofiand positiort € X; as follows:

— If j = m, then choosé & 7, and use;®, g*¢, Z from B's challenge to com-
pute and returth; , = ((g°)%g, Z(g*%)tg=" (g) % g%) =
_ (gbf-i-l7 Zgbdg—w/-l-bfq]',ﬁ-q]',t) — (gbf-l-l7 Zgbf(dﬂ—qj,t)-ﬁ—qj,t—w/)'
Note that, because in this casg, = ¢;; + d, whenZ = g+, this tuple
is (gbé-ﬁ—l’ gc—w/+(b€+1)(d+qj,t)) — (gbf-i-l7 gc—w’-y—(bé-q—l)sj,t)' Otherwise, when
7 = gR+d, itis (gbé+1’gR—w/+(bé+1)sj,t)_
— If j # m andi; # t, first choose/ & Zg, then compute and retur ; =
((g")", g9 (g") 9 (gPh)") = (g%, g TPHaretd)) = (gt gwithlsir), where
85+ = ¢j,+ + d as required.



—If j # m andi; = t, choosel & Z, and returnk, , = (g%, g% g'%+) =
(g%, gwit*sit), where nows; ; = q;; as previously set.

Notice that the keys are consistent with those generatedréglzhallenger. In partic-
ular, for each dimensiopand each elemente X, k;, is of the form(g", g*i*7%it),
wherer takes the value df + 1, b¢, or ¢ depending on the case, and= " | w;,.
Note that we have implicitly defined using randomly chosew; for all but one di-
mension andZ. More specifically, ifZ = g°t¢, thenw = c and if Z = ¢gf**t?, then

w = R. In all cases3 does not knoww. Furthermore, this key assignment implies that
applying the key derivation procedure to the key(ar . . . ,ip) andpub; ~ ; results

in the encryption key(g, g)? whenZ = g°*t9 ande(g, g)*® whenZ = gfitd,
Challenge When A issues a challenge féf, , . .., ip), if (i1,...,ip) # (i1,---,iD),

B outputsF AT L. Otherwise B returnse(g®, g) = e(g,9)%. If Z = g4, then this

is the correct key, but iZ = ¢f*¢, then this is a independent key from the real one
specified by the above parameters.

More Assign queries Same as before.
Output: Eventually,4 outputs a bit’ andB returnsb’.

Supposes does not outpuF AIL. Then if Z = g°t4, A has been given the correct
key for the challenge point, and # = gR+d, A is given a random key. This means
that A’s view is the same as iExpllf,fg;(’RfiA(lf‘, T'). Furthermore, becausg simply
outputs whatA’s outputs, if.4 can distinguish keys with non-negligible probability,
B will also be able to solve the decision linear problem witmmegligible proba-
bility. We next give a more detailed analysis to tie the adagea of A in experiment
Expk,lcg;(‘f_{fiA(lf‘, T') with the advantage df in solving the decision linear problem.

First observe that:

PrExpidiad (1%, T) = 1] = Pr[Expydand (1%, T) = 1 A ProperQueries),
where the everieroperQueries means tha#d did not queryX containing the challenge
point during any of its calls td\ssign. This equality is true because the experiment
always outputs 0 whept violates this querying constraint. We also us®odGuess
to denote the event whed guesses the bit in the experiment correctly (i.e., when
b= V). This in particular implies thatr[Expridpat, (17, T) = 1] = Pr[GoodGuessA
ProperQueries]. Next, we have:

AdVDLIN,B(lm) = |PI‘[B(G, q,9, ga’ gba gac’ gbdv gc+d) = 1]_ (1)
~P1[B(G,q, 9,9 9", 9%, 9", ™) = 1] )
= |Pr[GoodGuess A Fail] — Pr[GoodGuess A Fail|| )

whereFail denotes the event th# outputsF"AIL as a result of interaction withl.
From the description of the interaction, we know tifabutputs F AIL when (i) B
does not guess the challenge correctly or (ii) whkattempts to query a key for privi-
leges that contain the point chosen to be the challenge. Wheafize this aPr([Fail] =
Pr[WrongChallenge A ProperQueries]. Substituting this into equation (3), we obtain:

Advpuin,s(1%) = ’Pr[GoodGuess A WrongChallenge A ProperQueries]—



—Pr[GoodGuess A WrongChallenge A ProperQueriesH
= ]Pr[WrongChaIIenge | GoodGuess A ProperQueries] x
xPr[GoodGuess A ProperQueries| —

—Pr[WrongChallenge | GoodGuess A ProperQueries] x
xPr[GoodGuess A ProperQueriesH

Now because chooses its challenge point uniformly at random regardiésés be-
havior, we rewrite the above as:

AdvpLin,s(1%) = |Pr[WrongChallenge]Pr[GoodGuess A ProperQueries|—
—Pr[WrongChallenge|Pr[GoodGuess A ProperQueries] |

1 key-ind K
~ | FPriExoliiat ) = 11-

1 . -
— (1 — Pr[Expyyaca (17, T) = 1] — Pr[ProperQueries]) ‘

sincePr[WrongChallenge] = 7 and

1 = Pr[ProperQueries] + Pr[ProperQueries] =
= Pr[GoodGuess A ProperQueries| + Pr[GoodGuess A ProperQueries] + Pr[ProperQueries| =
= Pr[ExplﬁgEX?A(l“, T) = 1] + Pr[GoodGuess A ProperQueries] + Pr[ProperQueries]

Finally, we obtain
1 = .
Advpuin g(17) = T ‘2Pr[Exp1,f/TgK‘XdA(1", T) = 1] — 1 + Pr[ProperQueries]
1 .
> - ’2Pr[Exp1,f/|chIRdA(1",T) —1] - 1’

2 key-ind K 1 2 key-ind K
= T PY[EXPME/)KA,A(l ,T)=1] - 5’ = TAdVMngA,A(l ,T)

This means that if4 succeeds in breaking the security of the MDKA scheme with
non-negligible probability, 3 succeeds in breaking the decisional linear problem with
non-negligible probability which is at leat /T O

The above reduction relates the success probabilitiesgofigims.A and B using a
factor of2/T'. This means that it is desirable to set the security pararoétee scheme
to bex+log(T) — 1, wherex is the security parameter necessary to ensure the difficulty
of solving the decision linear problem. This is likely to irasex by a few dozen bits
(see, e.g., Section 7 for an example application).

Note that our resultis consistent with best practices ititbeature (e.g., [8]), where
security against adaptive adversaries is desired (iesithulator is forced to guess the
challenge point). Furthermore, related work on range ggeand IBE-based schemes
have security proofs in a weaker, so-called selective ID ehosthere the adversary
commits to the challenge point prior to system setup. Unldesd circumstances, we
would achieve a tight reduction with no efficiency loss.



6 Extensions

Reducing Public Storageln the system the way it was described, the public storage at
the serveri€)(T D). As T could be large, this amount of storage may be problematic.
Furthermore, the setup algorithm requires this many mad@xjponentiations, which is
also a bottleneck. We modify the scheme in order to reducsttirage toO(1). The
crux of this idea is that since we send the public informatmthe user on demand, we
do not need to have all of the information at once. Furtheeytbiis information can be
derived as it is needed. More specifically, gt : [1, D] x Tiax x {0,1}* — Z, and

F, : T x {0,1}* — Z, be pseudorandom functions, whéfg, is the maximum of
T1,...,Tp. We make the following changes to the MDKA scheme:

Setup: In this case the public informationis now jugt G, G, e, g, h). We still chooses

the master secret & Z, along with two PRF key$; il {0,1}" andks & {0,1}".
The secret information is thefw, k1, k2). Implicitly we are setting the secret parame-
ters to besm- =F (i,j, kl) andr(il,___J-D) = FQ((il, ceey iD), k2)

Assign andKeyDer: When we need to compute a user’s key or public informatian, w
simply compute its values using and F5.

One-Time Keys.One concern with key management solutions is that usersisan d
tribute access keys to unauthorized parties. This woulivalinyone to access the
content for free. There are two types of such revelationsiptesfor our system: (i)
the user can publish its privatgx or (ii) she can derive the key for a specific cell
(i1,...,ip) and publish it (i.e., publish(g, g)"¢1-p)"). Of these two types of dis-
tributions, the latter is worse, because it reveals no médion about the offending
party except the ability to access poiit, . . . ,ip), whereas the first type reveals sig-
nificantly more information about that party, i.e, the coatplspecification of the access
rights. Fortunately, the latter, more damaging attack eGamibiigated as follows: The
valuer(;, .. ;,)canbe changed each time that cell is used. That s, sincesrgeading
pub,  ,, tothe users along with the ciphertext, the protocol can kiripoose a new
values ofr(;, ;) each time. Thus, the key(g, g)"¢1-ip)™ is useful only for the
current message, and will not be useful for other messages.

7 Performance

The complexity of our MDKA scheme is as follows:

1. Size opub: ThisisO(1) as the only values that need to be stored r&, G, e, g, h).

2. Size obec: This has siz€)(1) as all that is stored i&v, k1, k2).

3. Size of user keyA user with accesst&; x --- x Xp obtainst’:1 | X;| pairs of
values as its private keys and thus maintmgfil | X;|) values.

4. Size of an encryptionTo be able to decrypt, the user needs to have the public
information associated with the access point, which has@{D).

5. Cost to assign keyFhis requiresO(Zf):1 | X;|) work.

6. Costto send broadcast to uséihe user will need to receive the public information,
which will requireO(D) operations from the sender.



7. Cost to derive keyThis requiresD(D) operations.

To demonstrate the applicability of our approach to prattystems, we consider a
content streaming application. We give a small example ésulids the performance of
our scheme. Suppose that a content streaming system hadltherig dimensions:

(i) the specific content (i.e., show) being accessed insideangg1, 216],

(i) quality of programming inside the rangg, 8],

(iii) time of access inside the randie 7760] (i.e., once for every hour of a year),
(iv) z-coordinate of location of access ranging in the rafige024], and

(v) y-coordinate of location of access ranging in the rafige024].

The motivation for the locations is that the service providiesires to only let the user
see the content in certain locations for DRM purposes ardtilme-based content (such
as local weather forecast). Consider a user that subsdob®30 shows, two quality
markers (one poor quality for a mobile device and one highityifar home), for access
from 6-10PM daily, in a 10 by 10 region. Using our solutioristhser would need to
store100 + 2 + 1460 + 10 + 10 = 1582 keys, which is clearly practical. Furthermore,
to derive a specific key, a user would have to perform 10 paojperations. According
to [16], each of these operations take about 11ms on a 1 GHiuReHI, and thus key
derivation would require about 110ms, which is also cleprhctical.

We now consider the shortcoming of the solution presentgDifor this particular
problem. First, this scheme provides a weaker notion ofrigdikey recovery instead
of key indistinguishability). The main problem, howevexthat this scheme does not
support arbitrary intervals. This means that the contedttane blocks must be sepa-
rated and multiple sets of keys must be given to the user. iSh&dr each of the 100
shows and for each day, the user must hzi@+0£10+13) — 72 keys, and therefore
store72 - 365 - 100 or about 2.6 million keys. Clearly, as the subscription lmees more
complex, this will result in the user storing too many keys.

8 Conclusions

In this work we treat the problem of key assignment in muitirensional space for
subscription-based broadcast and location-based ssrlicgarticular, each dimension
corresponds to an attribute (such as latitude, longitudes,tor any other attribute)
which is partitioned into a number of units, comprisingadimensional grid. All re-
sources associated with a point in this grid are assignegi@agraphic key and dis-
tributed in encrypted form. A subscriber joining the systebtains access to certain
resources specified as a subset of points in each dimensiens $sued key material
that allows her to derive cryptographic keys for Blfdimensional points in the sub-
scription privileges. We give a new scheme for key assigrtrard management with
characteristics that favorably compare with existing stb& In particular, the user
acquires overhead only linear in the number of dimensianept required to access
external data in addition to broadcast content, and candoedsmore flexible access
privileges than in other schemes. Our solution is provabbuse under the standard
Decision Linear assumption.
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