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ABSTRACT

Online privacy is an increasingly important problem, as ynser-
vices are now offered in a digital form. Privacy (or the lae&rieof)
is of a special concern in subscriptions to large data répmiss
with heterogeneous information, where the service provida
easily profile its users and sell that information to thirdtigs. In

this work we present the design and implementation of a syste

that closely resembles the current practice of subscriptio many
services such as newspapers, digital libraries, musieaidins,

etc., but at the same time offers anonymous access to thieeerv

As with current practice, in our solution a user subscrilzethe
service obtaining access to it for a certain period of timéhaend
of which the subscription expires.

In our system user access is always anonymous and no twe trans

actions by the same user can be linked together. Moreowesyt
tem assures a high level of protection to the service proviae
a user cannot share her subscription credentials with ©tlih-
out denying herself access to the service. We present expei

tal results showing that the design of our system resultsnig o

small computation overheads, in addition to having very tom-
munication requirements. The main objective of this worthiss
to illustrate the practically of integrating anonymity éntoday’s
subscription-based services.
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K.6.5 [Management of Computing and Information System§
Security and ProtectionAuthentication
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Security, Design.
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1. INTRODUCTION

This work focuses on practical aspects of realizing pretpab-
scriptions to digital services in a setting where legitienasers can

Permission to make digital or hard copies of all or part o twork for

personal or classroom use is granted without fee providatdbpies are
not made or distributed for profit or commercial advantage that copies
bear this notice and the full citation on the first page. Toyoofherwise, to
republish, to post on servers or to redistribute to listguies prior specific
permission and/or a fee.

ASIACCS08, March 18-20, Tokyo, Japan

Copyright 2008 ACM 978-1-59593-979-1/08/0003 ...$5.00.

access such services anonymously. The services we comsider
clude online newspapers, databases, digital librariesjamollec-
tions, etc. Two important considerations that governeddgsgn
of the system are: (i) anonymous access to the documenestebj
and files included in the subscription; and (ii) the flexiyiin sub-
scription periods and types of access.

The model of operation considered here is rather simple atid n
urally resembles currently existing services (not neaédgsaeb-
based or digital): a customer subscribes to an online otalligi
service for a certain period of time by making a payment fer th
duration of the subscription. Her subscription takes ¢féécend
of the payment protocol and expires once the subscriptitamial
is over, i.e., similar to how most (non-anonymous) servigesk
today. There is no limit on how many times the service can be
accessed during that time interval. Subscription lengtightvary
depending on the application (e.g., subscription for a mamyear,
promotional free subscription for a few days, etc.), and veeila
like to support services where the time granularity for tygtam is
small (e.g., a day or less) to allow for flexible start and antks.

If the service provider offers a number of subscription g/feg.,
basic and premium packages), each customer will be freeotmseh
her subscription type.

In the world where a user’s online presence can be easily-moni
tored, we seek user privacy, which is particularly impariarcase
of services that provide access to information on a broageraf
topics. If access imsnonymousthe service provider has no infor-
mation about the (legitimate) items a customer is accessiags
unable to take advantage of customer access history (bgitogil
profiles, selling this information to third parties, etcJhis also
corresponds to the currently existing (non-digital) piceg, as no
one monitors what articles an individual reads in a newspape
what books he browses at a library. It is obvious that an ammoyg
setting is not appropriate for access to restricted-usetmnpially
dangerous material access to which might require audityrigug,
but rather can be used with commercially valuable but innasu
content such as databases of past events, historicalgradimsac-
tions, music, etc.

There are a number of existing anonymity tools in the litmet
but the straightforward use of any of them has certain drakha
For example, digital credentials require tying user créidénto
some other information or infrastructure such as PKI to @név
system abuse, which might be difficult to do for a stand-akere
vice. As another example, group signatures also permizedain
of anonymous access, but require user re-keying at eachstohe
and become unacceptable when such time slots are shoye(day.
or less). Most literature on access control that considers, ton
the other hand, deals with RBAC models, where anonymityvsine
considered. Thus, being able to combine time and anonynmus a



cess together provides us with a powerful tool to closelgmdse
current subscription-based services and ensure flexidlpravacy-
preserving data access.

In this work we adopt existing anonymity techniques to desig
a solution that is both convenient to the user and safe foséne
vice provider (even a stand-along service). We achieve lalbigl
of security for the service provider by ensuring that a usemot
misuse her access rights. Similar to digital credentiadsheuser
is issued an anonymous token that permits access to theeervi
The key difference in our mode of operation, however, is that
user duplicates her token and gives a copy to a friend, stheevily
herself access to the serviteWe achieve this by issuing single-

(used with X.509 certificates) to achieve privacy, but thieitson
requires authentication linear in the number of users irsytstem
(both computation and communication). Their solution carir
tegrated into existing infrastructures, but for populavees with

a large number of users it becomes infeasible (e.g, for @sysf
10,000 users, the authors report authentication of 40-66nsks).
Another work on anonymous authentication [34] has simitapp
erties, but its performance is also linear in the number efam

the system.

Another work on subscription-based services in the anomgmo

setting is due to Ramzan and Ruhl [33]. The model, however, is
such that a user obtains a fixed number of accesses to theeservi

use tokens to each user: on each access a user spends het currewith no expiration date. This does not solve our problem wives
(anonymous) token and is issued a new token. To the best of ourpermit an unlimited number of accesses, but enforce expiraff

knowledge, no current solution provides anonymous actessit-
lows to achieve this level of protection and at the same tinfieree
terminations of a subscription at its expiration date.

Another important aspect in showing the practicality of sys-
tem is performance of the solution. Low computation ovedsea
will foster adoption of such tools and one of our goals her®is
evaluate such overheads. To implement anonymous tokensseve
an efficient signature scheme over elliptic curves of cornpae.
According to our experiments, user computation per accass C

normally be under 1.5 second on a commodity workstation with
a server computation being under 1 second (using the same com

putational power). To the best of our knowledge, this is thet fi
work that reports on empirical performance results of amgno
mous authentication scheme.

To summarize, we present the design and performance ahalysi

of the first system that simultaneously achieves the folgvgrop-
erties:

user access rights.

Group signatures. Group signatures allow a member of a group to
sign messages anonymously on behalf of that group. A lage-dr
back of using them to realize anonymous subscriptions ighieae

is no convenient way to terminate group membership. Thahis,
group signature schemes that support revocation (e.gt, |,,13,
11, 37]), a member is revoked by (i) using a list of revokedrsise
(every time a signature is verified, it is checked againstigtef
revoked users); or (ii) updating the secret key every timeax is
revoked. Since in our model revocation is not a rear evequjire
ing each user to perform work linear in the number of revoceti
is infeasible. Another work [24] allows for user revocatisithout
affecting other users in the system, but requires all ugeasithen-
ticate by going through a third party (not affiliated with therver
provider), causing additional overhead and infrastriectuasts.

Digital credentials. Digital credentials (e.g., [6, 15]) allow some-
one to authenticate or obtain access to certain resourcgsing

e access by a user to the data repository is provably anony- credentials that are certified by a trusted authority andedeo the

mous;

e the size of authentication token is constant and does not de-

pend on the number of users in the system;

e subscription dates are flexible, and each subscriptiorrdis te
minated at its expiration date;

user’s public key. In the original scheme [6], multiple slgs of
the same digital credential were linkable, but recent w@ki[7]
allows digital credentials to be randomized and achievdiskax
bility. The biggest weakness with using them, however,as sluch
certificates can be shared or duplicated by dishonest wwm@ie{en
simultaneous uses of the same credential cannot be déteded
overcome this limitation, [6] suggests encoding confiddrdiata

e termination of a subscription does not affect other users in of e applicant into the digital credential. To make uséblé,

the system;

e strong protection for the service provider is guarantesaoa
user can share or duplicate her credentials.

The rest of this paper is organized as follows: in Section Zjive
an overview of related work. The problem setting and segueit
quirements are presented in Section 3, then Section 4 m®\ad
high-level description of our solution. Section 5 descsilbeild-
ing blocks, followed by a description of user-server intéicn in
Section 6. Section 7 describes our experiments and repofise
formance results. Finally, Section 8 comments on extessioml
concludes this work.

2. RELATED WORK

This work is related to a number of research directions, aad w
discuss each such line of research separately.

Subscription-based servicesPersiano and Visconti [32] address
the problem of remote subscription-based services, arsl thé
closest to our work. The authors modify the SSL/TLS protocol

In some other solutions, duplicating the token and its ugnge
several people undetected is feasible.

however, a certificate that, for instance, encodes a usey'sckac-

cess a bank account as a protective measure must be accepted a

the bank, which makes it hard to bootstrap certificate apptios
in practice [6]. [2] suggests binding a credential to ther tmere-

quiring the user to use an important secret key she owns &vegy
she uses the certificate. Similarly, tying a credential ®uker’s
important secret implies existence of an underlying irftegure,

which might not be readily available and too costly for thevee

provider to build and/or maintain. Our solution, on the othand,

provides a stronger security guarantee: it is simply nosids to

create multiple valid copies of a user’s credential sinceheae-
dential consists of a chain of single-use tokens. In additany
measures for protecting digital credentials from beingethacan
be used with our system as well.

Digital cash and k-times anonymous authentication. Digital
cash could potentially be used for anonymous subscripifons
use a coin to permit access to the subscription serviceglargin-
gle time interval. There are schemes that permit a coin tpbad
up tok times (such as in [7, 8] anttHtimes anonymous authentica-
tion [39, 31, 12]), which would allow a user to access the iserv
multiple times during each time interval. The limitatiorfsusing
these solutions in our setting, however, outweigh its athges.



That is, we want to permit a user to access the service an itedim
number of times during each time interval, which means that t
thresholdk will have to be set to a high value. This unnecessar-
ily increases a coin size and practically disables benefiwich
schemes, since their goal is to prevent over-spending.tidddily,

itis unclear how to enforce a coin to be spent during the jefaidd
time interval (or “expire” unspent coins) and how to ensia the
number of issued coins is not linear in the subscriptiontieng

Unlinkable serial transactions. Stubblebine, Syverson, and Gold-
schlag [38] gave an interesting approach based on a sisgléed
ken: when a user subscribes, she receives an (anonymoes). tok
At the time of access to the service, the token is spent andstbie
receives a different token (the server stores all tokend)usBy
deviating from the protocol, not only a customer cannot geiyp-
thing, but also might lose his access privileges. This sehisraffi-
cient and is well suited for, for instance, pay-per-viewzss, but
does not work in our setting because there is no way in thisreeh
to stop the chain and force subscription termination. Téidhior-
der for a single subscription to be terminated, the systedewey
must be changed. This means that we have to send new creden
tials to all of the remaining users, which provides a hugelenron
both the users and the system and clearly is not suitablet igha
our goal is to achieve the mode of operation where terminaifo

a single user’s subscription does not affect other usess|ike in

the systems we use today.

3. THE MODEL

In this section we define the model of secure anonymous sub-
scriptions. In what follows, we let the service provider fmes-
ify different types of subscriptions for its users. Notetthaage
of subscription types greatly increases the expressiveepofthe
scheme, as it allows the service provider to specify whagaibj
each category of users is allowed to access and at what terges (
discontinuous time intervals such as evenings-and-wetskeub-
scriptions are now supported, as well as traditional vargrades
of service packages).

Let us first define some notation. Let time be partitioned into
time intervalst; (of possibly varying lengths), with; ;1 following
t; and andt....- denoting the current time interval. Then an access
function f, given a subscription typstype and a time intervai.,,
returns the set of objects (or data items) accessible bydehoff
stype at timet,,. Note thatf does not take into account subscrip-
tion expiration or the current time interval, but still migleturn an
empty set depending on the subscription type (e.g., if thesis
based on the time of the day or day of the week). We assume that
payment information (if applicable) is available for albseription
types and durations and is implicit in the foregoing dedimip An
anonymous subscription scheme is then comprised of thefioly
procedures:

e Setup: The server generates a public key/secret key pair and
publishes its public key.

Subscribe: During this protocol, a user who requests a sub-
scription typestype for a durationd becomes a valid sub-
scriber from timé siqr-¢ UNtil tepg, Whered = teng — tstart,
and obtains from the server her credential informatica.

Access: Itis a protocol between a subscriber and the server
that, given customer credentialeed and a requested object
o, provides the customer with the contents of the objeift
bothtcyurr < tend ando € f(stype, teurr) and then updates
cred.

We assume that, given a subscription tgpgpe, function f can
be successfully computed and enforced and concentrateopemr
authentication and termination of customer access rigttseaap-
propriate time. The properties we seek from a secure anonymo
subscription scheme are:

e Correctness:Any subscriber who joined and received cre-
dentials usingubscribe must be able to access the prescribed
resources usingccess during her subscription period.

SoundnessOnly legitimate subscribers are able to authen-
ticate and obtain access to the prescribed resources during
their subscription period. This applies to a coalition ofnss

as well: any subset of colluding users cannot obtain access
to more resources than what they can already legitimately
access.

e Anonymity:No one is able to identify an authenticated sub-
scriber within her category or to decide whether two differ-
ent executions of thAccess protocol were performed by the

- same subscriber.

Besides these properties, for efficiency and usabilityaessve re-
quire the (non-security related) propertyTaking effect fastThis
means that the time interval when the service was requesigd a
the time interval when the subscription takes effect argkbto be
very close in time.

4. OVERVIEW OF THE SOLUTION

Here we give an overview of interaction between a @geand
the serverS in our solution at two stagesubscribingo the service
andaccessinghe service.

At the subscription time: The protocol consists of the following
steps:

1. A userld and the service provide$ agree on the subscrip-
tion type (call itt) and the subscription duration (represented
as the expiration date and timg. The user pays for her
subscription.

. To generate the first access tokirandS pick a randomm
and compute a commitment orcigm (m) in such a way that
S does not known but is convinced that knows it.

. S creates an authentication toker(which is a signature on
m, t, andd) by usingt, d, andcom(m) and sends it to/.

4. U verifies the validity of the token, which will allow future
access to the service.

At the time of access: Every time the uset{/ would like to ac-
cess the service, she will need to reveal the accessitypehe
server, which will allowsS to enforce proper access control. Note
that revealing the user’s subscription type does not comjz®the
anonymity of the access, &sremains anonymous within her sub-
scription type. The exact interaction betwééandsS is as follows:

1. U randomizes her tokes (described later) so that it cannot
be linked to her, and sends ¢, and information about: to
S. U also proves td thato is a valid signature om, ¢, and
some date in the future (i.el,is kept secret).

2. S checks to make sure that has not been used before and
grants access to the service.



3. To generate a new authentication tokipicks a new ran-
domn, computes a commitment to ¢bm(7i) and proves
to S that she knows its opening.

4. S creates a new tokeh using commitmentom (i) and the
previous token that contains information abewtndd and
sends it td{. This new token will correspond to a signature
onm + m, t, andd.

5. U verifies the validity of5.

As can be seen from the above, the service provider must amaint
a database of previously used tokens (i.e., store eachmusatiich

is about 20 bytes long). We, however, would like to point duatt
unlike e-cash systems, the database size will be limitedusecthe
authentication tokens have limited validity. If we [Et.« denote
the longest possible subscription, th&meeds to store used tokens
for at most2T .« time intervals in the past, and all older tokens
can be safely discarded. This prevents the database fromirgro
indefinitely.

5. BUILDING BLOCKS

5.1 Preliminaries

The signature scheme which the server uses to construarauth
tication tokens uses groups with bilinear maps. Thus, wiewnev
the definition of groups with pairings next. In what followee use
a & G to mean that is chosen at random from all of the possible
values thatz can take.

DEFINITION 1 (BILINEAR MAP). A one-way functiom : G x
G — Gr is a bilinear map if the following conditions hold:

o (Efficient)G and G are groups of the same prime order
and there exists an efficient algorithm for computing

e (Bilinear)Forallg € G anda,b € Zq, (g%, g°) = e(g,9).

¢ (Non-degenerate) 1§ generatesG, thene(g,g) generates
Gr.

Assume there is an algorithm that, on input a security pai@me
k, generates grous andGr of prime ordefg with a bilinear map
e: G x G — Gr and an elemeny € G such thatG = (g) and

Gr = {e(g,9))-

5.2 The signature scheme

In this work we make use of Camenisch-Lysyanskaya (CL) sig-
nature scheme [15]. Thus, here we briefly review this schérate t
consists of the key generation, signing, and verificatigo@hms.

KeyGen: Generate(q, G, Gr, g,e). Chooses Fil Zq andu &
Zq. Set the secret keyk = (s,u) and the public keyk
(q7 G7 GT? 97 e? 957 gu)

Sign: To sign a message: € Z,, first choosex & Zq and set
a = g“. The signaturer is computed ag = (a1,a2,a3) =
(a7 au7 aersum).

Verify: To verify a signatures
check its every field by performing:

(1) e(ar,g") = e(az, 9) (2) e(a1,9%)e(az, g°)" = e(as, g).

The security of the signature scheme relies on the LRSW gssum
tion [29, 15]):

(a1, a2,a3) on messagen,

DEFINITION2 (LRSWASSUMPTION). Supposes = g° and
U=g"_5U € G,andletOsy be an oracle that on input € Z,
outputs atupled = (a,a®, a*****) for arandomly chosen € G.
Then for all polynomial time adversarie4, ¢(x) in the following
equation is a negligible function:

Pr[s,u « Zq; S =g°; U = g“;
(a1, az2,a3) «— AOSU(q,G,GT,g,S, U):
a€QANTE€ELgANx#0Na1 € GAaz =al A
7]  negl(r)

a3z = a;
whereQ is the set ofd’s queries toO s .

Using the above scheme, it is possible to obtain a signatur@ o
committed message without disclosing it to the signer. Itis also
possible to prove knowledge of a signature on a message @n zer
knowledge (i.e., without disclosing any information abthé mes-
sage itself or revealing the original signature). Note tther sig-
nature schemes (such as [14]) can be used instead, as lohg as t
above properties hold (i.e., obtaining a signature on a cictenn
message without disclosing the message to the signer aathgro
possession of a valid signature without disclosing theiaigsig-
nature or the message).

In the above description, the scheme does not uncondityonal
hide the message:, which is undesirable in cases whenmust
be kept secret from the verifier (i.e., in the above, givergaature
on an unknown message, one can try different values:fan the
second step of signature verification until a match is fouhid; at-
tack can be successful with high probability if the messagaain
is small). To address this, the above scheme can be extemdep-t
port signatures on two messages, r) wherer is chosen at ran-
dom and unconditionally hides in the signature. This extension
will allow the signer to produce a signature on committecdlgal
without learning the value being signed and also prove ttoevkn
edge of a signature without disclosing the message. Funthrer,
if the message is completely hidden, one will be able to remdo
ize the signature, so that it is infeasible to tell whetherahiginal
signature and its randomized version correspond to the szese
sage or not. The next section shows how signatures on bldcks o
messages (two or more messages) can be created and rartlomize

5.3 Signatures on multiple messages

As given in [15], to extend the above scheme to support nialtip
messages$mo, . . ., my), the secret and public keys are expanded
and the signature now has additional fields. For instancsigio
two messageémo, m1), the secret key will consists @&, u, z1),
and the public key will beok = (¢,G,Gr,g,¢e,9°,9%, g**). To
sign (mo, m1, m2), setsk = (s,u, z1, 22) andpk = (¢, G, Gr,
g.€.9%9"% 97", g*), etc.

Our subscription scheme (given in Section 6) uses sigrature
messagegm, r, t,d), wherer is a random number used to hide
other values. A signature on (m, r, t, d) will then look like:

o = (a1, a2,as3, a4, as, as, ar, as, ag)

— (CL,CLZI,CLZ2,CLZS, auyau217auz27auz_r;’as+su(m+zlr+zgt+zgd)).
To verify such a signature, we need to verify all of the fields i
it. For instance, for messaden, r,t,d), the verification proce-
dure consists of the following steps, in addition to 191, g*) =

e(as,g):

for z1 : (2) e(a1,9™) = e(az,g); (3) e(az,g") = e(as, 9);
for zo : (4) e(a1,9??) = e(as, g); (5) e(as,g") = e(ar, g);
for z3 : (6) e(a1,9) = e(as, g); (7) e(as, g%) = e(as, g);



for the message:
(8) e(ag, g) = e(a1,9°)e(as, g°)e(as, g°)"e(ar, g°)e(as, g°)°.

To randomize signature (issued on any number of messages), we
need to randomly choose andr; from Z,, raise all fields:; of o
to r1, and additionally raise the last field of the signature4o

Access:

1. U chooses, r2 E Z4, and randomizes (as in Section 5.3).
U sendsm, t, and (randomizedy to S. (Through the rest
of this protocol we assume thats fieldsa; throughag have
been modified according to the randomization procedure.)

To have the signer produce a signature on an unknown message,

it is sufficient to send a commitment to that message to theesig
from which it will be able to form the signature. The commitrhe
scheme used is Pedersen commitment, and a commitmemnmivit
look like com(m) = g™ (g**)", from which the signer can form
a signature or{m,r). Similarly, given a commitment to several
messages, a signature on all of them can be formed.

5.4 Zero-knowledge proofs of knowledge

Prior literature provides efficient zero-knowledge praaffknowl-
edge (ZKPK) for a variety of statements, with many efficienatgls
being based on the discrete logarithm problem (see, e3. 12,
16, 5, 10]). Throughout this discussion assume that we aengi
group of prime ordey and generatorg, i, g1, . . ., gn. Camenisch
and Stadler [18] introduced notation for various proof obwah
edge and we follow their notation here. For example,

PE{(, 3,7) : A=g"h’ AB = g"h" A (a > a)}

denotes a ZKPK of integers, 8, and~y, whereA = ¢®h®, B =
g*h”, anda > a for some known value af.

One of the ZKPKs used in our protocols is the proof of knowl-
edge of the discrete logarithm representatj@nsolution to which
is well known. For the purpose of completeness of this wortk an
to facilitate deployment of these techniques, we desctibeAp-
pendix A. All ZKPKs that we use require that the discrete loga
rithm problem is hard irz. More information on other proofs of
knowledge used in our scheme is given in Section 6.

6. THE SCHEME
6.1 The protocols

Setup: S generate$q, G, Gr, g, ) and chooses, u, z1, 22, 23 &
Zq. The secret key isk = (s, u, z1, 22, z3) and the public key is
pk = (¢,G,Gr,g,¢,9°,9",97,97,97).

Subscribe:

1. U andS negotiatd(’s subscription type € Z, and expira-
tion date/timed € Z,.

2. To create the first toke/ picks at randommy, r E Zq,
sends the commitment/ = ¢™“(¢g*!)" to S, and gives a
ZKPK of the opening of the commitment:

PK{(a,B): M = g°(¢")"}

S picksms, sends it td/, and both computé/’ = Mg™s,
which is a commitment om = my + ms.

3. S produces a signatureonm, ¢, andd using M’ such that
o = (a1,a2,as,a4,as,as,ar,as,as) (s in Section 5.3).
Since the only field that depends on the messages,i$
computes itagg = g° U2t +=3d) prsua \whereq = ¢ =
a; for arandomly chosean.

4. U checks the signatureon (m, r, t, d) by checking all fields
(see Section 5.3).

2Representation ofy to the basesgi,..., gn is the integers
Z1,...,Zn, Where0 < z; < ¢ — 1 for eachi = 1,...,n, such
thaty =[], g;"

2. U proves in zero knowledge thatis a valid signature om,
t and some unknowd whered > t...» using the following
proof of knowledge:

(a) Bothi/ andS locally computev, = e(as, g°),
va = €(as, g°), vsig = €(as, g), and
V = e(a,9°) - e(as, g°)™ - e(ar, g°)".

(b) U andS execute a ZKPK protocol for:

PK{(OQ ﬁa ’Y) : Uzz'g =V. ’U:‘X : Ug A ﬁ Z tcur"r'}
3. S checks to ensure that has not been used before and, if
true, access to the service can be granted.

4. To generate a new tokeM,picks newm, 7 & Z4, computes
commitmentM = (a*a})™ = (af*ai'")"2, and send$/
to S. U andS execute a ZKPK

PK{(a, 8) : M = afal}

5. S produces a signature dm + 7, r + 7, t,d) as follows:

Chooseg £ Z4 and randomize all signature fields that do
not depend omi or  (i.e., all fields exceptg) usings. S
updatesuy using M as ing = (a?, a, af, afl, af, afl, a2,
al, (ag M**)?) and sends to U.

6. U setsm = m + m (mod ¢), r = r + 7 (mod ¢), and

1
ag = a;2 and verifies that is a valid signature ofwn, 7, t, d).

Note that rounds of interaction can be a valuable resounaghich
case it will be desired to reduce their number. Under such cir
cumstances, non-interactive zero knowledge proofs caisde in-
stead of the regular interactive proofs. Using standartt &lemir
heuristic [26] to make proofs non-interactive, howevetraduces
the random-oracle model which often is undesirable. On t® p
itive side, recent work of Groth and Sahai [28] provides a way
to build general non-interactive zero-knowledge proofsgimups
with bilinear maps without relying on random oracles. Intjgar

lar, this led to the development of new signature schemésnuin-
interactive protocols by Belenkiy et al. [3]. Such signatschemes
could replace the CL signature scheme used in our protocoks t
sult non-interactive zero-knowledge proofs in cases itigial to
minimize interaction between the server and the user.

6.2 Proving the validity of a subscription

The proof of knowledge given in step 2 of tlecess protocol
can be re-written as:

PE{(e,8,7): V= (v; ) (037)7 - 035 A (B 2 teurr)}
Its first part can be executed using a proof of knowledge ofltke
crete logarithm representation (see Appendix A), and ticersd
part requires a range proof for a hidden expongnthe latter can
normally be accomplished by sending a commitment to the-expo
nent and showing that the committed value lies within a djpeci
interval[a, b].

The most efficient range proof to date is due to Boudot [5],tbut
must be carried out using groups of unknown order (i.e hiarétic
is modulon = pq, wherep andq are not known to either the prover



or verifier). Unfortunately, creating such a group duringtpcol
execution and integrating the proof into our setting makésdp-
proach impractical. Thus, we employ a classical bitwisefj80]
showing that a committed number is in the rafge” — 1], which
may be impractical in general, but works well in our case. ffas
thatd > tcurr, it is sufficient to prove thad — t..,- iS a positive
number of at mosk bits long for somek of the service provider’s
choice. Then iff is not in the near future, the user will not be able
to construct such a proof (i.ed, — t..,» mod gq is then a large
|g|-bit number). For this application, it is sufficient to deto a
small value, as long &&* exceeds the number of time slots in the
largest subscription. For instance, if each glotorresponds to a
day, settingc to 9 will support yearly subscriptions.

Letz = 2020 + 212" +.. .+ x,_12"* forz; € {0,1} andi =
0, ..., k—1be the binary representation.of Then the range proof
for z is conducted by sending to the server= com(z) = g*h?
andA; = com(x;) = ¢g®ih¥, fori = 0,...,k — 1, where each
y; is chosen randomly frori, and A = Hf;ol A%, and showing
that eache; hidden incom(x;) is either 0 or 1. In other words, the
exact statement that the user proves is of the form:

PK{(a7ﬂ7’Yv 67 507 .-

V:v;aw;ﬁm;’ig/\fl

o Th—1) :

=¢°h" A

'75167177—7 70, - -

k-1 _
NA =T h)* sit.6i € {0,1} A
=0

/\/8 - 5 = tcurr}

We give more details on how exactly this proof is construdted
Appendix A.

6.3 Security analysis

The security of our solution heavily relies on the securitZa
signature scheme and proofs of knowledge used. In pantjauia
forgeability and anonymity requirements are fulfilled b trop-
erties of the signature scheme. Let us examine each of th@eeq
security properties in more detail.

The correctness property is straightforward and can be show
by examination. Th&ubscribe protocol consists of two main ele-

required to prove the validity of its token which is not pdssiwith-

out having a token issued by the server. Also, the user wilbeo
able to reuse one of the old token since the server recorgseait

ously used tokens. The anonymity property in fteeess protocol

is fulfilled by (i) making sure that the previous token is ramized

(i.e., the server cannot link a token to one of its previolstyed
tokens) and (i) the server does not learn any informaticuathe

messages encoded in the new token it is creating.

Finally, we would like to note that the solution remains gecu
even if a malicious client chooses valuesiotising a certain (fixed
or predictable) pattern. The security of the approach la@smthe
valuesm andm being unpredictable, but rather in the fact that a
client cannot forge a server’s signature on a valuenothat has
not be used before (and the server checks its records fovalass
of m). Thus, sharing of credentials is not possible in presefice o
malicious and/or colluding clients.

7. IMPLEMENTATION AND PERFORM-
ANCE EVALUATION

The client and server side of the protocols were implemeased
C++ programs, the source code of which is available. Theeserv
listens to incoming connections and accepts subscripggqoests
from new clients, as well as access requests from existiegtsl A
client can execute either the subscribe protocol to obtaifirst to-
ken or the access protocol using its current token. The earpets
were performed on a 2GHz Power Mac G5.

We use the Miracl [36] library to perform big number operatio
Miracl provides efficient mechanisms for computing ellipturve
and pairing operations required by our protocols. The pato
were implemented using subgroups of elliptic curves witinipgs
where the decision Diffie-Hellman (DDH) problem is hard. Ac-
cording to [27], this is the most efficient and versatile tgbair-
ings. Such groups are asymmetric meaning that the pairimgr fu
tion is now of the forme : G; x G2 — Gr, whereGs is an
extension field ofG;. For our protocols this implies that certain
parameters will be elements @f; and others will be elements of
G-. For efficiency reasons, we chose the signature elemenis to |
in G; and most values in the server’s public key ¢°, g, etc.) to

ments: issuing a signature on a committed message and a ZKPK be inGo.

correctness of both of which has been previously demomestrat
Correctness of théccess protocol also mostly due to the proper-
ties of the signature scheme, and the only part that we nestbto

is that a newly formed token which the user obtains at the énd o
step 6 corresponds to a valid signature(on+m, r +7,t,d). The
token!/ has at the end is:

~ —1
(af7a§7 a§7a§7a§7a57a$7a§7 (angu)ﬁrz ) =

— (arlﬁ7 anhﬁy (1227“1ﬁ7 azrﬂ“lﬁ7 a”hﬁy auzlrlﬁ7

uUzZo2mT uz3nr
at*? 1ﬁ7a 3 1ﬁ7

(a(s+su(m+zlr+zgt+23d))r1'r2 asu(ﬁ1+zlf‘)r1r2)r;1)

z z 23 U puz uz uzs
= (b, 7,072,672, 6%, 0", b2, ™72,
bs+5u(m+'ﬁz+zl(T'+f‘)+z2t+zgd))

wherea is the base aff’s previous token anél = a™° is the base
of the newly formed signature.

Next, we proceed with the soundness and anonymity propertie
of the solution. The&Subscribe protocol involves issuing a CL sig-

nature on a hidden value, the security of which has been shown

in [15]. The random value perfectly hides the message, and
the server does not learn any information about the valueisee
encodes in the signature. Then in thecess protocol, the user is

The programs were built using DDH-hard subgroups of an MNT
elliptic curve with pairings, and for simplicity we used a&pgenerated
curve provided with the Miracl library. The groups have peior-
der ¢, whereq is 157 bits long, and the curve has an embedding
degree of 6. Non-interactive zero-knowledge proofs are bssed
on the hash function.

Basic protocol measurements.All of our protocols use a small
number of point multiplications on elliptic curves as wellgairing
operations, with the latter being the most expensive coatjmut.
Miracl permits us to use two types of coordinates: Affine anat P
jective. We first ran the protocols using both of these caomrdis to
determine which type will result in faster performance. Tohen-
putation times corresponding to different parts of$héscribe and
Access protocols are shown in Table 1. The parts of the protocols
that we measured are:

Client subscribe: (i) construction of a commitment to a message
and a ZKPK that the commitment is well formed and (ii) ver-
ification of the validity of the authentication token recsiv
from the server.

Server subscribe: (i) verification of the client's ZKPK and (ii)
construction of an authentication token for the client.
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Figure 1: Client (left) and server (right) performance using Affine and Projective coordinates.

| | New subscription I

Existing subscription |

. constructiofn signature construction ofconstructiof signature
Client of ZKPK ! verification| ot [lcomplex ZKPK of ZKPK | verification| total
affine 11.43 ms| 889.27 ms[900.70 mf 720.86 ms | 28.24 ms| 931.12 ms|1680.22 mk
projectivg 4.75ms | 897.24 ms|901.99 m§ 505.48 ms | 10.57 ms| 912.91 ms|1428.96 ms
verification| signature verification of | verification| signature
Server | of ZKPK |constructioh ot [lcomplex ZKPK of ZKPK |constructiof  total
affine 16.33ms | 152.85 ms[169.18 m§ 672.73ms | 15.99ms| 56.78 ms | 745.50 mg
projectivg 7.02ms | 117.85ms|124.87 m§ 486.24ms | 6.89ms | 23.30 ms|516.43 ms

Table 1: Performance of theSubscribe and Access protocols using Affine and Projective coordinates.

Client access: (i) construction of a complex ZKPK for the signa-
ture and the expiration date, (ii) construction of a commit-

in theAccess protocol affects the performance of the protocol. Fig-
ure 2 shows the computation required to construct and vérdy

ment to a new message and a ZKPK that the commitment is complex ZKPK in the protocol as a function of the number o bit

well formed, and (iii) verification of the validity of the new
authentication token received from the server.

Server access:(i) verification of the client's complex ZKPK, (ii)
verification of the client's ZKPK of the commitment, and Gii
construction of a new authentication token.

The Access protocol was implemented using the range proof of
15 bits for the expiration date. These performance restétglso
plotted in Figure 1 and demonstrate that the largest ovdriea
due to signature verification (used in b&hbscribe and Access)
and complex ZKPK construction and verification (useditess)
because of expensive pairing operations.

All numbers shown in this section correspond to the averiage t
computed over 100 executions of the protocols with varyisges
for subscription types and expiration dates. The times ddmo
clude delays due to communication, as our goal is to shovoperf
mance overheads associated with using cryptographic amgny
techniques.

As Figure 1 illustrates, the use of Projective coordinatseg
ally resulted in superior performance. It appears thatgperance
of signature verification that mostly consists of pairingnputa-
tions was insignificantly affected by the change, and thgédxsg
difference is seen in performance of point multiplicatigemtions
on the curve. Because of faster performance of Projectioedéo
nates, all other experiments were run using only this type.

Varying bitlengths in the range proof. The next experiment we
performed was to see how changing the bit length of the rarag p

in the range proof (left) and the overall computation of thetq-
col for the client and the server as a function of the numbéaitsf
(right). Since the computation involved in a subscribe esjus
not affected, its performance is not included in the figures @an
be found in Table 1.

An interesting observation here is that increasing themith of
the range proof does not significantly affect the perforneasfthe
protocol, and the pairing evaluations used in verifying thkdity
of a signature still outweigh the other parts of the proto&sro-
knowledge proofs are traditionally considered to be coupr-
ally expensive, but in our case they do not constitute theoritgj
of the protocols’ overhead.

Communication requirements. Even though the signature scheme
we utilize in the protocol results in compact authentiaatiokens,
we were interested in measuring the total communicationireq
ments of the protocols, especially with a varying numberlef e
ments in the range zero-knowledge proof. Thus, we next tepor
communication requirements of the protocols.

Points on an elliptic curve ifiz; are represented as twg|-bit
coordinatesc andy. It is possible to store just the first coordinate
x and, given the curve parameters, compute the secongl. drtes,
however, increases the computation which is undesiraliee$n
our case the messages transmitted are short and we arestietere
in reducing computational load on both the client and theeser
we store (and transmit) both coordinates. Thus, the numiers
present can as high as twice that of the theoretical boundsuy
goal here is to report the actual performance results. 8itpilvith
the extension fieldz2, each point now is represented as 2 coordi-
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Figure 3: Size of transmission by client and server for new ad
existing subscriptions.

time necessary to process client access requests. Prapessi
client subscribe requests, however, did not result in Bigamt low-
ering of the server’'s computation time (the difference iswtbms
on average) because of the efficiency of point multipliceinG; .

Practical considerations.To ensure that a customer is not denied
access to the systems after a network or a computer failnee, t
server should record used valueswbnly after the completion of
the protocol. That is, if the client already supplied therent value

of m to the server, but did not successfully finish the protodol, i
should be able to use that value again when it restarts theqmio

To achieve full anonymity, the customers are advised to ase n

work anonymizers (e.g., [25]) to route their packets, s ithf@r-
ences about their identities cannot made from the IP adebeswd
other network-based information. Such recommendatioatise-
cific to this work and applies to other solutions that prowvitient
anonymity, and thus techniques that provide anonymousngate

Figure 3 shows the amount of data that needs to be transmittedoutside of scope of this work.

by a client and the server during execution of the protocBlace

the bases in ZKPKs are known to both parties, they do not need

to be transmitted and are not accounted for. As the figure show
the server’s response has identical size for new and egistib-
scriptions (a single signature is sent). The size of thextkecess
request only slightly increases with the increase in the bemof
bits in the range proof, and the largest transmission deghich the
graph does not exceed 3KB. This means that all transmissi@ns
very short and efficient.

Protocols without specifying subscription type.Since some sub-
scription services might provide only a single type of asdesall
of the customers, there will be no need in including the tyipethe
authentication protocols. This means that we will be ab&htarten
the signature and lower the computation associated witpribie-
cols. When the type is not used, this change might be paatigul
desirable because signature verification constitutesge lpart of
the computation overhead.

To evaluate how significantly removal of the subscriptiopety
from the signature affects the performance of the protooodsex-
cluded the type and re-ran the experiments. Comparisoneof th
performance of the protocols with and without subscriptige is
depicted in Figure 4. As expected, the change most significan
influenced the signature verification time (in cliéatbscribe and
Access protocols), and resulted in lowering the computation over-

head by 20-25%. It also had a noticeable impact on the server’

8. EXTENSIONS AND CONCLUSIONS

In our scheme, there were two parameters to each subsariptio
typet and expiration datd. At the subscription time both of them
were known to the service provider, while at the access time o
was open while the other remained hidden. In general, sigbscr
tions might depend on a different number of parameters, safme
which are to be hidden from the service provider at subsoript
time, access time, or both. Thus, by varying the number afdnd
and open parameters (while enforcing required constraimteem
using ZKPKs), the approach could be used with a wider range of
applications. Chaining of user tokens in our case givesehdce
provider a higher level of protection than before since entica-
tion tokens cannot be shared or duplicated by dishoness.user

Since an extension to a varying number of parameters isrrathe
straightforward, we do not list full details of how this iscam-
plished, but only comment on certain aspects of it. As an gkam
consider a system where a user is permitted to select arcertai-
ber of categories from the list of topical categories awdéawith-
out the server knowing which categories the user chose. @hen
the time of subscribing, the user will send a commitment taran
ber of hidden attributeg, .. ., pr (protected by a random value
r) and execute a number of ZKPKs on these attributes. Siwilarl
at the time of access the user sends in clear attributesrtnéd ae
opened (these are incorporated into the signature vetrificptoof)
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Figure 4: Performance comparison of the original protocolsand the protocols without subscription type.

and possibly proves statements in ZK about other attriibtgse-
main hidden. Thus, it is possible to accommodate a wide rahge
possible subscription types and policies associated with ser-
vices using the approach offered in this work.

To summarize, this work gives the design and implementation
a system that allows users to anonymously access servidadéal
in their subscription. One of its compelling features ig tdaspite
being anonymous, users are unable to abuse the systemiohddit
ally, our empirical results indicate that computationagjuieements
due to the cryptographic protocols are low enough to be stggo
by today’s services.

9. ACKNOWLEDGMENTS

The author is grateful to Giuseppe Ateniese for useful discu
sions at early stages of this work.

10. REFERENCES
[1] G. Ateniese, D. Song, and G. Tsudik. Quasi-efficient

revocation of group signatures. fiinancial Cryptography
(FC'02), pages 183-197, 2002.

M. Backes, J. Camenisch, and D. Sommer. Anonymous yet
accountable access control. ACM Workshop on Privacy in
the Electronic Society (WPES’'Q9)ages 40-46, 2005.

M. Belenkiy, M. Chase, M. Kohlweiss, and A. Lysyanskaya.
Non-interactive anonymous credentialsTmappear in
Theory of Cryptography Conference (TCC’08D08.

D. Boneh, X. Boyen, and H. Shacham. Short group
signatures. Iihdvances in Cryptology — CRYPTO;04
volume 3152 oLNCS pages 41-55, 2004. Full version
availalbe aht t p: / / crypt o. st anf or d. edu/

~dabo/ abstract s/ groupsi gs. pdf.

F. Boudot. Efficient proofs that a committed number lies i
an interval. InAdvances in Cryptology — EUROCRYPT,00
volume 1807 oLNCS pages 431-444, 2000.

S. Brands. A technical overview of digital credentials.
Unpublished manuscript. Available from

http://ww. credentica. com whitepapers. php.
S. Brands. An efficient off-line electronic cash systeaséd

on the representation problem. Technical Report CS-R9323,
Centre for Mathematics and Computer Science (CWI), 1993.
S. Brands. Untraceable off-line cash in wallets with
observers. IAdvances in Cryptology — CRYPTO;3%®lume
773 of LNCS pages 344-359, 1993.

(2]

(3]

[4]

(5]

(6]

[7]

(8]

9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

E. Bresson and J. Stern. Efficient revocation in group
signatures. Innternational Workshop on Practice and
Theory in Public Key Cryptography (PKC'0yolume 1992
of LNCS pages 190-206, 2001.

E. Bresson and J. Stern. Proofs of knowledge for
non-monotone discrete-log formulae and applications. In
Information Security Conference (ISC'Q2plume 2433 of
LNCS pages 272-288, 2002.

J. Camenisch and J. Groth. Group signatures: Better
efficiencey and new theoretical results Gonference on
Security in Communication Networks (SCN’0vlume

3352 ofLNCS pages 120-133, 2005.

J. Camenisch, S. Hohenberger, M. Kohlweiss,

A. Lysyanskaya, and M. Meyerovich. How to win the clone
wars: Efficient periodic n-times anonymous authentication
In ACM Conference on Computer and Communications
Security (CCS’06)pages 201-210, 2006.

J. Camenisch and A. Lysyanskaya. Dynamic accumulators
and application to efficient revocation of anonymous
credentials. IrAdvances in Cryptology — CRYPTO;02
volume 2442 oLLNCS pages 61-76, 2002.

J. Camenisch and A. Lysyanskaya. A signature schente wit
efficient protocols. IrConference on Security in
Communication Networks (SCN'Q2jplume 2576 oLNCS
pages 268-289, 2002.

J. Camenisch and A. Lysyanskaya. Sighature schemes and
anonymous credentials from bilinear mapsAlivances in
Cryptology — CRYPTO’Qdages 5672, 2004.

J. Camenisch and M. Michels. Proving in zero-knowledge
that a number is the product of two safe primesAtivances
in Cryptology — EUROCRYPT'990lume 1592 oLNCS
pages 107-122, 1999.

J. Camenisch, D. Sommer, and R. Zimmermann. A general
certification framework with applications to
privacy-enhancing certificate infrastructures|miP
International Information Security Conference (SEC'’06)
May 2006.

J. Camenisch and M. Stadler. Efficient group signature
schemes for large groups. Advances in Cryptology —
CRYPTO’97volume 1296 oL NCS pages 410-424, 1997.
J. Camenisch and M. Stadler. Proof systems for general
statements about discrete logarithms. Technical Repart No
260, ETH Zurich, 1997.



[20] D. Chaum, J. Evertse, J. van de Graaf, and R. Peralta.
Demonstrating posession of a discrete logarithm without
revealing it. InAdvances in Cryptology — CRYPTO;86
volume 263 ofLNCS pages 200-212, 1987.

D. Chaum, J.-H. Evertse, and J. van de Graaf. An improved
protocol for demonstrating possession of discrete logaust
and some generalizations. Amvances in Cryptology —
EUROCRYPT'8A/0lume 304 oLLNCS pages 127-141,
1988.

R. Cramer, |. Damgérd, and B. Schoenmakers. Proofs of
partial knowledge and simplified design of withess hiding
protocols. InAdvances in Cryptology — CRYPTO;3%lume
839 of LNCS pages 174-187, 1994.

A. De Santis, G. Di Crescenzo, G. Persiano, and M. Yung.
On monotone formula closure in SZK. 8ymposium on
Foundations of Computer Science (FOCS;9#8ges
454-465, 1994.

X. Ding, G. Tsudik, and S. Xu. Leak-free group signature
with immediate revocation. Imternational Conference on
Distributed Computing Systems (ICDCS’0gages
608-615, 2004.

R. Dingledine, N. Mathewson, and P. Sylverson. TOR: The
second-generation onion router. WSENIX Security
Symposium2004.

A. Fiat and A. Shamir. How to prove yourself: Practical
solutions to identification and signature problems. In
Advances in Cryptology — CRYPTO;8®lume 263 of
LNCS pages 186-194, 1987.

S. Galbraith, K. Paterson, and N. Smart. Pairings for
cryptographers. Cryptology ePrint Archive Report 2006/16
http://eprint.iacr.org/ 2006/ 165, 2006.

J. Groth and A. Sahai. Efficient non-interactive proggtems
for bilinear groups. IACR ePrint Archive Report 2007/155,
http://eprint.iacr.org/2007/155,2007.

A. Lysyanskaya, R. Rivest, A. Sahai, and S. Wolf.
Pseudonym systems. 8elected Areas in Cryptography
(SAC'99) pages 184-199, 1999.

W. Mao. Guaranteed correct sharing of integer factaian
with off-line shareholders. IRublic Key Cryptography
pages 27-42, 1998.

[31] L. Nguyen and R. Safani-Naini. Dynamictimes
anonymous authentication. KACNS volume 3531 o£.NCS
pages 318-333, 2005.

P. Persiano and I. Visconti. A secure and private systm
subscription-based remote servicAEM Transactions on
Information and System Security (TISSE&!):472-500,
November 2003.

Z. Ramzan and M. Ruhl. Protocols for anonymous
subscription services. Unpublished manuscript, 2000.

S. Schechter, T. Pernell, and A. Hartemink. Anonymous
authentication of membership in dynamic groups. In
International Conference on Financial Cryptography
(FC’99), pages 184-195, 1999.

C. Schnorr. Efficient signature generation for smartisa
Journal of Cryptology4(3):239-252, 1991.

M. Scott. MIRACL library. Indigo software,
http://indigo.iel~nscott.

D. Song. Practical forward secure group signature meise
In ACM Conference on Computer and Communications
Security (CCS’01)pages 225-234, November 2001.

[38] S. Stubblebine, P. Syverson, and D. Goldschlag. Ualid

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

[29]

[30]

[32]

[33]

[34]

[35]
[36]

[37]

serial transactions: Protocols and applicatigkGM
Transactions on Information and System Security (TISSEC)
2(4):354-389, November 1999.

[39] I. Teranishi, J. Furukawa, and K. Saketimes anonymous
authentication. IASIACRYPT'04volume 3329 oL NCS
pages 308-322, 2004.

APPENDIX

A. ZERO-KNOWLEDGE PROOFS OF
KNOWLEDGE

A ZKPK of the discrete logarithm o/ = ¢* to the basey is
performed as follows [20, 35]:

1. U chooses: & Z4, computes commitmernt= ¢g", and sends
tto S.

2. S chooses the challenge {0,1}" and sends it to/.

3. U computes the response= r — cx (mod ¢) and sends
toS.

4. S acceptsifg® M =t.

This protocol is an honest verifier zero-knowledge proofrofwi-
edge ifk = O(poly(log q)) and a zero-knowledge proof of knowl-
edge ifk = O(loglog q) executed poly log number of times. The
above ZKPK can be viewed as a special case of a proof of knowl-
edge of the discrete logarithm representation. The knaydexdthe
discrete logarithm representation bf to the baseg, ..., gn IS

the knowledge of:1, ..., z, such thatM = g7'g¢52...g5" holds.
The ZKPK of the discrete log representation then proceedsasi

to the above proof with the following difference: first chooses

Ty 0Tn & Zq and computes the commitment= gi*...g,".

As before,S chooses the challenged: {0,1}", buti/ computes
the response as = r; — cx; (mod ¢) for 1 < i < n and sends
S1, ..., 5o t0S. To verify, S checks whethet = M°g7t. . .g".

Next, we describe a proof that a committed value is either 0 or
1[22, 23] (used in thé\ccess protocol to show the validity of the
expiration date). Recall that/ = com(x;) is h¥¢ if z; = 0, and
itis gh¥? otherwise. The user proves that she knows either discrete
log of M to baseh or discrete log of\//g to the same bask. If
for concreteness we let, = 1, then the proof proceeds as follows:

1. U choosess, s; & Zgq, c1 i3 {0,1}" and computes com-
mitmentst; = M h® andt, = h™ and sends., t2 to
S.

2. S chooses a random challenge™ {0,1}" and sends it to
U.

3. U computese = ¢ @ ¢1 (where® denotes XOR) and then
computes the response = r2 — c2y; (mod ¢) and sends
S1,82,C1,C2 toS.

4. Sacceptsiti®cy = ¢, t1 = M h*',andty = (M/g)°2h°2.

Finally, the last condition that a user needs to prove istti@avalue
in the bitwise range proof equals to the expiration datet lib
her token minus the current date. This is accomplished bygusi
proof for linear relationship between exponents in différeom-
mitments (see [19] for more information). More preciselien

vV = v;"v;dv:f; andA = ¢g"hY wherex = d — teyrr, itis

conducted as follows:
R
1. U chooSes',, 14, T'sig, Th < Zq, S€tSry = q¢ — rq, and com-
putes commitments; = v?vgdv;j;g andt, = g"9h™. U
sends; andiés t0 S.



2. S chooses the challenge® {0,1}" and sends it to/.

3. U computes the responsg = r. — cr (mod q), sq¢ =
rq — cd (mod q), ssig = Tsig — cry ' (mod q), 5g = rg —
cz (mod q), ands, = r, — cy (mod q); then sends,., sq,
Ssigs Sgir Sh toS.

4. Sacceptsift; = Vevprvgiv i, to = A°g*eh*, ands, +
Sg = €+ teurr (mod q).



