
1718 IEEE COMMUNICATIONS SURVEYS & TUTORIALS, VOL. 21, NO. 2, SECOND QUARTER 2019

Security and Privacy of Smart Cities: A Survey,
Research Issues and Challenges

Mehdi Sookhak , Helen Tang, Senior Member, IEEE, Ying He , Student Member, IEEE,

and F. Richard Yu , Fellow, IEEE

Abstract—With recent advances of information and commu-
nication technology, smart city has been emerged as a new
paradigm to dynamically optimize the resources in cities and
provide better facilities and quality of life for the citizens. Smart
cities involve a variety of components, including ubiquitous sens-
ing devices, heterogeneous networks, large-scale databases, and
powerful data centers to collect, transfer, store, and intelligently
process real-time information. Smart cities can offer new appli-
cations and services for augmenting the daily life of citizens on
making decisions, energy consumption, transportation, health-
care, and education. Despite the potential vision of smart cities,
security and privacy issues remain to be carefully addressed.
This paper delineates a comprehensive survey of security and
privacy issues of smart cities, and presents a basis for categoriz-
ing the present and future developments within this area. It also
presents a thematic taxonomy of security and privacy issues of
smart cities to highlight the security requirements for designing a
secure smart city, identify the existing security and privacy solu-
tions, and present open research issues and challenges of security
and privacy in smart cities.

Index Terms—Smart cities, security, privacy, Internet of
Things, cloud computing, big data.

I. INTRODUCTION

NOWADAYS, more than 54 percent of the world’s
population are living in urban areas, and by 2050, it is

predicted that this rate will reach 66 percent [1]. The rapid
population growth along with the increased urbanization have
raised a variety of technical, social, economic, and organi-
zational problems, which tend to endanger the economical
and environmental sustainability of cities. Hence, the major-
ity of governments have been taking an interest in adopting
“smart” concepts, for optimizing the use and exploitation of
both tangible (e.g., transport infrastructures, energy distribu-
tion networks, and natural resources) and intangible assets
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(e.g., human capital, intellectual capital of companies, and
organizational capital in public administration bodies) [2].

The “smart city” concept refers to applying all available
technology and resources in an intelligent and coordinated
manner with the aim of developing urban centers that are
at once integrated, habitable, and sustainable [3]. The smart
city has great applications in the modern societies, such as:
smart energy for optimizing the generation, monitoring, and
consumption of different types of energy and resources by
using digital technologies; smart building for independently
controlling and managing the lighting and temperature system,
security, and energy consumption throughout the large con-
structions; smart mobility for enabling intelligent mobility
by utilizing the innovative and integrated technologies and
solutions; smart technology for enabling intelligent network
connectivity and edge processing solutions in cities across the
globe; smart health-care for enabling intelligent systems and
connected medical devices to promote wellness, provide health
monitoring and diagnostics; smart governance and education
to provide policies and digital services from the government
and facilitate the educational system through the modern tech-
nologies; smart security for reducing the security risks and
managed security services to protect people, properties, and
information [4], [5].

Frost & Sullivan recently reported that the smart cities’
market is expected to be worth a cumulative $1.5 trillion by
2020 [6]. In fact, the governments have to pay more atten-
tion to attract huge investments for upgrading old-economy
cities and fulfilling the vision of the smart city [7], [8].
This enormous retrofitting consists of deploying hundreds of
thousands of sensor nodes in a city to feed big data city
management systems and commercial applications, which pro-
vide the real-time information to citizens about traffic flows,
available parking space availability, arrival times of public
transportation, the quality of air and water, the rate of energy
consumption, and developing emergencies [9]. However, gen-
erating, processing, analyzing, sharing, and storing the huge
volume of sensitive data raise a number of concerns and
challenges about security and privacy of data and how to
protect them against unauthorized parties during different
steps [10]–[14].

Constructing a smart city to deliver many valuable time sav-
ing and resource saving conveniences requires higher degrees
of network connectivity to support new sophisticated features,
which results in increasing concerns about security and pri-
vacy [9], [15]. The existing Internet of Thing (IoT) devices,
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Fig. 1. Roadmap of security and privacy of smart cities.

which are responsible to collect the data from diverse resources
and transfer them to the storage centers through the existing
networks, extend the attack surface and create a potential
entry point for malicious attackers to intrude into the system.
Moreover, the malicious node and devices are able to lunch
different types of attacks, such as denial-of-service, eaves-
dropping, Structured Query Language (SQL) injection, session
hijacking, and brute-force attack to reduce the quality of intel-
ligent services in smart cities. The cities also have numerous
pervasive video surveillance systems and Global Positioning
System (GPS) for collecting high sensitive data, which may
be used by attackers to identify citizens trajectory and funda-
mentally endanger their privacy. Albeit some of the existing
security algorithms might be applicable in smart cities, the
majority of them are not able to efficiently protect the secu-
rity and privacy of data in the smart cities to due to collecting,
storing, and real-time analyzing of huge volume of data. In
addition, the emergence of some smart attacks, such as side
channel attack and cold boot attack, which can disrupt the
citizens privacy, makes it essential to design the appropriate
security methods for smart cities [10], [16].

This paper delineates an extensive survey of security and
privacy issues of smart cities, and presents a basis for catego-
rizing the present and future developments within this novel

area. The core contributions of the survey are (i) the review
of the existing security and privacy requirements, issues, and
challenges of smart cities with the aim of identifying the open
issues and challenges that can be used as a future direction,
and (ii) analysis and classification of current security and pri-
vacy solutions of the smart cities into two different categories,
such as IoT-based and cloud-based solutions on the basis of
their architectures and applications. In addition, we explore
the similarities and differences of such solutions that have not
been appropriately covered in the literature to diagnose the
significant and outstanding open issues for further studies.

Fig. 1 illustrates a comprehensive roadmap of our approach
and taxonomizes the security and privacy of smart cities on the
basis of following attributes: (i) Smart city background makes
an overview on the history of smart city and presents a gen-
eral architecture for smart cities; (ii) Security requirements:
indicates the necessary components to design a secure smart
city, such as secure communication, booting, and monitoring,
life style management, data protection (e.g., confidentiality,
integrity and availability), and identification and data access
control; (iii) Security threats: refer to the list of the inten-
tional and unintentional issues and challenges in different
layers of the IoT-based and cloud-based smart city archi-
tectures (e.g., sensing, transferring, storing, and processing
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layers), which can be used by unauthorized party to attack
the system; (iv) Privacy challenges: generally, privacy debates
concern acceptable practices considering with accessing and
revealing personal and sensitive information of the citizens
during data sensing and data analysis process; (v) Security
solution: shows the possible solutions to cope with the exist-
ing security and privacy issues and challenges; and (vi) Open
issues that indicate some issues that have not been addressed
properly and can be used by researchers as a future direction.

We have done a computer-assisted literature search through
some databases: IEEE Xplore Digital Library, Springer,
Science Direct (Elsevier), Wiley Online Library, the IET
library, Sage journals library, and Scopus. Since there are some
useful technical report about smart cities, we find them by
using the Google search engine. We have leveraged a com-
bination of some keywords to search for finding the relevant
studies about smart cities: security and privacy/ smart city/
IoT/ big data/ cloud/ cloud of things/fog and edge.

The organization of the remainder of the paper is as fol-
lows: Section II makes a historical overview on the smart city
concept in which the main features of three different types of
cities, such as digital cities, information and communication
technology (ICT) cities, and compound cities, are critically
presented. It also describes the core components, pillars, and
applications of smart cities. Section III elaborates the essential
prerequisites to design a secure smart city. Sections IV and V
discuss the security and privacy issues and challenges of the
smart cities. Section VI presents an extensive review of the
most-recent security solutions for smart cities and investigates
their strengths and weaknesses. Section VII explains the open
issues and challenges within the contemporary smart cities.
Finally, Section VIII concludes the paper and explains some
future research directions. Table I presents the list of acronyms
used in the paper.

II. BACKGROUND OF SMART CITY

This section presents a brief history of smart city concept
and critically reviews the existing definitions. It also describes
the important components of functional architecture, pillars
infrastructure, and the existing applications of smart cities.

A. The History of Smart City

Over the last decade, developing the modern technology
directs the cities in the smart environment, which consents
cites to intelligently optimize the scarce resources, save money,
and provide pervasive resources for all citizens. The fantastic
outcomes of the smart cities have motivated a huge number of
researchers to focus on promoting and developing new smart
city solutions. However, there is no unique and well delineated
definition for the smart city concept.

In the existing literature, there are three main visions for
smart cities, such as digital cities, ICT cities, and com-
pound cities based on the combination of earlier technolog-
ical deployments (e.g., wired cities and digital cities) with
current city framings (e.g., resilient cities, safe cities, and
eco-cities) [17]. In the following, we briefly describe these
conceptions.

TABLE I
LIST OF ACRONYMS

In the first vision, smart cities refer to digitally instrument-
ing cities for modifying the way that urban infrastructures
and city services are managed. The main component of smart
cities in this viewpoint is digitally-enabled devices that are
embedded into the fabric of cities, such as smart meters,
software-controlled equipment, sensors, and digital CCTVs.
They are responsible for producing a huge volume of con-
tinuous data streams that are used to control the real-time
regulation of city systems, such as transportation systems,
home and environment, energy supply, and security and emer-
gency services [18]. Furthermore, this type of data provides
a great opportunity to perform further urban development
by simulating the existing models and identify the possible
issues [19], [20].

The next group considers smart cities as plans for develop-
ing and improving urban policies by applying advances in ICT
to reconstruct human capital, creativity, and innovation and
produce smarter citizens, workers and public services [21].
In other words, the smart city exploits e-government,
produces open data and cultivates open data economy, creates
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TABLE II
CATEGORIZING SMART CITY DEFINITIONS

citizen-center databases to store city performance, provides a
testbed to check the effectiveness of urban services, and fosters
the utilization of ICT in educational activities [14].

Finally, in the third vision of smart city, both digital tech-
nologies and ICT are used to augment a citizen-centric model
of urban development and management results in improving
social innovation, social justice, and transparency and account-
able governance [18]. In other words, a smart city helps
to augment a smart society for serving local communities
and reducing discriminations. This concept mainly focuses on
crowd sourcing and communal action; open source platforms,
software and data; and digital and data literacy [14].

On the other hand, the visions, ambitions, and
drivers of smart cities may depend on the geographical
location [22], [23]. For example, the main goals of smart city
in the developed countries are usually promoting the efficiency
of services and creating resilience and sustainability, while
the developing countries are looking for managing economic
and urban transitions, improving modernization and national
development, and answering to population growth. Table II
presents the key features of some of the existing smart city
definitions.

B. Functional Architecture of Smart Cities

The smart cities usually have a unique architecture, which
consists of four distinct layers with specific responsibilities
and components, as follows:

1) Sensing Layer: As the first layer of smart city archi-
tecture, is comprised of different component and instruments
to collect data from surrounding environment, for example,
different type of sensors, actuators, and cameras. The sensor
nodes have to be deployed in diffract sections of smart cities
to collect and deliver data to the data collection layer.

2) Data Collection Layer: After collecting data from the
different resources of the smart cities, such as homes, traffics,
and citizens, it requires to transmit them using reliable wired
or wireless communication to the local databases, which are
responsible for storing the collected data. However, storing

such big volume of data incurs high storage overhead on the
existing databases of this layer. Although the majority of archi-
tectures use the remote cloud storage systems to address this
issue, we need the effective data parsing algorithms to filter the
data, build the useful data context, and alleviate the large-scale
issue of collected data.

3) Data Processing Layer: The stored in local or remote
databases of data collection layer has to be delivered to the
data processing layer to perform per-processing techniques on
the basis of the smart city applications. For example, real time
processing (online event processing) and batch processing are
two most important components of this layer, which usually
deals with high volume of data. However, it is impossible to
process and manage the collected big data by using the tradi-
tional algorithms (e.g., the majority of data mining methods),
which are only applicable for normal data with limited and
well-defined data sets. As a result, it is essential to design
complex and sophisticated algorithms that have the capabil-
ity to effectively process high volumes of data with a large
variety in heterogeneous and dynamic environment. Moreover,
to reduce the latency in delay-sensitive applications, it is pos-
sible to perform the per-processing step at the edge of the
network (fog computing).

4) Smart Processing & Application Layer: As one of
the main layers of smart city architecture is responsible for
exchanging data between operators (e.g., citizens and stock-
holders) and smart applications. This layer can also perform an
accurate data analysis for making global decision and deliver
raw data for the smart cities applications. The main differ-
ence between smart processing and data preprocessing layers
is about the application of data processing layer for carrying
out the real-time data analysis.

Fig. 2 shows the functional architecture of smart cities along
with the important components of each layer.

C. Pillars Infrastructure

There are four fundamental infrastructures, which are
known as pillars of smart cities [37], [38], as follows.
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Fig. 2. Functional architecture of smart cities.

1) Institutional Infrastructure: Pertains to the fundamental
activities, such as management, governance, and planning of
a city with the aim of including citizens in decision-making
processes. To ensure that such decisions are taken without
any arbitrariness and discrimination, it is essential to process
the information on the real-time basis under a comprehensive
Service Level Agreements (SLA) [37]. Moreover, ICT helps
to provide an efficient, accountable and transparent citizen-
centric system.

2) Physical Infrastructure: Indicates applying ICT to inte-
grate the cost-efficient and intelligent physical infrastructure,
such as solid waste management system, energy and water-
supply system, high-speed broadband system, housing stock,
and urban mobility. For example, (i) Solid waste manage-
ment system refers to generate, prevent, characterize, monitor,
handle, reuse and disposition of solid wastes; and (ii) Urban
mobility focuses on quality of walking, cycling, and smart
transportation system in cities.

3) Social Infrastructure: Involves diverse mechanisms to
promote and develop human and social capital, and pro-
vide intelligent and straightforward connected infrastructure
for addressing different social needs and services of citizens,
including education, health-care, environment, and inclusive
planning.

4) Economic Infrastructure: Refers to the basic facilities
and services that help to promote the process of production
and distribution of economic activities and develop proper
infrastructure to generate employment opportunities and attract
investments. Although, this type of activities may not directly
produce goods and services, they usually have effect on
external economies by persuading production in agriculture,
industry and trade.

It is undeniable that the smart city concept can transform
every part of today’s societies. As a result, by evolving the
smart cities and increasing the connectivity and communi-
cations prerequisites, it is essential to collect and interpret
huge volume of information. The analysis of such information
helps governments to understand how to intelligently react to

Fig. 3. Smart city pillars.

critical situations. Storing, analyzing and processing of such
an amount of data will trigger the necessity for information
security at all phases. Fig. 3 illustrates the pillars infrastructure
of the smart cities.

D. Smart City Applications

Smart city has been emerged as a new concept that provides
plenty of applications to promote the cities and environments.
This section makes an overview on the existing application of
the smart city.

1) Smart Energy: As a fundamental application of the
smart city is responsible for providing a liveable, affordable,
climate-friendly, and engaging environment for the citizens.
The objective of smart energy is to efficiently control the
energy and resource consumption and increase the usage of
renewable-energy sources on the basis of an integrated and
resilient resource system, and insight-driven and pioneering
approaches to strategic planning. Smart energy concept relies
on the following key elements: (i) Resource system inte-
gration: indicates the physical and digital plans to control
resource flows with the aim of regulating resource efficiency
and optimizing energy level through city systems, (ii) Access
to energy services: indicates all citizens must have capability
to reach reliable, affordable and sustainable energy services,
(iii) Resilience: refers to preserving the communities and econ-
omy of a city for a long-term and make the city flexible and
resistant to any kind of changes, especially in climate, by fol-
lowing an effective plans for the functions of city systems,
(iv) Energy efficiency: is recognized as a key factor of smart
energy due to the scarcity of available natural resources,
(v) Renewable energy: one of the important goal of smart
cities is encouraging the big companies and organizations to
use the green renewable energy resources to prevent further
and unpredictable climate change, (vi) Active and engaged
users: the effectiveness of smart energy strategies depends on
engaging businesses, citizens and academia in participating
in the operational running of the city and its services, and
(vii) Sustainable economy: the smart energy systems would
be sustainable if utilizing the provided services and energy
could economically be feasible for the citizens [39].
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2) Smart Building: Refers an effective way for measuring,
monitoring, controlling, and optimizing operations and main-
tenance by exploiting progressive automation and integration.
ICT plays an important role in the expansion and operation
of smart building in which generating a real-time response to
the ever-increasing stream of data relies on analytics and data
management. In other words, the produced data by the sen-
sors, monitors, and controllers of the smart building can be
collected and analyzed in the real-time mode to keep every-
thing under control. One of the main applications of smart
building is to manage the energy equipment by automatically
replying to both internal policies and external signals to reduce
energy consumption and increase the energy reliability [40].

3) Smart Mobility: Offers an effective way to transport
people and goods with the aim of achieving a smooth and sus-
tainable society on the basis of optimizing the difference types
of transportation services for the citizens, through coordina-
tion of diverse transportation modes of the cities. One way to
achieve a smart mobility system for a city is to build a network
for collecting, processing, and analyzing data from the trans-
portation systems of the existing organizations. For example,
Hitachi proposes an architecture to support smart mobility in
a city, including the following layers: (i) Transportation user
experience layer: to deliver various information about trans-
portation services to citizens, (ii) Transportation services layer:
that contains provided transportation services by organizations,
(iii) Information collection layer: to gather the information
about usage of services, (iv) Information management and con-
trol layer: that check the services to confirm the smoothness
of provided services by organization, and (v) Transportation
company coordination layer: that is responsible for optimiz-
ing the city’s overall transportation system by analyzing the
collected information from all companies [41].

4) Smart Infrastructure: Consists of intelligent and auto-
mated systems for a smart city to communicate with, control,
manage, and integrate into diverse types of intelligent infras-
tructure, such as smart people, smart mobility, smart economy,
and smart energy. The main objective of smart infrastructure
is to ensure the optimal usage of resources and improving the
performance. However, there are numerous challenges to cope
with for implementing a smart infrastructure concept, espe-
cially in developing countries, such as: localization and lack
of human skills, finance, and well-developed business models.
Moreover, designing a smart infrastructure relies on taking the
following key principles into account: (i) It is a people-centric
approach in which we need to consider the requisite of citizens
when developing a smart infrastructure, (ii) Resiliency and
sustainability to prevent unpredictable internal and external
shocks, (iii) Interoperable to be involved all necessary com-
ponents and flexible to support the future modifications and
enhancements, and (iv) Risk-mitigating and safe to ensure the
privacy and security of citizens against hacking and illegal
access [37].

5) Smart Governance: As one of the main components of
smart city provides an efficient way to simplify and support
better planning and decision making based on using ICT tools.
It also helps to emerge an integrated smart city by linking the
relevant public, private, civil and national organizations. The

major roles of governance in the smart city are: (i) Provide
an opportunity for citizens to contribute significantly to gov-
ernance and reshaping city life, (ii) Expressing appropriate
policies and strategies for achieving ground-breaking socio-
technical and socioeconomic aspects of life, (iii) Supporting
human and social capital investment, and (iv) Involving tech-
nological, organizational, and policy novelty [42].

6) Smart Education: Has an undeniable effect on improv-
ing the physical performance of the cities and cultivating
new generations for life in a complex world of the future.
The advantages of smart education can be clearly perceived
from different perspectives. On the one hand, from the build-
ing viewpoint, applying an intelligent system can help the
educational centers to have a comprehensive control and
management on their energy systems, security levels, commu-
nication, and transportation. On the other hand, the intelligent
system of smart education can provide new facilities for stu-
dents by engaging modern technologies or social media, such
as virtual, online, and e-learning [43]. For example, Microsoft
recently offered a target-based game, namely Minecraft, to cul-
tivate the problem-solving skills of the pupils in a collaborative
learning environment [44].

7) Smart Health-care: Indicates offering health services on
the basis of context-aware network, and ICT infrastructure
of smart cities. Smart Health-care is a revolutionary con-
cept, which naturally has effects on many senses: (i) Society:
promoting the health-care services can clearly help to cre-
ate a healthier society in which the citizens focus more on
appropriate nutrition and physical activity, and the patients
can benefit from effective treatments with the minimum cost,
(ii) Government: applying a smart health-care can signifi-
cantly reduce the health-care cost for government, for example,
by empowering the detection and prevention mechanism, and
(iii) Research: adopting a smart health-care model in a soci-
ety results in collecting a huge amount of data that can be
used by researchers to perform experiments to acquire knowl-
edge on different areas of human behavior, health-care, and
engineering [15].

8) Smart Citizen: Is recognized as a fundamental prerequi-
site of smart city that causes creating a fully comprehensive,
groundbreaking and sustainable city. The smart citizens usu-
ally apply smart and green solutions in daily activities, create
novel services and products, discover new methods for shar-
ing information, and actively participate in a decision-making
process [45].

9) Smart Traffic: One of the biggest challenges of the
big cities is to design an effective and smart traffic manage-
ment system. The Federal Highway Administration reported
that more than 25 percent of traffic congestion in such cities
are created due to the enormous number of traffic incidents.
Moreover, traffic congestion causes various issues such as
wasting time, increasing pollution and safety concern, and
affecting economic development and quality of life of citi-
zens. Smart traffic concept is an effective way to tackle this
fundamental issue by tacking a quick decision based on the
collected data from sensors, mobile devices, license plate read-
ers, and CCTV cameras. There are three main approaches to
manage the traffic: (i) Being prepared for unknown changes
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and restrictions by keeping the citizens informed through smart
traffic lights and signs; (ii) Responding dynamically to unpre-
dictable disasters and changes, such as accidents and bad
weather conditions, by using Real-time traffic light manage-
ment or routed around obstacles; and (ii) Modifying the urban
planning on the basis of the collected data from the traffic rate
and the rout infrastructure to decrease the traffic [46].

III. SECURITY REQUIREMENTS OF SMART CITIES

Over the last decades, ICTs have played an important role
and become as an inseparable part of the modern life. For
example, the researches [47], [48] recently show that about
15 billion devices have the capability to be connected to
the Internet on 2015 and around 50 billion by 2020, which
may modify the way we are working, playing, or even doing
the daily chores. It also affects almost everything, range
from personal lives, education, and health to national secu-
rity. Therefore, the implementation and adoption of smart city
programs have become an objective of the majority of govern-
ments to manage water, energy, health, transportation, waste,
surveillance, and security.

Although the smart cities make the life easier and help us
to manage and control different aspects of the environment,
increasing the complexity, interdependencies, and connectiv-
ity makes the smart cities more vulnerable against security
and privacy attacks. The restricted or lack of understanding of
security challenges and requirements of smart city may lead to
unsuitable and insecure implementation and execution of the
smart city. In this section, we will discuss the indispensable
requirements for a secure smart city, which have to be taken
into account at the design stage. These security requirements
have been found in the relevant studies about smart cities by
using some keywords, such as security/ requirement/ smart
city/ IoT/ big data/ cloud/ cloud of things/fog and edge.

A. Secure Communication

Network communication is known as an essential compo-
nent of the smart city architectures to join different compo-
nents of the smart city for collecting, sharing, and transferring
data throughout the cities. Establishing a secure wire and wire-
less communication in smart cities depends on confidentiality,
integrity, and non-repudiation as the important features of
network security [49], [50]. One of the best ways to secure the
smart cities communications is to develop lightweight cryp-
tographic methods for encrypting and decrypting data and
creating a shared secret key among various nodes. However,
applying such security algorithm to different network com-
ponents is a crucial challenge in smart cities, due to the
heterogeneity of the devices that are connected to the network
and used to collect or share data. The next challenge for
making the communication secure is to design an effective
distributed key management system (e.g., [51] and [52]) for
providing secure communication, due to the geographical dis-
tribution of smart cities. The key management center usually
generates the primary keys (public and private key) with proper
length and lifetime for all components to meet the security

objectives and at the same time not drain the embedded
system’s resources.

Recently, Rambus [53] proposed a CryptoManager IoT
Device Management system for identifying and authenticat-
ing the IoT devices on the basis of pre-provisioned unique
device keys. This management system also help IoT devices
to create a secure communication channel to other devises
and services. Once an IoT devices connected to the network
(e.g., Internet), the device has to be seamlessly authenticated
by CryptoManager IoT Device Management. The system also
generates appropriate security credentials for the IoT device.
However, this crypto system is unable to support a wide range
of IoT devices.

B. Secure Booting

Viruses, worms, and other malware have the capability to
overwhelm the systems through the boot sectors where in the
such viruses are located as an executable code and are able to
be distributed to the other systems through the Internet con-
nection or upon booting the other system using infected disks.
Pre-boot malware is also able to be executed before the system
is controlled by using an Operating System (OS) kernel and
then hidden out in ways that are impossible for the OS and
virus scanners to detect the malware.

Indeed, secure boot is designed as an additional layer to
protect the system against the pre-boot process. Secure boot-
ing is a technology for helping the system firmware to check
the existence of a cryptographic signature for the system boot
loader. Since the cryptographic key of the signature is stored
in the firmware database, it is difficult for the malware creator
to sign the malware if the key is controlled by the authorized
user. As a result, the firmware refuses to execute the program,
which contains the unsigned malware. The firmware can also
verify a malware on the basis of a cryptographically gener-
ated digital signature in the next-stage boot loader, kernel,
and user space. In other words, the secure boot is a require
technology for smart city devices that guarantees the integrity
and the authenticity of the software packages and avoids the
execution of unsigned code [54].

Although the existence of secure booting is vital for the
IoT devices to protect the authentication and integrity of
the software on such devices on the basis of cryptographic
hash algorithms, the majority of boot securing techniques are
inapplicable for IoT devices. This is because Such devices
are suffering from low processing resources. Therefore, it
is essential to design an efficient boot securing for IoT
devices by using ultra-low power consumption hash func-
tions [55]. NH and WH universal hash function [56] are
examples of hash functions for ultra-low power consumption
devices [56], [57].

C. Security Monitoring, Analysis, and Response

Monitoring strategy is a indispensable requisite for all
systems to control the surrounding environment and detect
the active attacks and anonymous behavior. The automated
response systems must have access to adequate information
about attacks and automatic detection of suspicious behavior,
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due to the scalability of IoT systems in terms of the number
of devices and the amount of information being processed.
The system may consider different strategies for responding to
attacks and doubtful behavior: (i) Elimination strategy to tem-
porarily isolate, quarantine, or completely remove such parts
of IoT devices, and (ii) Response strategy in which a formal
incident response process is considered to cope with vulnera-
bilities that are detected upon the systems have been put into
service.

Indeed, the smart city systems require appropriate strate-
gies to disclosure the potential vulnerabilities with the aim
of migrating, modifying, and updating all affected parties in
a timely manner. This is because the IoT devices, which are
in charge of collecting and transferring data, are vulnerable
against a wide variety of attack forms. For example, injec-
tion of fake, erroneous, or erratic sensor data are the forms of
attacks into the IoT systems, which are able to redirect deci-
sions of the automated system to behave in attackers desired
manner (e.g., to force the automated response system to take
the exception strategy) [58].

For example, Cisco designed a security monitoring, anal-
ysis, and response system to: identify the network threats
on the basis of learning the network topology and configu-
ration; providing recommendations for mitigating threats by
identifying the source of threats, and incident management.
However, this mechanism is only applicable for Cisco network
equipment [59].

D. System, Application, and Solution Lifecycle Management

As it is clear, smart cities rely on the IoT devices to col-
lect, analyze, and get in touch with the citizens. Therefore,
increasing the demand for IoT solutions results in developing
the application without compromising security and reducing
performance of the system. However, the enterprise customers
expect the developers to anticipate the necessity of systems in
the near future. Moreover, the necessary actions and plan for
the entire life-cycle of IoT devices and applications have to
be predicted at different design stages of smart cities. Life-
cycle management of the IoT systems needs a high level of
complexity and has a direct relation with identity manage-
ment, device management, and development of application and
software by modifying the management of deployed and in-
service systems. The necessity to connect any types of devices,
even those that are not designed for connectivity, forces the
IoT systems developers to make sure about the security of
such connections. As a result, the developers have to con-
sider protective measures at all levels device, network, and
cloud. Moreover, the developers have to validate the code, key
material, and even physical components of such systems in all
stage of development and installation. After securely connect-
ing, the IoT devices must have capability to securely upgrade
their distinct components for overcoming the vulnerabilities,
achieving the functional enhancements over the lifetime of the
system, and protecting the privacy and security of data. Finally,
it requires to address the challenge of integrating the IoT
devices with other city systems that can aggregate, analyze,
and act after collecting the data from devices, to make a bridge

between operational technology and information technology
systems [58], [60].

Consider [61] as an example in which a new data man-
agement lifecycle model, namely Smart City Comprehensive
Data Life Cycle (SCC-DLC), is proposed for smart cities
based on fog and cloud resource management architecture.
The SCC-DLC model is able to efficiently manage and orga-
nize huge volume of data, which are collected from diverse
information resources, during data acquisition, data process-
ing, and data storage of smart cities. The main contribution of
this work is to add a new layer including several fog nodes for
the smart city architecture with the aim of increasing the com-
putation and storage capacity as well as reducing the network
traffic and communication latencies. Although reducing the
data transmission latency may have a positive effect on secu-
rity risk and communication failure, the security and privacy
of data has not been measured in this architecture.

E. Updating and Patching

Updating and patching are the important necessities of
the IoT devices to work properly and be secure against the
most-recent malicious attacks. This is because by developing
the technology, we are facing the new and complex security
attacks that may not be overcome unless receiving the software
updates. Moreover, it allows the enterprises to identify the vul-
nerabilities and address them efficiently. The devices should
also have an aptitude for authenticating the received patches
through their operators and service providers [62]. However,
the authentication process must not have any side effect on the
functional safety of an IoT device and its interconnection with
other devices, especially when they are in charge of perform-
ing vital operations and need security patches to be protected
against vulnerabilities. It is important to mention that the soft-
ware updates, and the security patches should be provided in
a compressed package to be downloadable through the lim-
ited bandwidth and diminish the probability of compromising
functional safety [63].

Despite the fact that patching and updating are the effective
way to avoid cyber-attacks, upgrading or patching is one the
biggest challenges for some of the IoT devices. For example,
it is impossible to install and run any antivirus as a third party
endpoint security solution on IoT devices with medical appli-
cations. There are two reasons for supporting this claim. On
the one hand, the majority of medical device manufacturers
suffer from lack of experience for supporting dynamic patch
update. As a result, such devices only rely on secure com-
munication channel for transferring the collected data. On the
other hand, updating the medical devices is very rigorous and
time-consuming process because of the existence restrictions
in the food and drug administration [64].

F. Authentication, Identification, and Access Control

The power of IoT systems and devices are highly depen-
dent on sharing data and combining different inputs as well
as processing and creating additional values. As a result,
it is essential to control and manage the generated data
by other IoT devices, while preventing the use of data in
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TABLE III
COMPARISON OF SECURITY REQUIREMENTS FOR SMART CITIES

unauthorized or undesired ways [65], [66]. The authentication
of IoT systems by constructing secure communication between
the included things, is a crucial perquisite for smart cities to
manage the access control of the legitimated citizens in an
authorized manner and prevent unauthorized users to access
resources [67]. In order to construct a solid communica-
tion, different authentication and access control protocols,
such as Identity-Based Encryption (IBE) [68], Attribute-
Based Encryption (ABE) [69], and Role-Based Access Control
(RBAC) [70], have been designed to protect the security
and privacy of data especially in cloud-based smart cities.
This is because the citizens’ information is collected and
outsourced to the distributed data storages, which are con-
trolled and managed by unauthorized Cloud Service Provider
(CSPs). These schemes enable the smart city applications to
securely handle the authorized users and revoke their permis-
sion rights. For example, the objective of attribute-based access
control is to render the existing attributes of the data owner,
users, or the other IoT devices to implement the data access
control [71].

G. Data and Application Protection

Smart cities rely on the different components of the sens-
ing layer architecture, which are responsible for collecting
the huge volume of large-scale data from different resources
and storing them in the local or remote storages (e.g., cloud
computing). Considering with the diversity of collected data
and the security level from personal to public information,
designing a flexible and an efficient data security and pri-
vacy method play a vital role in smart cites. In other words,
the smart cities have to leverage multiple methods simultane-
ously for identifying the system vulnerabilities and providing
different levels of data protection against the internal and
external threats in all layers of architecture of smart cities.
The first step to protect the data security in smart cities is to
make the IoT devices secure by using the existing techniques.
For example, preserving the privacy of smartphone applica-
tions depends on: (i) Securing the unique identifiers (e.g.,
UDID (Unique Device Identifier), IMEI (International Mobile

Station Equipment Identity), and MEID (Mobile Equipment
Identifier)) of smartphones by preventing the application from
sharing them, and (ii) Monitoring on the access permissions
that are issued for application to gain access to private data
in smartphones [72]. Then, the communication links have to
be protected by using the existing cryptographic algorithms
and key management methods to securely transfer data among
the components of smart cities and provide end-to-end and
point-to-point communications protection. Finally, the differ-
ent format of data stored in the databases and even whole
disk level have to be encrypted to prevent data leakage and
improper usage [58].

Table III compares the general requirements for secur-
ing smart cities on the basis of method and challenge
attributes. The method attribute indicates the general solu-
tions to meet the security requirement of smart cities and
the challenge attribute represents the encountering issues
and challenges for adopting the suggested methods to smart
cities.

IV. SECURITY ISSUES AND CHALLENGES

OF SMART CITIES

Smart cities consist of complex, networked assemblages
of digital technologies, ICT infrastructure, and IoT devices
for handling different services and system throughout the
cities and optimizing the resource consumption. Since the IoT
devices of smart cities require to be interconnected through
different types of networks, they expose to the huge num-
ber of security risks and there are more potential entry points
for attackers across networks. In this section, we first explain
the effect of cybersecurity threats on the security of smart
cities. We then classify the existing security issues and chal-
lenges on the basis of the different types of smart cities into
two groups: IoT-based and cloud-based smart city challenges.
These security issues and challenges have been retrieved from
the relevant studies about smart cities by using the following
keywords: security/ issue/ challenge/ smart city/ cybersecurity
attack/ IoT/ big data/ cloud/ cloud of things/fog and edge.
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A. Cybersecurity Attacks on Smart Cities

Smart cities consist of complex, networked assemblages
of digital technologies, ICT infrastructure, and IoT devices
for handling different services and system throughout the
cities and optimizing the resource consumption. Since the IoT
devices of Smart cities consist of thousands or millions of
interconnected IoT devices, which are responsible for collect-
ing and transferring data. As a result, the malevolent intruders
are able to leverage the structure of smart cities to create and
deploy self-propagating malware, which can be disseminated
across multiple connected networks. The attackers can eas-
ily gain access to sensitive information, such as healthcare
financial and bank credentials of users. They are also able
to perform different types of cybersecurity attacks with the
aim of destroying: (i) Confidentiality to extract the informa-
tion and monitor the system activities, for example, the illegal
data collection through eavesdropping or analyzing message
traffic; (ii) Integrity to modify the information and change
the system setting, for instance unauthorized access to sen-
sitive information, (iii) Availability to make the system close
and unavailable for authorized users, for example Distributed
Denial-of-Service (DDoS) is a type of availability attack; and
(iv) Authentication is a major security threat to IoT devices
in which an unauthorized user has capability to send, receive
and replay most types of messages [14].

Over the last decade, Distributed Denial-of-Service (DDoS)
attacks have been emerged as one of the major security threads
to public Web servers, in which cloud infrastructure providers
are responsible for providing services to users. DDOS attacks
also have disastrous influence on different aspects of smart
cities. For example, adversaries are able to leverage the botnet
to launch DDoS attacks to traffic and surveillance cameras as
the eyes of smart cities [73]. Moreover, smart city applica-
tion servers and cloud infrastructure are commonly faced with
application layer DDoS attacks as catastrophic challenges,
in which a huge volume of traffic is generated on the Web
servers to bring down the network services and disrupt the
services [74]–[76]. Since the smart cities usually require data
centers as hosts of a variety of Web-based application servers,
they are commonly suffer from such attacks. As a result,
proposing a defense model against application layer DDoS
is essential for smart cities with the aim of protecting smart
services and applications. However, the distinct and distributed
nature of smart cities in terms of volume, velocity, and variety
of network traffic makes it very difficult to propose an effec-
tive method to mitigate such attacks. There are also some other
challenges, such as networks heterogeneity, high availability
and scalability, and dynamic security policies of smart cites
have to be accounted for designing such mitigation model.
To address these issues, Bawany and Shamsi [77] proposed
an efficient framework to detect and mitigate the flash crowd
application layer DDOS attack in smart cities, where the
legitimated connections on a server or website are suddenly
increasing simultaneously or within a short period. The main
idea behind this method is to use a master city controller com-
ponent to effectively analyze and filter the malicious traffic
from legitimate traffic flows on the basis of Software Defined
Networking (SDN) concept.

Side-channel is a type of physical attack for smart cities in
which the attacker threatens the security of most cryptographic
IoT devices by using physical information leakages such as
timing information and power consumption. The next type of
security attacks in smart cities is brute force in which the
adversary is able to exploit the existing vulnerability of the
network to breach a network perimeter and gain access to
encrypted data or key.

Table IV compares some of the existing intentional attacks
and shows their side effects on the smart cities.

We classified the security issues and challenges on the basis
of the different types of smart cities into two groups, such as
IoT-based and cloud-based smart city challenges, as follows.

B. IoT-Based Smart City Challenges

The first group of smart cities, which is constructed on
the base of IoT technology, is known as an IoT-based smart
cities [65]. Upon collecting data by using the deployed con-
nected IoT devices and smart objects, the data will be stored
in the local temporary storage to be accessible by the data ana-
lytical layer to perform real-time and batch processing. There
are various security issues and challenges that threaten IoT-
based smart cities, which have been classified and evaluated
based on the architecture of smart cities, and discussed in the
rest of this section.

1) Connected Devices and Smart Objects Issues: The con-
nected devices play an important role in different layers of
smart cities for collecting, transferring, temporary storing, and
even analyzing the data. There is an enormous amount of
security issues against the smart devices, which we briefly
elaborate some of the related issued to smart cities, as follows.

a) Data over-collection with dynamic active cycle:
Smartphones are known as inseparable parts of our life, which
provide different services for users, such as health-care, envi-
ronment mate and monitoring, financial works, and electronic
ID. The connected devices have the capability to be used as
a mediator storage or a fog node to perform a small com-
putation in the network. These diverse applications of smart
devices make them more vulnerable to some security attacks,
although such devices may be active or waste in any situa-
tions [86]. As a result, it is essential to develop a novel security
method to cope with these challenges [87].

Recently, the huge number of applications have been
proposed by different enterprises to provide various benefits
for end users. However, the majority of these devices usually
need to gain access to private information of users and transfer
the collected data to unauthorized third parties. This process
may threaten the security and privacy of the users by revealing
their information to the third parties. Moreover, these applica-
tion usually collect more data than the necessities of original
functions, while in permission scope, which is known as data
over-collection. Therefore, it is essential to design the effective
solutions to cope with the data over-collection issue in smart
cities [79].

b) Heterogeneous interaction and the requirement of
the lightweight cryptographic algorithm: The connected
devices and smart objects usually interact in heterogeneous
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environments due to the diversity of manufacturers and
enterprises for designing such devices under different stan-
dards, protocols, and technical necessities. As a result, it is
very difficult to propose an effective method that can meet
the security requirements, homogeneity, and interoperability
criteria of all smart city devices. This situation becomes
worse, when we are encountering the device network’s
points of connection that uses the external networks (e.g.,
the Internet and public Wi-Fi). This is because the end-
to-end communication suffers from the connection that fre-
quently requires gateways or proxies [88]. On the other
hand, the majority of connected devices have the low
level of power and computation resources. Therefore, IEEE
802.15.4 has been developed to address the connectiv-
ity issue of connected devices through Low-Rate Wireless
Personal Area Networks (LR-WPAN), which needs low power
consumption, low deployment cost, less complexity, and
short-range communication [89]. However, this IEEE stan-
dard causes several security attacks such as DoS, which
have adverse effect on key exchange protocol of con-
nected devices, due to fragmenting large packets of security
protocol [90].

To sum up, it is problematic to propose an efficient,
secured, and lightweight cryptographic algorithm (e.g., key
management) for providing a secure end-to-end communica-
tion channel, due to the heterogeneity and power restriction of
IoT devices and smart objects [91].

2) Data Sensing, Storing, and Transition Issues: The IoT
devices throughout the smart cities are responsible to collect
sensitive data and transfer them into databases or cloud storage

throughout wire and wireless links. However, there are some
security issues that may impact on sensing and storing process
in smart cities, as follows.

a) Secure storage and transaction logging: Smart cities
encounter with big data storages as a critical challenge in
which the huge volume of collected data needs to be stored in
large-scale databases. Auto- tiering storage has been provided
recently as an effective way to alleviate this issue where in dif-
ferent levels of storage are automatically assigned for items on
the basis of policies established by the organization. However,
because of the presence of unverified storage services and
mismatched security policies, there are several vulnerabilities
that threaten the security of auto-tiering databases: (i) The
auto-tiering databases automatically reallocate the data based
on the rate of the access requests with the range of rarely
accessed to critical information. As a result, less security
has been characteristically attached to such data, which is
seldom requested and located at a lower tier of database.
(ii) In addition to preserving the security of the stored data
in such databases, their transaction logs that contain a list of
the database activities have to also be secured with the aim
of protecting the stored data and logs information. (iii) The
auto-tiering databases suffer from collusion attack in which
the service providers are able to access more information that
has been determined for them because the keys and access
codes are exchanged by them. (iv) The rollback attack can also
break the security of such databases by replacing the outdated
dataset to the latest version [92].

b) Data validation and filtering: The effectiveness of
smart cities relies on collecting the useful data at the exact
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time to perform the real-time data analysis. However, due to
the extensiveness of data sources and the huge volume of data,
performing analysis on such an amount of data is a challeng-
ing task. On the other hand, it is very difficult for smart city
applications to verify and validate the collected data, which
has a direct effect on the accuracy of the output of such appli-
cations. In other words, determining the data validation is a
major challenge in the smart cities, which depends on the dif-
ferent factors, such as data source, data type, and connection
link. As a result, the data collection layer of the smart city
architecture requires an applicable way to identify the mali-
cious data sources, filter the unreliable data, and detect the
possible attackers (e.g., ID clone attack, and Sybil attack) who
feed the fake data to the system by spoofing multiple IDs.

3) Data Processing and Aggregation Issues: The data pro-
cessing is one of the essential layers of smart city architectures,
which is responsible for carrying out the batch and real-time
analytics on large-scale of data. However, there are some secu-
rity issues that threaten the different components of this layer
and have a direct effect on the its performance, as follows.

a) Transmission of critical data for real-time analytic:
Performing real-time analytic on sensitive data is one of the
main applications of smart cities. Data processing is a com-
plicated and real time-demand process, especially when the
security of data needs to be preserved by using a power-
ful cryptographic algorithm. In other words, data encryption
and decryption methods make the data processing extremely
difficult and time-consuming. This is because the processing
methods encounter a huge volume of data in different for-
mats, and communication protocols [93]. On the other hand,
since encrypting and decrypting data commonly have a side
effect on the performance of the real-time data analytic proce-
dures, the majority of smart city platforms prefer to increase
the rate of real-time data analytic rather than using effective
cryptographic algorithms to ensure the security of data analytic
through the smart city architecture.

b) Data provenance and verification: The smart cities
have a wide variety of resources, including millions of citizens
and end-user machines in enterprise settings, which usually
generate huge volume of data result in increasing the com-
plexity of the provenance. The data object commonly consists
of the provenance information as a metadata, which pro-
vides enough information about the object’s creation. In other
words, the provenance metadata of smart city applications con-
tains the provenance for the infrastructure of the smart city,
which is presented as a meta-metadata. As a result, the com-
plexity of provenance metadata is dramatically increasing by
developing the area progresses because of generating large
provenance graphs from provenance-enabled big data appli-
cations. Moreover, the computation cost of analyzing such
complex graphs in this size is highly resource-intensive. The
major security threat to such area is about malfunctioning
infrastructure, and attacking on infrastructure from inside or
outside of the organization with the aim of altering the data
integrity of big data applications in smart cities. Moreover,
to effectively verify the data sources through any audit and
detection method, it is essential to preserve the security of
provenance metadata [92].

C. Cloud-Based Smart City Challenges

The IoT-based smart cities provide the enormous number of
applications and facilities, ranging from smart health-care to
smart governance, for citizens. However, the connected devices
as the fundamental of IoT-based architecture commonly suf-
fer from some restrictions, such as the computation, energy,
and storage resources that can be efficiently overcome and sup-
ported by integrating the IoT and cloud computing [94]. Albeit
cloud-based smart cities are able to cope with the shortcoming
of IoT-based smart cities and connected devices by outsourcing
the information and computation to the CSPs and delegating
the management of data to the remote servers, cloud-based
smart cities are still vulnerable to the majority security of IoT-
based smart cities (presented in Section IV-B). Moreover, such
integration results in emerging some new security challenges,
as follows.

a) Data and computation outsourcing: Cloud computing
provides an effective way to store the huge amount of collected
data and perform the computation with minimum overhead on
connected devices in the smart cities. However, by outsourcing
the data in the remote servers, the physical control over the
data is taken away and the management of data is delegated
to an untrusted CSP. The cloud is inherently neither secure
nor reliable from the view point of the clients and it raises
new challenges to the integrity of outsourced data in cloud
storage. As a result, devising a proper audit service, which
can remotely check the integrity of outsourced data in the
cloud-based smart cities is deemed as a crucial need [95].

b) Physical location of data: Integrating cloud comput-
ing and IoT applications helps to efficiently manage and store
the huge amount of data in the smart cities. However, the
cloud service providers are not completely honest and may
store the data in different level of cloud storage and try to
conceal it from end users’ view point. As a result, lack of
knowledge about the physical location of data in cloud storage
may influence on the data security and quality of services [83].

c) Lack of knowledge about service level agreements
(SLAs): Assuring the predictable service levels in cloud-based
smart cities relies on establishing a tailor-made SLA, which
is a contract between the cloud customers and CSPs as two
parties of services with the aim of ensuring the commit-
ment of SLAs and interaction experience of the consumers by
CSPs [96]. The SLAs contain critical information and different
specification about the services, security and risk management,
priorities and responsibilities, pricing, and performance of pro-
vides services to the customers. As a result, the SLA has a
critical role in the cloud-based smart cities to provide a trust
level among the existing components. However, the majority of
IoT devices suffer from lack of knowledge about the existing
SLA [97].

d) Multitenancy: The concept of multitenancy is known
as a key difference between cloud computing and locally man-
aged computing in which many tenants share the resources
and information and delegate the management of them to the
CSP. In other words, the service providers have the capabil-
ity to provide an efficient, scalable, and share environment for
computing tenants’ tasks and storing their information in the
same database and may even share the same tables. However,
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the multitenancy may also lead to raise some security concerns
regarding the information leakage and data breach, as follows:
(i) Cloud computing provides a virtualized infrastructure for
different customers to take the co-residency of machines in a
privileged position relative to one another, which may increase
the risk of unauthorized connection monitoring, malware prop-
agation, unmonitored application login attempts, and several
man in the middle attacks. (ii) Since the important informa-
tion of different tenants is stored in a database as rows in
tables distinguishing by customer ID, there is a possibility to
put such information at risk of theft and misuse by miscon-
figuring an application code or an error in an access control
list. As a result, cloud-based smart cities require multitenancy
protection techniques to prevent data loss, misuse, or privacy
violation [98].

e) Data retention: Cloud-based smart cities provide a
powerful infrastructure for citizens to outsource their critical
information to the cloud storages for optimizing the storage
and maintenance cost. The CSP usually keeps multiple back-
ups and copies of the outsourced data in different forms such
as index structures, which may not be directly connected to
the cloud. Therefore, there is not any guarantee that when cit-
izens ask to delete the outsourced data, the CSP removes all
copies of data within a timescale, which is in line with their
own deletion schedule [99], [100].

Table V compares the security challenges of the smart cities
on the basis of different attributes. Type of challenge is the first
attribute to classify the security challenges based on the archi-
tecture of smart cities into IoT-based and Cloud-based smart
cities. Security challenge is the next attribute that lists the
existing security issues. We finally presented a brief expiation
of such challenges, including specification, security require-
ment, and definition, to highlight the difference of challenges
in description attribute.

V. PRIVACY CONCERNS OF SMART CITIES

Data privacy is known as a crucial challenge and concern in
smart cities, which relies on collecting, storing, sharing, and
analyzing the huge volume large-scale sensitive information by
IoT devices. In other words, the effectiveness of smart cities
depends on successfully employing big data application as an
inseparable part of such cities. This is because the IoT devices
in smart cities usually capture huge volume of data for stor-
ing and further analysis [101]. On the one hand, integrating
these two concepts requires to tackle several challenges, which
may be related to either the nature of smart city needs or big
data features, as follows: (i) Bach processing: is an effective
way to process and analyze a huge volume of data that is col-
lected over a period of time and stored in NoSQL databases.
Batch processing needs a distinct program (e.g., Hadoop’s
MapReduce [102] or Hama’s Bulk Synchronous Processing
framework [103]) for input, process and output. (ii) Real time
processing: includes a continuous input, analysis, and output
of data flows with high performance in which the processing
of data has to be in a small period of time or near real time.
(iii) Big data management: offers a confident way for utilizing
the accumulated data in smart city applications by developing
architectures, policies, and procedures to accurately manage

the data. (iv) Network infrastructure: It is commonly impos-
sible to create a smart city without existing powerful and
comprehensive network infrastructures, which are in charge
of delivering data among different components and layers
of smart cities through wired or wireless connections. The
network infrastructure also plays an important role in the
decision-making process in the real-time big-data applications.
(v) Complex and sophisticated algorithms: are responsible to
effectively process high volumes of data with large variety
in heterogeneous and dynamic environment where the use of
traditional algorithms is impossible [104], [105].

On the other hand, emerging big data scenarios in smart
cities for collecting, storing, sharing, and analyzing the per-
sonal and sensitive information by IoT devices have caused
privacy concerns. Due to the wide-range applications of smart
cities, the privacy issues may threaten various resources, such
as healthcare records, location-based service and geolocation,
residence and geographic records, Web surfing behavior, and
financial institutions and transactions. For instance, a car-based
telematics system usually collects data that is extremely trea-
sured for insurance companies to increase someone,s premium
or even reject a new contract [106]. Consequently, the majority
of citizens prefer not to allow IoT devices to collect the sen-
sitive data, which may results in violating the data privacy by
revealing the sensitive data to the third party. In other words, to
acquire the maximum benefit from collecting and processing
data in smart cities, it is essential to consider security and pri-
vacy as important requirements in all layers of the smart city
architecture [107]. This is because some thresholds must be
taken into account: (i) making commercial decisions with con-
fidence highly depends on preserving the confidentiality and
integrity of the data, (ii) controlling a physical environment in
a safe and reliable way requires preserving the integrity and
availability of the data, and (iii) sustaining and establishing
public confidence is necessary for those who analyze and pro-
cess the data for providing an efficient decision making and
service delivery process [104], [108].

We have retrieved the privacy issues of smart cities by
leveraging some keywords, such as Privacy/IoT/ cloud/ cloud
of things/data privacy/ and smart cities. Generally, preserving
data privacy in smart cities relies on meeting the following
requirements.

A. Acquiring User Consent

The IoT devices in smart cities are responsible to collec-
tion data from different resources, which may be sensitive for
data owners. However, collecting sensitive data without attain-
ing user permission may violate the data privacy in smart
cities. Requesting user permission in an effective and effi-
cient way has been a main privacy issue in IoT-based devices.
This is because the majority of users are suffer from time
restrictions or inadequate technical knowledge to involve in
the process [104].

B. Data Access Control and Customization

The collected data in smart cities may be stored locally
or outsourced to the cloud computing. The data owners are
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always looking for having the full control on the collected data
when allows them to delete, modify, or change the location of
data. Unfortunately, the existing solutions are unable to pro-
vide full access control for users. The smart city users may also
require to construct and customize their smart environment
by selecting different hardware devices and software compo-
nents. Furthermore, the users must have capability to grant and
revoke access privileges to other users and service providers.
Although services providers need to access some types of data
to provide certain types of services, service providers have to
fairly treat consumers. Disabling some features to a group of
users and changing the subscription fees are examples of unfair
service providers [105], [109].

C. Transparency and Reliability

Batch and real time data processing provide an opportunity
for smart cities to offer a different number of functionalities
for users. To achieve this goal, service providers requires to

access certain types of collected data by IoT devices form vari-
ety resources. However, the service providers may be able to
leverage the raw data with the aim of derive more information
about the data owners without taking their permissions, which
is against transparency [104], [110].

D. Anonymity

Collecting data through IoT devices and transferring data
by using network communication provides a way for service
providers to track back the communication paths and the user
location (e.g., by leveraging the MAC address). Designing an
efficient end-to-end anonymity method to protect user privacy
on the basis of concealing data communication paths is still a
critical challenge in smart cities because of the large number
of IoT devices (e.g., sensors) for data collection. Although, a
group of research recently focused on improving the privacy
of users on the Internet by proposing Tor [111], we still need
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a framework to ensure anonymity at all layers of smart cities
(e.g., data collection, storage, and data analysis layers).

In the rest of this section, we review the privacy issues in
data collection, storage, and analysis layers of smart cities.

1) Privacy in Data Sensing and Storage: Data sensing is
known as a fundamental layer of the smart city architecture
in which the IoT devices are used to collect the different type
of resources and transfer them to the existing databases. The
collected data, which may contain private information about
a person, event, or thing), are vulnerable to numerous privacy
and security attacks result in privacy leakage and information
inferring. It is commonly impossible to protect the privacy
of the citizens’ data without informing them about the types
of data that have to be collected and the main purpose of
collecting such data [97]. There are some useful methods,
such as data encryption, anonymity, and access control that ate
used to preserve the security and privacy of data during data
sensing phase. However, it is still possible to unconsciously
disclose to untrusted third part. For example, the geographical
location, lifestyle, and other private information of residents
may be captured by using surveillance cameras, which initially
intended to monitor criminal behaviors throughout the cities.
Additionally, designing an effective method for protecting the
security and privacy of data collection phase against inside
and outside attackers in smart cities arise from a new com-
plex challenge due to high granularity, large scalability, and
diversity of data.

Although, integrating IoT devices with cloud computing
addresses the storage and computational issues of smart city
applications, outsourcing data to unauthorized cloud service
providers imposes more privacy issues on citizens due to lack-
ing of physical control over the data [83], [91]. As a result, it is
impossible to protect the privacy of outsourced data by using
the traditional cryptographic algorithms. Moreover, applying
the complex security methods to protect the data security and
privacy is not applicable for most of IoT devices with lifetime
and computation restrictions. On the other hand, the existing
cloud computing infrastructures suffer from the lack of pri-
vacy protection associated with the collecting and tracking of
personal and sensitive data. Therefore, it requires to redesign
cloud middleware for achieving an inherent privacy protection
goals [112].

Data breach poses crucial threats to the privacy of out-
sourced data in cloud storage wherein an individual’s name
plus a medical record and/or a financial record or debit card is
potentially put at risk. Data breach usually occurs in different
enterprises for a reason of malicious or criminal attack, system
glitch, or human error. Ponemon Institute under the sponsor-
ship of IBM has issued an annual report about the 2016 cost
of the data breach from more than 383 companies in the 12
countries, such as Arabian region (United Arab Emirates and
Saudi Arabia), Australia, Brazil, Canada, France, Germany,
India, Italy, Japan, United Kingdom, United States, and for
the first time, South Africa. The research shows that the aver-
age cost of losing or stilling each record containing sensitive
and confidential information reaches $158 in this year. The
U.S. organizations experienced the highest total average cost
of the data breach at more than $7.01 million, followed by

Germany at $5.01 million. In sharp contrast, South African and
Indian companies experienced the lowest total average cost
at $1.87 million and $1.6 million, respectively. Moreover, to
resolve a malicious or criminal attack, the U.S. and Canadian
companies had to spend more than $236 and $230 per record,
respectively [113]. As a result, it is essential to determine an
effective method to overcome the data breach issue in the smart
cities.

To sum up, the smart cities need to use the different form
of privacy preserving techniques, including identity privacy
to protect personal and confidential data; territorial privacy to
preserve personal space, objects, and property; communica-
tions privacy to defend against the surveillance of conversa-
tions and correspondence, locational and movement privacy
to protect against the tracking of spatial behavior and geo-
graphical location of things; and transaction privacy to protect
against monitoring of searches, online purchases, and other
exchanges.

2) Preserve the Privacy in Data Mining and Analytics:
Although the big data nature of smart cities causes to develop
the marketing rate and increase state and corporate con-
trol, it makes them vulnerable against invasions of privacy
issues [114]. The citizens’ data are usually accessed by dif-
ferent companies and contractors, government agencies, and
business partners for different purposes. For example, there are
an enormous number of companies that are using data analytic
methods as an effective way to offer an unexpectedly complete
picture and identify the potential new customers, but it may
disclose the important information of individuals. Therefore,
such companies are commonly responsible for ensuring the
privacy of citizens by providing appropriate policies. A naive
solution to protect the privacy issues of data analytic process
is to leverage data anonymization techniques. However, these
methods are inapplicable to the smart cities, because there are
some data that can be used as an association with identification
purposes [92].

The next important privacy challenge in smart cities is to
perform data analytic algorithm on encrypted data. Preserving
the privacy of collected data during data sensing and analyzing
process is essential for smart cities in which an effective data
encrypt must be used before sending the data to the analytic
layer. However, such encryptions make the data analytic pro-
cess very difficult, time consuming, and unsuitable for online
data analytic process. On the other hand, decrypting the data
threatens the privacy and incurs high computation overhead
on the data analyzer.

VI. SECURITY SOLUTIONS AND ARCHITECTURES

FOR SMART CITIES

Providing security and privacy for smart cities is a challeng-
ing task because these cities require to collect a huge amount
of data, store them in databases, and perform the batch and
real-time analytic. Moreover, there are various inside and out-
side attacks that threaten the security and privacy of smart
cities, which make it essential to propose an effective secu-
rity solution for smart cities. In this section, a combination of
some keywords have leveraged to search the relevant studies
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about smart cities: security and privacy/ smart city/ IoT/ big
data/ cloud/ cloud of things/fog and edge. We classified the
existing security methods into two groups, such as: IoT-based
solutions, and cloud-based solutions, as follows.

A. Secure Authentication and Access Control for IoT-Based
Objects

The smart devices, like smart phones and sensing nodes,
are responsible to collect data in the smart cities, suffer
from resource limitation, e.g., energy resources and process-
ing power. As a result, protecting the security of data in
such devices requires proposing a lightweight cryptographic
algorithm that incurs minimum computation cost on them.

Lie et al. [67] propose a lightweight authentication and
access control scheme for IoTs (AC-IOT) on the basis of
Elliptic Curve Cryptography (ECC) [115] to manage the
key establishment and Role-Based Access Control (RBAC)
model [116] to define the access control policies. The aim of
authentication method is to determine the legitimate users who
can gain access to the IoTs by using an OpenID technology,
which allows to register users and open a unique account for
logging into many diverse sites by authenticating a single iden-
tity provider. The RBAC model also guarantees that the certain
data and resource are only accessible by the authorized users.
This method classifies the users on the basis of their roles
in this access control model that helps to simplify the autho-
rization management. Although the proposed model is secure
against eavesdropping, man-in-the-middle, and Key Control
attacks, it incurs high computation cost on IoT devices, and it
is vulnerable against replay attack.

The work presented in [117], namely registry based authen-
tication for IOTs (R-IOT), addressed the security issues of
Lei et al.’s method [67] by adding a registration phase, which
permits users and a gateway node to exchange a shared secret
key for secure login and authentication success. Moreover, to
reduce the imposed computation cost of the mutual authentica-
tion on things, the users are prohibited to directly communicate
to the things. This method protects the IoTs against several
attacks, such as resist replay, man-in-the-middle, offline-
password guessing, and session key establishment attacks.
In [118], an efficient authentication and access control scheme
(ECC-IoT) is proposed for the perception layer of the IoTs
to decline the communication and computation cost on the
objects. The main idea behind this method is to use the ECC-
based authentication and the attribute-based cryptographic
(ABC) to provide a mutual authentication between user and
nodes, and achieve a flexible fine-grained access control. The
most important component in the proposed architecture is a
base station (BS), which is responsible for collecting data and
controlling the sensor nodes.

Identity-based Capability (ICAP) [119] is a common
way to design a access control for IoT-based smart cities.
Mahalle et al. [120] were the first to propose an autho-
rization and access control approach, namely Identity driven
Capability-based Access Control (ICAC), for IoT devices on
the basis of ICAP. The main idea behind this method is to gen-
erate a capability for each device on the basis of the device

identity, which is generated by using the media access control
address for unique identification, and the contextual informa-
tion associated with the device. When an access request is
received by a device, the integrity of the requesters’ capabil-
ity needs to be checked by one way hash function and then
the access is granted if the integrity of capacity is approved.
To detect the valid capability from the tampering and forgery
one, the capabilities are exchanged in conjunction with a SHA-
1 message digests. However, the performance of this method
has not been checked to prove its effectiveness for constrain
devices. The authors extended this idea in [121] by propos-
ing an Identity Establishment and Capability-based Access
Control (IECAC) protocol by using ECC for IoTs with the
aim of preserving the security of IoTs against man in middle,
replay, and denial of service attacks. To achieve this goal, a
shred secret key is established between two IoT devices using
Elliptical Curve Cryptography-Diffie Hellman (ECCDH) algo-
rithm and a one-way authentication is designed to authenticate
Device A to Device B based on the share secret key and
Message Authentication Code (MAC). Finally, to issue the
permission to access an existing device or resource, a capa-
bility, including a unique device identifier and access rights,
is constructed based on ICAP. However, this method imposes
high computation and communication overhead on constrained
devices.

Gusmeroli et al. [122] propose a Capability-Based Access
Control (CapBAC) in IoT based on Policy Decision Points
(PDPs) that are asked by services to issue access permis-
sion and authorization decisions. To access a specific data
source, the user requires to attach the capability token to the
access request, and then the PDP makes a decision about
the user’s authorization on the basis of the user’s capa-
bility and the internal rules of the requested data source.
In [123], the CapBAC is improved for constrained environ-
ments by proposing a Distributed Capability-Based Access
Control (DCapBAC) method without requiring any additional
entity in which the authorization logic is embedded into the
constrained devices by adapting the communication technolo-
gies and representation format. The DCapBAC method is
constructed on the basis of authorization tokens and a set
of access conditions that needs to be verified at the end
device after presenting token. To achieve this goal, the authors
use Java Script Object Notation (JSON) [124] as a repre-
sentation format for the capability token, which needs to be
attached in access requests, and an optimized ECC [125] for
authentication.

The method proposed in [126] presents an integral sce-
nario that provides the security management (SM) of a
constrained device during its life cycle. This method is
constructed by using a lightweight version of Extensible
Authentication Protocol Over LAN (EAPOL) [127] with aim
of initiating a security bootstrapping process based on standard
technologies (e.g., [128] and [129]) and obtaining autho-
rization tokens [123] by extending with Extensible Access
Control Markup Language (XACML)-based authorization pro-
cedures [130]. The lightweight authorization tokens are also
used in this method (SM-EAPOL) to provide an end-to-end
secure communication between constrained devices.
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The comparison of the existing authentication and access
Control methods for IoT-based objects is presented in
Table VI.

B. Preventing Data Over-Collection in Smart Cities

Data over-collection is a crucial issue of the smart cities
in which the mobile applications tend to collect data more
than enough on their original functions (data leak) and transfer
them to the untrsuted third parties. There are two different
ways to cope with the data leak issue in mobile applications,
such as detection and prevention methods, and user awareness
methods.

Egele et al. [131] were the first to propose a static analy-
sis method, namely PiOS, for detecting possible data privacy
breaches in iOS applications. The main idea behind this
method is to identify code paths that are used by application
to access and transmit the sensitive information on the basis
of analyzing the data flow and reconstructing the control flow
graph of the application. In other words, it requires to carry out
data flow analysis within the identified code paths to confirm
whether sensitive information is flowing from the source func-
tions that access the sensitive data to the sink functions that
transmit the data to third parties. Gilbert et al. [132] design a
security testing and validation system, namely AppInspector,
based on a commodity cloud infrastructure for emulating the
smartphone with the aim of dynamically track information
flows and actions. The AppInspector relies on tracking two
types of data flows: (i) Explicit flows: for tracking the propa-
gation of sensitive information over the applications, external
libraries, and system components through direct data depen-
dencies, and (ii) Implicit flows: for tracking the propagation of
private information that affects the control flow of the program
or updates a public variable. In [133], a system-wide dynamic

taint tracking and analysis platform, namely TaintDroid, is
proposed to identify whether untrusted android applications
endanger the privacy of users by manipulating the sensitive
personal data or transferring them to third parties. To achieve
this goal, the privacy-sensitive data from multiple sources are
automatically labeled as sensitive data propagates through pro-
gram variables, files, and interprocess messages. As a result,
if the applications want to send such data over the network or
any leaves the system, TaintDroid is able to detect by logging
the data’s labels. The TaintDroid method leverages the VM
interpreter to deliver variable-level tracking within the appli-
cation code to prevent the taint explosion observed in the x86
instruction set, message-level tracking between applications
to extend the analysis system-wide, and file-level tracking to
ensure persistent information conservatively retains its taint
markings. The main drawback of the TaintDroid method is
that protecting the sensitive data tends at the real-time may be
impossible by the time a leak has been detected and analyzed.

Enck et al. [134] were the first to propose a user-aware
security framework, namely Kirin, for enforcing the security
policy, which transcends android applications, and safeguard-
ing that policy compliant applications are only able to be
installed by providing a self-certification process during the
installation. The kirin has the capability to detect unconfident
policy configuration in Android’s framework by evaluating
simple security requirement results in reducing the necessity to
defer install-time decisions to the user. However, the implicit
flows created by control structures have not been considered
in this application for reducing the runtime cost. Moreover,
it is impractical to identify potential information leaks by
dynamically executing all execution paths of these applica-
tions. Xiao et al. [135] addressed these issues by proposing a
user-ware privacy control approach to determine the usage of
private information inside applications based on information

Authorized licensed use limited to: University at Buffalo Libraries. Downloaded on September 12,2021 at 01:59:54 UTC from IEEE Xplore.  Restrictions apply. 



SOOKHAK et al.: SECURITY AND PRIVACY OF SMART CITIES: SURVEY, RESEARCH ISSUES AND CHALLENGES 1735

TABLE VII
COMPARISON OF DATA OVER-COLLECTION PREVENTION METHODS FOR IOT-BASED SMART CITIES

flow computation [136] and classification as safe and unsafe.
When an application is running for the first time, this approach
permits the user to use the application before giving access to
real information, or prevents unintended access to a resource.
This method also classifies the information as safe on the
basis of a tamper analysis in which the untampered private
information only reveals for the safe flows to preserve the pri-
vacy and minimize the decisions required from users. In other
words, this approach is able to follow whether private data is
concealed before escaping through output channels.

Although these methods may reduce the possibility of data
leakage from mobile devices, storing sensitive data on mobile
devices puts the data at risk. The best way to cope with this
issue is to outsource the data to cloud computing to improve
the data security of users. Li et al. [143] design a mobile-
cloud framework in which the smartphone is only responsible
for performing the basic operations of applications while the
cloud service provider (CSP) deals with managing, encrypt-
ing, and decrypting the data, and providing fine-grained access
control. The CSP provides an opportunity for smartphone users
to store their data on the different level of storage solutions
for sensitive or normal data. When an application wants to
access a user’s data, a request has to be sent to the CSP that
provides fine grained permission authorizations for the appli-
cations. If the application be authorized by the CSP, the user’s
encrypted data are decrypted and transferred to the applica-
tion. This method classifies the security level of data into five
levels, such as extreme high, high, normal, low, and extreme
low to authorizing the permissions to applications. Then, by
calculating security risk of data and applications, it is possible
to judge whether the security risk is outstripped and authoriza-
tion fails. Fig. 4 shows the overall mobile-cloud framework for
preventing the data over-collection.

The comparison of data over-collection prevention methods
for IoT-based smart cities is presented in Table VII.

C. Secure Frameworks of IoT-Based Smart Cities

Chakrabarty and Engels [137] design a secure IoT-based
architecture for smart cities to mitigate the vulnerabilities

Fig. 4. The mobile-cloud framework for preventing data over-collection.

of tradition IoT networks at the Link and Network layers.
This architecture consists of four main components: (i) Black
Network: indicates a network for securing the metadata asso-
ciated with each frame or packet in an IoT protocol in which
the transmitted data through Link layer of IoT is encrypted
by using Grain128a or Advanced Encryption Standard (AES)
in the EAX or OFB modes. As a result, this component
can preserve the privacy, confidentiality, integrity of data
because of authenticating and securing the communications
through the link layer and the network layer. (ii) Trusted SDN
Controller: is responsible to manage anonymous data flow
across IoT nodes and manage sleep and wake cycles of such
nodes. (iii) Unified Registry: provides a database for the exist-
ing heterogeneous network devices (e.g., sensors, gateways
and nodes) through the smart cities and their attributes that
can be used for identity management, authentication, autho-
rization and accounting. (iv) Key Management System: is
known as an essential part of each security architecture for
securely generating, managing, storing, communication, and
distributing the symmetric cryptographic keys. This architec-
ture leverages the hierarchical key management system to
efficiently and securely supports key distribution among autho-
rized devices. Fig. 5 shows the different components of the
proposed IoT-based architecture for smart cities.

D. Security Frameworks of Cloud-Based Smart Cities

The integration of cloud computing and the Internet of
Things provides a great opportunity for smart cities to over-
come the existing issues for storing and analyzing the huge
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Fig. 5. Secure IoT architecture for smart cities.

amount of large-scale data in the smart cities. However, this
integration provides some security issues and challenges, as a
main obstacle that forces us to deal with.

Providing a secure communication between the compo-
nents of cloud-based smart cities is a significant issue.
Bhattasali et al. [84] design a secure data sharing for cloud-
based smart cities to deal with the data security communication
issue between two parties by using Lightweight Identity Based
Cryptography (LIBC) [138] to perform encryption and decryp-
tion in real time. The LIBC consists of four distinct phases:
(i) Setup phase: to generate the require keys and auxiliary
parameters, (ii) Extraction phase: in which the public key,
private key, and public parameters are generated for each
user based on the user identity and transmitted to the users,
(iii) Encryption phase: during this phase, user A is able to
encrypt a message for user B on the basis of Tate pairing
computation, signs it by choosing a random number, and trans-
fers it to the CSP, and (iv) Decryption phase: in this phase,
the encrypted message is downloaded by user B and decrypts
the message by her own private key. In [63], a secure com-
munication scheme for secure data exchange among different
components is presented for cloud-based smart cities in which
the IoT devices are categorized based on their communica-
tion types into two groups: one-way communication devices
that require basic operations, and two ways communication
devices, which are used for monitoring and controlling pur-
pose. The applications in each group are interconnected with a
group leader using technologies like ZigBee or Wi-Fi that are
directly connected with the CSP using a public network such
as the Internet. As a result, the CSP can manage all devices and
send a unique command to each of them. The author leverages
a symmetric key cryptography to provide a secure communi-
cation between the applications in each group and between
the group leaders and the CSP. For example, when the CSP
needs to transfer a message to a device in the group 1, the
CSP encrypts the message (m) along with a time stamp (t1)
using the symmetrical key shared (GK 1) between the CSP
and the device in Group 1 , and then concatenates the result
with the ID of the group 1 (D1 = IDG1

.EncGK1
(m, t1)).

Since the message must be transmitted to the appliance via
the group leader (GL1) of the first group 1, the CSP re-
encrypts D1 along with a time stamp (t2) using a shared key

with the GL1, GLK1, concatenates it with the ID of GL1

(D2 = IDGL1
.EncGLK1

(D1, t2)), and finally sends (D1,D2)
to the GL1.

Designing a secure framework for smart cities is a challeng-
ing area. Khan et al. [139] propose a framework for preserving
the security and privacy of data during data acquisition, trans-
mission, processing and legitimate service provisioning in
smart cities on the basis of the stakeholder model, which they
identified by using onion model approach. This framework
consists of three layers, such as smart city inhabitant, gov-
ernmental control domain layer, and service provider layers.
(i) Smart city inhabitants layer: is responsible to provide the
security and privacy of inhabitants, collected data from dif-
ferent resources, and provisioned services. This layer contains
different components, such as the authenticator for validat-
ing the authentication of inhabitants or service providers,
services and application component to provide tamper with
resistant service provisioning, policy decision point compo-
nent to ensure that data privacy is considered before accessing
or sharing data, authorization and data confidentiality compo-
nents to provide data access control and ensure sensitive data
are not access by malicious services or third party, and the
data anonymization components to ensure the separation of
inhabitants from the sensed data. (ii) Governmental Control
Domain (GCD) layer: Operates as a regulatory authority deals
with ensuring the services providers and citizens are working
according to predefined regulations and policies. The GCD
layer includes several components, such as provider verifi-
cation, seamless sensed data analysis, linked open data, and
service integrity checker. The service provider verification is
responsible to provide legitimate and trustable service pro-
visioning. The seamless sensed data analysis guarantees that
the included entities follow their limitations by implementing
a proper audit trail mechanism. The linked open data as the
next component of the GCD stores the information, which are
managed by the regulatory authority to be only accessible by
the authorized service providers. The service integrity checker
components is in charge of issuing credentials for devices,
services and citizens of smart cities for ensuring that the ser-
vice providers can trust the data sources. These credentials also
help to filter the sources that gerents fake data to prevent forge
service experience. (iii) Service provider layer: is in charge
of providing service provisioning and secure and privacy-
aware data sharing in untrusted area. This layer involves the
following components: service and application provisioning
component that provides an execution environment for ser-
vices, data repositories component to help the service provider
to securely access data repositories and securely share data
with other service providers. The service provider layer has to
use divers measurements, such as secure data sharing and pro-
cessing, fine-grained controlled over shared data with secure
data revocation, and secure key management.

Henze et al. [94] present a User-driven Privacy Enforcement
for Cloud-based Services (UPECSI) to preserve the privacy of
sensitive data of users through the cloud-based smart cities
by integrating the privacy functionality into the development
process of cloud services. The UPECSI approach includes the
following components: (i) Model driven privacy as a technique
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TABLE VIII
COMPARISON OF CLOUD-BASED AND IOT-BASED FRAMEWORKS FOR SMART CITIES

to integrate the privacy functionality into the development of
cloud service, (ii) Interpretation component that helps users
to configure their individual privacy setting, and (iii) Privacy
Enforcement Points (PEP) component, which are located in the
IoT network gateways and deals with enforcing users’ privacy
requirements before uploading the sensitive data to the CSP.
The main idea behind this method is that the model driven
privacy firstly extracts a privacy policy, which involves the
require service information and general liability disclaimers
for each service. Then, the service developer provides infor-
mation during the development process to be used by the third
party to audit the cloud service and monitor data usage. When
a service is detected to be eligible to access the collected
data from different resources in smart cities, the user will be
able to make an overview on the audited policy as well as
a default privacy configuration suggested by the third party
on her devices (e.g., laptop and smartphone). The user is also
able to decide whether to delegate the data access privilege to
a service. Considering the user decision, finally the user can
control the access to the sensitive data by using the PEP. To
protect the data and access control, the PEP encrypts the data
by using a symmetric data protection key before outsourcing
to the cloud.

Table VIII shows the comparison of cloud-based and
IoT-based frameworks for smart cities on the basis of dif-
ferent attributes, such as confidentiality, integrity, authen-
tication, authorization & access control, transparency, and
anonymization.

VII. OPEN ISSUES AND CHALLENGES

Smart city has been emerged as a new paradigm recently
and there are a few researchers in different aspect of this area.
Although security and privacy are known as the most important
parts of smart cities, they have not been sufficiently considered
by researchers. This section provides some open issues that
can be used as a future direction.

A. Lightweight Methods for Big Data Processing

Although big data is an inseparable part of the smart cities,
integrating these two concepts needs to tackle several chal-
lenges. This is because the deployed sensors throughout cities
collect a huge volume of data in distinct formats from different
sectors of cities such as traffic, homes, education, manufac-
tures, and health-care centers. The collected data usually is
stored in NoSQL databases regularly, are used to perform

real time or batch processing to detect the events. Batch data
processing indicates an effective way to process and analyze a
huge volume of data that is collected over a period of time and
stored in NoSQL databases. In contrast, real-time data process-
ing includes a continuous input, analyze, and output of data
flows with high performance in which the processing of data
has to be in a small period of time or near real time. Recently,
some of the researchers have proposed big data analytic frame-
works for smart cities (e.g., [140]–[143]) to overcome the big
data issues; however, the majority of such frameworks are
unable to support security and privacy of data through the
different layers of their architectures. Preserving the security
and privacy of such an amount of data requires a highly effi-
cient and lightweight cryptographic algorithm, which incurs
minimum computation cost on resource constrained devices.

B. Secure Data Outsourcing

Cloud-based frameworks provide an efficient way to tackle
the storage overhead issue in the smart cities. Despite the fact
that the cost of storage hardware is decreasing, the manage-
ment of such huge storage is more complex and constitutes
approximately 75% of the total ownership cost [144], [145]. In
other words, the huge volume of data collected by IoT devices
in the smart cities can be outsourced to the cloud storages and
delegate the management of data to the CSP. However, the
cloud is inherently neither secure nor reliable, and it raises new
challenges to the integrity of outsourced data in cloud com-
puting. To address this issue, Remote Data Auditing (RDA)
methods have been proposed in which the data owner is able
to check the integrity of outsourced data without having to
download the whole data. Although there are different types
of RDA methods (e.g., [146]–[148]) to check the integrity of
outsourced data, the majority of such methods are inapplicable
for supporting big data through smart cities.

C. Secure and Intelligent Participatory Sensing for Smart
Cities

Participatory sensing is the process whereby individuals and
communities use evermore-capable mobile phones and cloud
services to collect and analyze systematic data for use in dis-
covery [149]. The participatory sensing has also the capability
to provide the adjacent sign and information regarding envi-
ronmental parameters gathered by the end-users that form a
social currency [50]. As a result, the smart city applications,
such as health-care and energy controlling, are able to directly
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compare the available data with the collected online data over
a fixed infrastructure sensor network. In addition, such appli-
cations can use an experience feedback of end-users about a
given environmental parameter. However, the existing infras-
tructure of smart cities prevents to use these features, and it
requires to design a new framework for smart cities to be able
to use the great potential of participatory sensing to collect data
from the reliable resources and perform real-time analysis.

D. Security Risk Management and Mitigation

The smart cities rely on the sensing devices that usually
deployed in the harsh environments surrounding by a numer-
ous number of security threats. Therefore, it is essential to
design a method to mitigate such threats for facilitating the
smart cities applications and making more citizens interest
in using the smart city applications. However, due to the
heterogeneity of sensing devices and networks in the smart
cities, designing a comprehensive risk mitigation scheme is a
critical challenging. Although there are some risk mitigation
models (e.g., [150]–[152]) for different networks and sensing
devices, it is commonly impossible to use a combination of
such schemes for smart cities.

Designing a security mitigation method for the cloud-base
smart city is essential, because the majority of applications
migrate from the information to the virtual servers with-
out considering the level of security level of data. In other
words, the smart cities need a security mitigation model to
decide whether migrating from the data to the virtual server
considering with the degree of sensitivity of data.

E. The Application of Fog Computing in Smart Cities

The IoT devices usually collect huge amount of data, which
make it very challenging for smart cities to locally store
and manage such large-scale data. Although cloud computing
provided a way to address this issue, transferring the large-
scale data to the cloud is costly in terms of communication,
bandwidth, latency and storage. To overcome this issue, IBM
suggested fog computing as a new concept in which instead
of sending such amount of data to the cloud, it is possible to
process the data at the edge of the network and in the vicinity
of users [153].

Fog computing has a great application to build a sus-
tainable smart city. There are some case studies which
can prove this opinion: (i) Smart agriculture in Phenonet
Australia [154] where in fog computing plays a vital role in
acquiring data efficiently about plant growing, performance
information and weather conditions; (ii) Smart Healthcare: a
wearable light-weight sensor kit has been designed to col-
lect Electroencephalography data of some volunteers during
their exercise and performed pre-processing on their smart-
phones as fog nodes to reduce latency [155]; and (iii) Smart
Water Management: the collected data from deployed sen-
sors and GPS devices can be analyzed by using fog
gateways [156].

Despite Fog computing can provide significant benefits for
smart cities, it makes the smart cities vulnerable to several

security issues and challenges in virtualization, Web secu-
rity, and data security [157]. This is because fog nodes
are suffering from limitation of computing resources, which
makes it difficult for proposing security solutions [158]. The
fog nodes are usually more accessible than cloud data cen-
ters results in increasing the probability of cyber-attacks.
Fog nodes also are more attractive for attackers because
of collecting huge volume of sensitive data from different
resources [159].

F. Adoption With Government Policies

IoT devices in smart cities are responsible to collect the
information and transfer them to local or remote data cen-
ters for performing batch or online data analysis. The city
government usually is able to manage the majority of this
transformation by using the policies. However, collecting
more data including personal information of citizens, faces
the smart cities with the privacy issues. As a result, law
enforcement agencies are more interested in gaining access to
such information without considering proper security [160].
The smart cities may also sell the collected information to
third party companies without taking permission from resi-
dents. Some of the cities, such as New York, London and
Dubai, recently set up new video surveillance to capture
crime and terrorist attacks. Since these systems violate the
privacy of citizens and civil rights by recording the citi-
zen movements and enabling arbitrary search, they put the
smart cities at risk. Therefore, implementing new smart city
technologies require new government policies for increasing
transparency to make a balance between benefits and security
risks [161].

VIII. CONCLUSION

In this paper, we have characterized, and categorized wide-
range areas of research related to the smart city, with the aim
of focusing on security and privacy issues and the ways to
address them. We began by explaining the history of smart city
concept based on digital cities and ICT cities and comparing
their features. Then, we have taxonomized the smart city on
the basis of architecture, key components, pillars, and appli-
cations. Moreover, we have presented a comprehensive survey
on security and privacy of smart cities with focusing on secu-
rity requirements, issue and challenges. We have also critically
reviewed and examined the potential solutions for addressing
the security and privacy issues of the smart cities with the
aim of discovering some of the advantages and disadvantages,
highlighting their similarities and differences, and recognizing
the research gap in the architecture. Finally, numerous open
issues have been identified as the prominent challenges for
future research directions.
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