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n the Internet of Things (IoT) paradigm, objects that people use 
to manage, monitor, and optimize the operational aspects of 
their daily activities are no longer unresponsive devices. Instead, 
they’re interactive devices connected to the Internet with intel-
ligence and many more capabilities (such as sensing, commu-
nication, processing, and storage).1,2 However, privacy attacks 

and harmful consequences can occur when sensitive information is 
concealed or controlled without users’ consent.2 Because of applica-
tion interdependency and data sensitivity, a small leakage of informa-
tion could severely damage user privacy. Further, users will accept IoT 
deployments only if the infrastructures are secure, trustworthy, and 
privacy-preserving. 

Because IoT comprises heterogeneous networking technologies 
and devices—such as radio frequency identification (RFID) tags, 
smartphones, and sensors—it’s challenging to deploy conventional 
privacy protocols, as high-performing devices sometimes require ad-
vanced protocols that are too bulky for these small devices. However, 
lightweight privacy solutions are easily tractable by powerful attackers.2

Cisco estimates that by 2020 there will be more than 50 billion 
Web-enabled devices, including refrigerators, televisions, and scales.3 
Internet and cloud service providers (ISPs and CSPs) and consumers 
have already encountered many global privacy threats due to the use 
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of pervasive products and services. Recent press re-
ports highlight several privacy violations in IoT ap-
plications.4,5 For example, in June 2013, the press 
revealed privacy risks related to the Planning Tool 
for Resource Integration, Synchronization, and 
Management (PRISM) program, which the US Na-
tional Security Agency uses to collect private elec-
tronic data belonging to users of major Internet 
services including Microsoft Outlook, Google, and 
Facebook. Further, an annual Internet security threat 
report claims that mobile malware attacks increased 
by 58 percent from 2011 to 2012, and 32 percent of 
those attacks attempted to steal information from the 
device’s contact information.5 According to a US Fed-
eral Trade Commission (FTC) report on consumer 
privacy, privacy by design (PbD) is the most promi-
nent approach to overcoming IoT privacy issues.6

Here, we offer a holistic overview of privacy 
issues and challenges related to IoT technologies and 
applications. Compared with previous literature, we 
provide a broader synopsis of current research on 
various aspects of IoT privacy and PbD solutions 
from the viewpoints of academics, industries, and 
the general public. In addition to describing existing 
solutions and promising emerging approaches, we 
discuss open research issues and design guidelines 
for preserving privacy in the IoT. 

Layered Representation IoT Technologies
The continuous evolution of the IoT architecture 
and the complexity of its underlying technologies—
as well as the many visionaries involved in its de-
velopment—makes it difficult to define with solid 
boundaries. 

A horizontal representation of IoT driver tech-
nologies illustrates the connectivity and common 
operational platforms (Figure 1).1,3 The functional-
ities of the layers presented in Figure 1 are defined 
with respect to the Open Systems Interconnection 
(OSI) model layers. The edge network layer, which 
corresponds to the OSI model’s physical layer, is the 
data perception layer, which is responsible for sens-
ing the physical environment, collecting real-time 
data, and reconstructing a general perception of the 
data. These technologies and devices typically have 
short-range communication, constrained batter-
ies, and low storage and computational power. The 
access network layer represents the data link layer 

and has heterogeneous communication technolo-
gies that enable the first stage of data transmission 
in terms of communication path handling and data 
publishing. This layer’s major services include mes-
sage routing, publishing, and subscribing. 

The core network layer relates to the OSI net-
work layer and consists of the conventional Internet 
Protocol and Multiprotocol Label Switching (IP/
MPLS). This layer is also responsible for process-
ing networking data and billing, as well as managing 
data, maintaining quality of service, supporting vi-
sualization, and enabling network security. The ser-
vice and middleware layer resembles the OSI model’s 
transport, session, and presentation layers. This layer 
abstracts and then forwards the various data for-
mats, technologies, and communication protocols of 
the lower layers. It also provides data management, 
data filtering, data aggregation, semantic analysis, 
and information utilization through the management 
servers that facilitate cloud computing and data min-
ing technologies. On top of it all, the application 
layer, like the application layer in the OSI model, 
represents the various purposes of IoT technologies 
from local, national, and industrial perspectives. The 
ultimate goal is to ensure the usability of IoT applica-
tions with low complexity and high credibility. 

IoT Applications and Privacy Concerns
Privacy is the right of individuals or cooperative users 
to maintain confidentiality and control over their in-
formation when it’s disclosed to another party. In IoT 
applications, privacy challenges can be identified pri-
marily from the perspective of consumers and their 
stored datasets. Because both CSPs and ISPs possess 
a user’s (client’s) personal information, they could un-
expectedly initiate privacy threats and attacks. 

IoT networks can comprise tens to millions of 
devices with heterogeneous characteristics related 
to resource constraints, mobility, scalability, degree 
of autonomy, interoperability, and so on. Thus, pri-
vacy issues in IoT vary widely with respect to the ap-
plications involved.

Healthcare
One main application area is eHealth, which aims 
to improve the quality, efficiency, and cost of health-
care by enabling physicians to remotely monitor 
their patients, as well as letting individuals manage 
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their own health records easily and facilitating in-
dependent living (such as through wearable health 
monitors for blood pressure, heart rate, and glucose 
level; smart apparel; and fitness trackers).1 However, 
increasing the accessibility and availability of per-
sonal health records on the Internet can also lead 
to serious privacy issues. In June 2015, for example, 
a huge privacy-violation attack occurred when mal-

ware compromised blood gas analyzers to gain ac-
cess to hospital networks and steal confidential 
data.4 Given the risks, the privacy frameworks for 
IoT eHealth applications are expected to be open 
and transparent to patients, specify the reasons for 
collecting necessary health information, maintain 
accurate and up-to-date information, and ensure the 
protection of patient records. 
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FIGuRe 1. Horizontal representation of Internet of Things (IoT) driver technologies. The layers relate to the 

Open System Interconnection (OSI) model layers. (CDMA: Code division multiple access; GSM: Global System 

for Mobile Communications; LTE: Long-Term Evolution)
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Smart Homes
In smart home environments, consumers can con-
trol, monitor, and measure power consumption in 
their home appliances remotely via the Internet. 
Because ISPs might have access to the overall opera-
tions and collected information about users’ behav-
iors with or without their consent, this area also pos-
es a potential threat to users’ privacy. Residents can 
use RFID and sensing technologies to identify and 
track objects, as well as to monitor the smart home 
conditions.7 If intelligent adversaries eavesdrop and 
accumulate timestamps of data transmissions over 
wireless channels, they can easily draw conclusions 
on residential behavioral patterns (such as when 
residents are at home, away, or sleeping). Because 
sensors and RFID tags have unique radio wave pat-
terns and identifiers, attackers can also analyze the 
transmission patterns and reveal approximate infor-
mation about the home’s internal arrangement.

Public Safety
IoT-enabled technologies are also engaged in public 
safety solutions, offering cheaper and less invasive 
alternatives to the widespread deployment of em-
bedded monitoring units (such as sensors, RFID 
techniques, and cameras). However, when too many 
Internet-connected modules are used in daily life, 
owners might not be able to fully control them. 
This allows governments and corporations to follow 
individuals’ moves with or without their consent. 
Likewise, with the widespread use of IoT applica-
tions, all online and offline activities will be record-
ed and stored forever. This raises questions such as 
who will have access to all of this information and 
under what rules, and whether the public will be 
subjected to serious privacy infringement.2 

Supply Management
Supply management applications in the IoT would 
enable seamless interoperability between RFID-
based applications and different actors throughout 
the various phases of a product’s lifecycle. Product 
information can be recorded beyond the manufac-
turing level to the purchasing and consumption lev-
els.7 Consequently, manufacturing companies can 
track customer information based on that product 
information. Moreover, vehicular ad hoc networks 
(vanets) play a major role in the IoT through intel-
ligent transportation. When managing energy use in 
smart grids, consumers provide detailed information 
about their daily electricity consumption.1 Such in-
formation can be used to reveal their habits and be-
haviors, and expose them to privacy invasions. User 
data about electricity consumption can be tapped 

from anywhere in the Internet and can reveal user 
behavior patterns and private data. Because custom-
ers have less control over the data they provide to 
utility companies, the potential for privacy abuses 
could increase.

Privacy Issues and Challenges
To clearly present this material, we discuss the tech-
nological aspects of IoT privacy issues and chal-
lenges from the viewpoint of users, datasets, and 
underlying technologies. In addition to the technical 
challenges, we discuss the significant issues related 
to legal regulations on IoT privacy. Figure 2 summa-
rizes the four key aspects of IoT privacy.

user Privacy
One serious user privacy issue is the identification 
of personal information during transmission over 
the Internet.2,7 Let’s say, for example, a consumer 
named Bob buys an RFID-tagged object with his 
credit card. In some situations, Bob’s personal infor-
mation could be automatically linked to the object 
and known to the CSP. Such user information leak-
age can lead to privacy threats in terms of tracking, 
localizing, and personalization. Similarly, let’s as-
sume Bob possesses a set of objects that are linked 
together. If adversaries can distinguish ownership of 
certain objects, they might be able to estimate the 
ownership of the remaining objects. 

These types of scenarios allow user profiling 
and tracking. Smartphones and other mobile devices 
connected to the Internet could disclose the user’s 
geographic location and compromise privacy. In 
practice, users have different levels of privacy aware-
ness and concern, and thus are ready to disclose in-
formation at different levels. 

In general, IoT users might encounter privacy 
threats in terms of tracking, profiling, access con-
trol and confidentiality, data protection, content 
confidentiality and reliability, and privacy detection. 
Because of the IoT’s range, manifold privacy risks 
and challenges must be considered before deploying 
an application or solution.

Data Mining
According to Charu Aggarwal and his colleagues, 
three critical enablers of IoT privacy from a data-
centric perspective are scalability, distributed pro-
cessing, and real-time analytics.8 Other privacy 
issues they identified in this area relate to data 
publishing, the context of applications, utility is-
sues, cryptography, and adversarial collaboration.8 
Scalability matters for IoT applications that contain 
numerous smart objects or that manage biometric 
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data that must be collected, processed, stored, and 
published in large volumes of real-time, highly dis-
tributed data. Distributed processing can also lead 
to unprecedented challenges related to data min-
ing privacy, along with liability for data breaches 
(that is, the release of secure information to dis-
trustful entities) and distinct levels of data quality. 
Privacy threats related to data sharing and trans-
mitting arise with the disclosure of location and 
temporally sensitive data traffic. While collecting 
large sets of raw data, it’s challenging to balance 
the privacy preservation in data cleaning and the 
intentional reduction of data quality and original 
purpose without losing information needed for data 
mining and analysis. Collecting, sharing, and trans-
mitting sensitive data connected to humans are the 
most critical privacy issues in the context of appli-
cations. Computational and theoretical limitations 
can be associated with privacy preservation over 
high-dimensional datasets. Because individuals and 
cooperative users have different privacy constraints, 
the records in a given dataset should be treated dif-
ferently for anonymization purposes. The collected 

data might be used and published for purposes 
other than the original objective without user con-
sent. Access control and maintenance of such data, 
with the assurance of privacy protection for the cor-
responding data owner should be carefully consid-
ered. Because computer storage mediums can store 
large volumes of data, they offer high availability at 
low cost. Consequently, once information is gener-
ated, it’s most likely stored infinitely, and thus “digi-
tal forgetting” can lead to privacy violations from 
the data owners’ perspective.1

underlying IoT Technologies
The incorporation of RFID objects within an IoT 
environment can allow context-aware digital objects 
to represent physical objects with the abilities to 
sense, communicate, and interact autonomously.2,7 
Powerful adversaries might exist who can monitor 
all communications, trace tags within a limited time 
period, corrupt tags, and get side channel informa-
tion on the reader output. Privacy risks of RFID 
technology relate to user tracking and localizing, 
which permit the creation and misuse of detailed 
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FIGuRe 2. Technological and legal aspects of privacy issues in the IoT.
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user profiles. Thus, it’s important that RFID systems 
provide anonymity, even when the state of a tag has 
been disclosed.

Wireless sensor networks (WSNs) are another 
key underlying technology of the IoT network archi-
tecture. Given their self-organizing characteristics 
(to contend with the uncontrollability of the environ-
ment), constraints (such as sensor resources and net-
work topology constraints), and the wireless transmis-
sion medium, WSNs have inherent challenges in pro-
tecting privacy and prevent existing techniques (such 
as public-key ciphers) from being directly transplant-
ed in resource-constrained devices.8 Privacy in WSNs 
can be addressed through data orientation (that is, 
querying data and aggregating sensed data without 
violating privacy) and context orientation (that is, pro-
tecting location and temporal privacy).8

Cloud computing provides a virtual infrastruc-
ture for IoT to integrate monitoring 
devices, storage devices, data analytics 
tools, visualization platforms, and cli-
ent delivery.3 This virtual infrastructure 
would let ubiquitous sensing devices, 
smart objects, users, and CSPs join the 
network and collaborate on a single vir-
tual platform. With cloud computing, 
both individual and cooperating users 
can access cloud services at a low cost 
and without possessing expert knowl-
edge of the underlying technologies. Nevertheless, 
privacy violations can occur, as users might lack 
control over the data processing. Therefore, the plat-
form CSPs and developers must take responsibility 
for application privacy. They must protect identity 
information, the policy components (during negotia-
tion), and transaction histories of the consumers, as 
well as provide a high degree of transparency in their 
operations. User lock-in scenarios can also occur 
when consumers are too dependent on and trusting 
of a particular IoT CSP. This can be intimidating, 
particularly when consumers want to migrate from 
one IoT CSP to another, but they’ve already revealed 
important information to the existing CSP and lack 
control over their data.

Vanets embed an on-board unit (OBU) into the 
vehicle system as a sensing layer node in the IoT.9 
This node communicates to the roadside infrastruc-
ture and other peer vehicles. Therefore, establishing 
secure communication links and providing authen-
tication are two key requirements to enable secu-
rity and privacy in vanets. Consequently, the OBU 
requires additional modules to support information 
security to ensure user privacy at the same level as 
identity and location privacy. 

establishing Legal Regulations for IoT Privacy 
Privacy is a compliance issue sitting at the intersec-
tion of social norms, human rights, and legal man-
dates. In general, the participating countries’ legis-
lation is required to support basic privacy principles 
such as lawfulness and fairness, proportionality, 
purpose specification, data quality, openness, and ac-
countability. This can be achieved through a collabo-
ration of governmental and private organizations. The 
European Commission, United Nations’ authorities, 
and other worldwide law enforcement organizations 
are trying to find a common ground for addressing 
IoT privacy issues while also empowering the existing 
legal framework. A strong legal framework should en-
sure consumers’ awareness and their control over the 
IoT products and services they utilize.7 National-level 
regulations aren’t acceptable for IoT privacy because 
of its global nature. An adequate legal framework 

should be cross-border and compliant with interna-
tional legislation, and supplemented by the privacy 
sector. Although self-regulation is a simpler and less 
costly solution than state laws for preserving privacy, 
it’s not enough for IoT applications due to their large-
scale heterogeneous network deployments. The most 
challenging issues in establishing legal regulations in 
IoT privacy are the globally marketed and distributed 
nature, the durability, the involvement of pervasive 
environments, and the complexity of the technologi-
cal developments.7 

Privacy Framework Characteristics and 
existing Solutions
After examining the complementary pieces of tech-
nology- or application-specific privacy frameworks 
and the IoT network attributes (that is, the techno-
logical aspects and legal regulations), we identified 
the most important characteristics of an IoT privacy 
framework (see Figure 3)2:

•	 Openness, transparency, and a specified purpose: 
consumers should be aware of the information 
collected during service time, the purpose of 
collecting that information, other parties who 

An adequate legal framework should 

be cross-border and compliant with 

international legislation.
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will have access to the information, and how 
that information will be stored. 

•	 Identity privacy: it should not be possible to profile 
or track consumers based on their user identities.

•	 Temporal and location privacy: it should not be 
possible to track or profileconsumers based on 
events or geolocation.

•	 Query privacy: it should not be possible to pro-
file or identify consumers based on the queries 
they make to service providers.

•	 Access control: users should have fine-grained 
access control over the data they give to service 
providers and be able to tune the granularity of 
data access depending on the users and queries.

•	 Interoperability: enable cross-border support of 
privacy policies among different technologies, 
standards, and legislation.

•	 Data minimization: collect data in lawful and 
fair ways and limit personal data collection to 
data needed to perform a given service.

•	 Accountability: the consumer and service pro-
vider should agree about the controllability and 
visibility of the service provider’s responsibility 
with respect to the given service or information.

•	 Security: safeguard sensitive information against 
loss, unauthorized access, modification, or 
disclosure.

The relevance of these principles might vary 
depending on the contexts of the IoT application 
scenarios and user requirements. For instance, 

healthcare, smart home, and surveillance applica-
tions have high sensitivity regarding privacy-related 
frameworks and legal regulations. In addition to 
these technical characteristics, IoT privacy frame-
works should always meet global legal and human 
rights requirements. 

existing Solutions
Several privacy-enhancing technologies (PETs) have 
been proposed for IoT-related applications.7 Most ex-
isting solutions are specific to the underlying tech-
nologies or application scenarios. Privacy-oriented 
cryptographic solutions have been introduced for 
both internal and external privacy attacks occur-
ring in WSNs.10 However, computationally power-
ful attackers who can break cryptographic puzzles 
might pose threats to these systems. Also, resource-
consuming cryptographic operations can create 
overhead on normal WSN operations. Current PETs 
for RFID technologies include limiting the distance 
between the reader and tags, minimalist cryptogra-
phy, tag renaming and deactivation, access control, 
and reencryption. Minimalist cryptographyis pro-
posed to perform cryptographic computations at the 
reader end, storing the resulting information in the 
tags. The reader can reencrypt the tag with a dif-
ferent key and write itinto its memory in such a way 
that an eavesdropper gets different encrypted tag 
signals at different times. Another approach is to use 
moderate to high-performing devices—that is, prox-
ies—with RFID tags to protect consumer privacy.

Characteristics of a 
tentative privacy framework 

for the IoT
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against loss, destruction, 
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FIGuRe 3. Characteristics to include when developing an IoT privacy framework.
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PETs in RFID have two main objectives: to pre-
vent unauthorized access to RFID tags by establish-
ing secure tag-reader communication, and to pre-
serve consumer privacy. The “privacy coach” is an 
interesting idea for supporting customer privacy in 
the IoT.3 A privacy coach is a mobile phone applica-
tion that supports customers in making privacy deci-
sions when confronted with RFID tags embedded in 
smart objects. Another approach is to use aproxy as 
a privacy broker for preserving privacy between ser-
vice providers and users.3 This guarantees that both 
parties obtain required information about the other 
party; however, privacy proxies can create scalability 
and interoperability issues in IoT networks. 

The Unified Modeling Language can be used to 
document the software requirements of IoT privacy 
policies, which require high-level ab-
straction and are suitable for hetero-
geneous IoT devices and services.2 
Alternatively, user privacy in the IoT 
can be accomplished by adapting the 
methodologies available for identity 
and location-privacy protection of 
hosts by exploiting public-key cryp-
tographic algorithms and forwarding 
agents. Privacy-preservation technol-
ogies for data mining include statis-
tical methods for disclosure control, such as k-ano-
nymity, swapping, randomization, micro-aggregation, 
and synthetic data generation. These methodsprovide 
privacy-preserving approaches to the IoT through 
a data-centric perspective.8 Cloud computing also 
adapts different privacy-preserving approaches, in-
cluding data-centric, accountability, cryptography, 
access control, authentication, and identity manage-
ment.3 More importantly in cloud computing, service-
level agreements should be clearly negotiated among 
stakeholders so they preserve every party’s privacy. 
However, the technology-specific privacy-protecting 
mechanisms don’t always provide absolute solutions 
for the globalized view of IoT privacy preservation.

Privacy by Design
The PbD approach is a security requirement engi-
neering methodology that considers privacy require-
ments as organizational goals in business and iden-
tification processes.11,12 PbD includes seven funda-
mental principles:

•	 Anticipate and prevent privacy-invasive events at 
the design stage (before they occur).

•	 Inform queries by following purpose specifica-
tion, collection limitation, data minimization, 
and disclosure limitation.

•	 Embed privacy into the solution design.
•	 Obtain full functionality with a win–win situ-

ation at the end of communication, rather than 
requiringunnecessary tradeoffs.

•	 Provide end-to-end security.
•	 Establish visibility and transparency of a partic-

ular communication.
•	 Respect user privacy.

PbD is the only prominent approach that ad-
dresses privacy entirely at the design stages of IoT 
application deployments,6,11,12 a verdict supported by 
both the FTC and the European Commission. PbD 
ensures IoT privacy through an emphasis on sens-
ing technologies, cloud computing, big data analysis, 
and legal regulations. 

Open Research Issues and Design 
Guidelines
The IoT will likely be the underlying fabric of the 
next generation of networks, such as 5G, which 
might increase network capacity and connectivity. 
The available PETs for underlying IoT technologies 
aren’t directly compatible with the IoT’s heteroge-
neous characteristics. Privacy should be improved in 
IoT applications from the perspective of individuals 
and groups. Two main principles should be followed: 
don’t violate user privacy, and maintain user control 
of the operations. If the IoT technology providers 
can’t win consumers’ trust and confidence, develop-
ment of innovative utilizations of these new tech-
nologies will slow down. Threats and vulnerabilities 
related to user privacy are major reasons for users’ 
lack of trust in IoT applications. With multiple un-
derlying technologies, the IoT requires general pri-
vacy preservation policies, along with common and 
flexible legal platforms. Certain critical IoT deploy-
ments—such as eHealth and surveillance applica-
tions—require extra attention to preserve user and 
data privacy. 

Preserving IoT privacy using PbD is an approach 
still in its infancy, and open research questions re-
main. Specifically, to establish PbD solutions for IoT 
privacy, we must

Privacy by design considers privacy 

requirements as organizational goals in 

business and identification processes.
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•	 define a general model for IoT privacy;
•	 develop innovative enforcement PETs based on 

PbD to enable scalability and heterogeneity in 
IoT; and

•	 implement and integrate the solutions with the 
perfect balance of privacy policies, localization 
and tracking requirements, and sensitive data 
access control mechanisms. 

The Social IoT is an emerging IoT paradigm. 
The SIoT lets objects create a social network autono-
mously, with minimal or no human intervention.2 
Imposing rules to protect user privacy in the SIoT is 
important, particularly when accessing the results of 
autonomous interactions between objects. It’s neces-
sary to obtain pervasive IP-based solutions to pre-
serving privacy in the IoT, accompanied by energy-
efficient, low-cost, high-performance, and scalable 
algorithms.

The current trend in IoT privacy protection in-
cludes user-centric and context-aware privacy poli-
cies. Other emerging trends are in context-centric 
and self-adaptive privacy-preserving mechanisms 
and protocols that support ambient intelligence. 
Privacy preservation of datastreams in the IoT is 
another relatively novel field; it might also require 
dynamic data access control mechanisms and data 
management policies. Moreover, many unsolved pri-
vacy issues have emerged due to the rapid increase 
in the use of genomic datasets and software pack-
ages related to medical activities.13

Another open research question is how we 
might implement incentives in the IoT architecture’s 
privacy-preserving protocols using game theory.14 
Game theory could be used to analyze location 
privacy, find the economic aspects of privacy, and 
evaluate the balance between trust and privacy. In 
the next generations, context management should in-
teract with underlying IoT technologies and address 
the related privacy issues to improve the quality of 
context. Alternatively, adapting a network virtual-
ization solution, such as software-defined networks 
(SDNs),15 is a potential approach for preserving pri-
vacy in large-scale data handling in IoT deployments 
and cloud management. Developing more sophisti-
cated privacy models and appropriate design of prov-
ably private, yet practically relevant, privacy-oriented 
security protocols and mechanisms has been identi-
fied as an important research direction for the com-
ing years.16 However, more importantly, we need the 
PETs for the IoT to go beyond the research level and 
adapt with real-time deployments and practical use. 
Finally, new research issues might arise regarding 
privacy as other emerging technologies—such as 

software-defined networking with IoT—are intro-
duced and combined. 

he privacy challenges we’ve described here must 
be addressed to establish trustworthy IoT ap-

plications. Incorporating privacy protection at the 
design level would be more convenient than trying 
to retrofit them into the available solutions. Never-
theless, it’s unlikely that technical solutions alone 
will be able to completely prevent privacy issues in 
IoT applications. We must consider—and appropri-
ately balance—a combination of technical and legal 
means to achieve privacy-enhancing solutions in 
IoT.
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